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ROLE OF SELF INSTRUCTIONAL MATERIAL IN DISTANCE LEARNING 
 

The need to plan effective instruction is imperative for a successful distance teaching 

repertoire. This is due to the fact that the instructional designer, the tutor, the author (s) and the 

student are often separated by distance and may never meet in person. This is an increasingly 

common scenario in distance education instruction. As much as possible, teaching by distance 

should stimulate the student's intellectual involvement and contain all the necessary learning 

instructional activities that are capable of guiding the student through the course objectives. 

Therefore, the course / self-instructional material are completely equipped with everything that 

the syllabus prescribes. 

 

To ensure effective instruction, a number of instructional design ideas are used and these 

help students to acquire knowledge, intellectual skills, motor skills and necessary attitudinal 

changes. In this respect, students' assessment and course evaluation are incorporated in the text. 

 

The nature of instructional activities used in distance education self-instructional 

materials depends on the domain of learning that they reinforce in the text, that is, the cognitive, 

psychomotor and affective. These are further interpreted in the acquisition of knowledge, 

intellectual skills and motor skills. Students may be encouraged to gain, apply and communicate 

(orally or in writing) the knowledge acquired. Intellectual-skills objectives may be met by 

designing instructions that make use of students' prior knowledge and experiences in the 

discourse as the foundation on which newly acquired knowledge is built. 

 

The provision of exercises in the form of assignments, projects and tutorial feedback is 

necessary. Instructional activities that teach motor skills need to be graphically demonstrated 

and the correct practices provided during tutorials. Instructional activities for inculcating change 

in attitude and behavior should create interest and demonstrate need and benefits gained by 

adopting the required change. Information on the adoption and procedures for practice of new 

attitudes may then be introduced. 

 

Teaching and learning at a distance eliminates interactive communication cues, such as 

pauses, intonation and gestures, associated with the face-to-face method of teaching. This is 

particularly so with the exclusive use of print media. Instructional activities built into the 

instructional repertoire provide this missing interaction between the student and the teacher. 

Therefore, the use of instructional activities to affect better distance teaching is not optional, but 

mandatory. 

 

Our team of successful writers and authors has tried to reduce this. 
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Divide and to bring this Self Instructional Material as the best teaching and communication 

tool. Instructional activities are varied in order to assess the different facets of the domains of 

learning. 

 

Distance education teaching repertoire involves extensive use of self-instructional materials, 

be they print or otherwise. These materials are designed to achieve certain pre-determined learning 

outcomes, namely goals and objectives that are contained in an instructional plan. Since the 

teaching process is affected over a distance, there is need to ensure that students actively participate 

in their learning by performing specific tasks that help them to understand the relevant concepts. 

Therefore, a set of exercises is built into the teaching repertoire in order to link what students and 

tutors do in the framework of the course outline. These could be in the form of students' 

assignments, a research project or a science practical exercise. Examples of instructional activities 

in distance education are too numerous to list. Instructional activities, when used in this context, 

help to motivate students, guide and measure students' performance (continuous assessment)  
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PREFACE 
 

We have put in lots of hard work to make this book as user-friendly as possible, but we have not 

sacrificed quality. Experts were involved in preparing the materials. However, concepts are 

explained in easy language for you. We have included may tables and examples for easy 

understanding. 

 

We sincerely hope this book will help you in every way you expect. 

 

All the best for your studies from our team!  
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UNIT 1: INTRODUCTION AND EVOLUTION OF BANKING 
              
Learning Objectives 

After studying this unit, you will be able to: 

• Describe the history of banking. 

• Discuss the characteristics of banks. 

Structure 

1.1 Introduction 

1.2 Birth of Banking 

1.2.1 Causes of the Development of Money 

1.2.2 Birth of the Banking System 

1.2.3 Characteristics of a Commercial Bank 

1.3 Self Assessment Test 

1.4 Further Readings 
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1.1 Introduction  

Liberalization and Globalization have shifted the focus of the Indian Banking industry on the retail 

segment. All banks, irrespective of their size and origin, have started consolidating their efforts on 

maximizing their benefits from this business opportunity. Reforms of the financial sector initiated 

in 1995-96, removed the operational constraints that were hindering the growth of the banking 

sector in India. Since then, the banking sector has never looked back. In order to acquaint yourself 

with banking, it is always beneficial to trace the history of banking. This unit traces the phases of 

development of banking and then turns to the present scenario in the banking industry.  

1.2 Birth of Banking  

1.2.1 Causes of the Development of Money 

Money originated very largely from non-economic causes: from tribute as well as from trade, from 

blood-money and bride-money as well as from barter, from ceremonial and religious rites as well as 

from commerce, from ostentatious ornamentation as well as from acting as the common drudge 

between economic men.One of the most important improvements over the simplest forms of early 

barter was the tendency to select one or two items in preference to others so that the preferred items 

became partly accepted because of their qualities in acting as media of exchange. Commodities 

were chosen as preferred barter items for a number of reasons - some because they were 

conveniently and easily stored, some because they had high value densities and were easily portable 

and some because they were durable. These commodities, being widely desired, would be easy to 

exchange for others and therefore they came to be accepted as money. Though the disadvantages of 

barter system provided an impetus for the development of money the impulse of which was purely 

economic, the archaeological, literary and linguistic evidence of the ancient world and the tangible 

evidence of actual types of primitive money from many countries demonstrate that barter was not 

the main factor in the origin and earliest development of money. 

A widespread custom of payment for brides in order to compensate the head of the family for the 

loss of his daughter's services prevailed in olden times. Rulers have, since very ancient times, 

imposed taxes on or exacted tribute from their subjects. Religious obligations might also entail 

payment of tribute or sacrifices of some kind. Thus, in many societies, there was a requirement for 

a means of payment for blood-money, bride-money, tax or tribute and this gave a great impetus to 

the spread of money. 

Objects, originally accepted for one purpose, were often found to be useful for other non-economic 

purposes and, because of their growing acceptability, began to be used for general trading also, 

supplementing or replacing barter. Thus, the use of money evolved out of deeply rooted customs; 

the clumsiness of barter provided an economic impulse but that was not the primary factor. It 

evolved independently in different parts of the world. The only civilization that functioned without 

money was that of the Incas. 

1.2.2 Birth of the Banking System 
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Banking in its crude form is an age-old phenomenon and its invention preceded that of coinage. As 

new and more sophisticated instruments of currency evolved, so did banking. It evolved as business 

expanded an barter system gave way to money which needed safe deposit. In its simple form, it 

originated from temples and royal palaces around 1000 B.C. in Babylon, as the strongest faith of 

people was in the places of worship and royal houses as safe places for keeping money and 

valuables. The practice of depositing personal valuables at these places, which were also 

functioning as treasuries against a receipt, was perhaps the earliest form of ' banking'. 

With the expansion of trade and commerce, the concept of banking gained importance. The 

handling of banking gradually transcended from individuals to groups and later to companies. With 

the Industrial Revolution of the 18th and 19th centuries, it attained a more significant place in the 

area of lending. Bank in their first primitive beginnings and later in more developed forms did not 

enjoy a steady and harmonious growth. Banking emerged and evolved through various phases 

adapting itself continuously to meet the increasing needs of trade and commerce. In the first half of 

the 19th century the East India Company established three banks; the Bank of Bengal in 1809, the 

Bank of Bombay in 1840 and the Bank of Madras in 1843, which were known as "Presidency 

Banks." These three banks were amalgamated in 1920 and a new bank, the Imperial Bank of India 

was established on 27th January, 1921. In 1955, the State Bank of India Act was passed and the 

Imperial Bank of India was taken over by the newly constituted State Bank of India. The Reserve 

Bank, which acts as the Central Bank, was created in 1935 by passing of The Reserve Bank of India 

Act, 1934. The Swadeshi Movement gave a fillip to Indian joint stock banking and several of the 

present leading banks were established around this time. By 1913, there were 41 Indian banks in the 

field, namely, The Punjab National Bank Ltd., Bank of India Ltd., Canara Bank Ltd., Indian Bank 

Ltd. etc. 

1.2.3 Characteristics of a Commercial Bank 

The word 'bank' is derived from the Greek word 'banque' or the Italian word 'banco' both meaning 'a 

bench' at which moneylenders and money changers used to display their coins and transact their 

business in the market places. A bank is a profit-seeking firm dealing in money and credit. It 

accepts deposits and keeps it under safe custody. 

A commercial bank is an institution that primarily accepts deposits and extends credit to serve 

consumer and corporate needs for capital. It creates credit by making advances out of the funds 

received and thus mobilizes the savings in the economy. Under the Banking Regulation Act 1949, 

"Banking includes accepting deposits from the public, for the purpose of lending or investment; and 

repayable on demand or otherwise and withdraw able by cheque, draft, order or otherwise." In 

contrast to most other financiers, commercial banks extend credit rather than taking an investment 

position in a corporate enterprise. Commercial banks receive deposits in two main ways: (a) 

consumer or commercial deposits, and (b) central bank and other bank deposits. Commercial banks 

generate revenue from the interest charged to consumers and through a variety of customer service 

fees. 

1.3 Self Assessment Test 
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1. Explain causes of Development of Money. 

2. Explain the Birth of Banking System. 

3. Explain the Characteristics of a Commercial Bank.  

 

1.4 Further Readings 

1. Retail Management Principles And Practices- Author(s)/Editor(s): Dr K N Batik 

2 Retail Management - Author(s)/Editor(s): M A Shewan 

3 Retail Management - S N Mitra 

4 Retail Banking- Raghu Palat 
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UNIT 2 : GROWTH OF RETAIL BANKING 
              
Learning Objectives 

After studying this unit, you will be able to: 

• Define retail banking. 

• Discuss present scenario in the banking industry. 

• Study The Barriers to the Development of Indian Banking Sector  

• Know the birth of banking. 

Structure 

2.1 Growth of Retail Banking 

2.1.1 Retail Banking 

2.1.2 What is Retail Banking? 

2.1.3 Retail Banking in India 

2.1.4 Reasons for Retail Growth — An Analysis 

2.1.5 Advantage of Retail Banking 

2.1.6 The Path Ahead in India 

2.1.7 The Barriers to the Development India Banking Sector 

2.2 Self Assessment Test 

2.3 Further Readings  

2.1 Growth of Retail Banking  

2.1.1 Retail Banking 

Globalization has carved new benchmarks in the Indian banking industry. Every bank, irrespective 

of its size and origin, has started chanting the 'retail banking' mantra. Since retail banking has 

evolved new standards; banks have started redrawing their strategies to suit the present needs. 

Banking as a whole is undergoing a change. The traditional approach of "the sellers' market" for 

banking-related products and services has been redefined to a "buyers' market" in recent years. 

Gone are the days where getting a retail loan was somewhat cumbersome. All these emphasize the 

momentum that retail banking is experiencing in the Indian economy in recent years. A larger 

option for the consumer is getting translated into a larger demand for financial products and 

customization of services is fast becoming the norm than a competitive advantage. With the retail 

banking sector expected to grow at a rate of 30%, players are focusing more and more on the retail 

and are waking up to the potential of this sector of banking. At the same time, the banking sector as 

a whole is witnessing structural changes in regulatory frameworks and securitization and stringent 

NPA norms are expected to be in place by 2004, which means the faster one adapts to these 

changing dynamics the faster is one expected to gain the advantage. 

2.1.2 What is Retail Banking? 



12 
 

Retail banking is, however, quite broad in nature; it is a banking service that is geared primarily 

towards individual consumers. Retail banking is usually made available by commercial banks as 

well as smaller community banks. Unlike wholesale banking, retail banking focuses strictly on 

consumer markets. Retail banking entities provide a wide range of personal banking services, 

including offering savings and checking accounts, bill paying services as well as debit and credit 

cards. Through retail banking, consumers may also obtain mortgages and personal loans. Although 

retail banking is, for the most part, mass-market driven, many retail banking products may also 

extend to small and medium-sized businesses. Today much of retail banking is streamlined 

electronically via Automated Teller Machines (ATMs) or through virtual retail banking known as 

online banking. Related ancillary services include credit cards or depository services. Today's retail 

banking sector is characterized by three basic characteristics: 

• Multiple products (deposits, credit cards, insurance, investments and securities); 

• Multiple channels of distribution (call centre, branch, Internet and kiosk); and 

• Multiple customer groups (consumer, small business, and corporate). 

2.1.3 Retail Banking in India 

Retail banking in India is not a new phenomenon. It has always been prevalent in India in various 

forms. For the last few years, it has become synonymous with mainstream banking for many banks. 

The typical products offered in the Indian retail banking segment are housing loans, consumption 

loans for purchase of durables, auto loans, credit cards and educational loans. The loans are 

marketed under attractive brand names to differentiate the products offered by different banks. The 

Report on Trend and Progress of India, 2003-04 has shown that the loan values of these retail 

lending typically range from Rs.20,000 to Rs.100 lakh. The loans are generally for a duration of 

five to seven years, with housing loans granted for a longer duration of 15 years. Credit card is 

another rapidly growing sub-segment of this product group. In recent past, retail lending has turned 

out to be a key profit driver for banks with retail portfolio constituting 21.5 per cent of total 

outstanding advances as on March 2004. The overall impairment of the retail loan portfolio worked 

out much less then the Gross NPA ratio for the entire loan portfolio. 

Table Composition of Retail Credit 

Type March 2000 March 2001 March 2002 March 

Housing 14100(3.52). 16143(3.44) 22346(4.16) 

Consumer Durables 3855(0.96) 5566(1.91) 7015(1.31.) 

Loans given against 

bonds 

2146(0.54) 1697(0.36) 1520(0.28) 

Non priority sector 

personal loans 

15409(3.84) 18064(3.85) 22403(4.36) 

Sub-total 35510(8.86) (41470(8.84) 54283 (10.11) 

Goss bank credit 400818(100) 469153 (100) 536727 (100)  
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It can be inferred that except loans against shares / bonds, the share of every component of retail 

credit has increased three-fold. The declining interest rate and the incentives that are granted to the 

housing sector and being translated into higher home loans while the entry of public sector into the 

personal loan segment, apart from the aggressive forays of new private sector banks are pushing up 

the growth of the growth of these segments. Within the retail segment, the housing loans had the 

least gross asset impairment. In fact, retailing makes ample business sense in the banking sector. 

While new generation private sector banks have been able to create a niche in this regard, the public 

sector banks have not lagged behind. Leveraging their vast branch network and outreach, public 

sector banks have aggressively forayed to garner a larger slice of the retail pie. By international 

standards, however, there is still much scope for retail banking in India. After all, retail loans 

constitute less than seven per cent of GDP in India vis-a-vis about 35 per cent for other Asian 

economies. As retail banking in India is still growing from modest base, there is a likelihood that 

the growth numbers seem to get somewhat exaggerated. One, thus, has to exercise caution is 

interpreting the growth of retail banking in India. The Indian players are bullish on the retail 

business and this is not totally unfounded. There are two main reasons behind this. Firstly, it is now 

undeniable that the face of the Indian consumer is changing. This is reflected in a change in the 

urban household income pattern. The direct fallout of such a change will be the consumption 

patterns and hence the banking habits of Indians, which will now be skewed towards retail 

products. 

At the same time, India compares pretty poorly with the other economies of the world that are now 

becoming comparable in terms of spending patterns with the opening up of our economy. For 

instance, while the total outstanding retail loans in Taiwan is around 41% of GDP, the figure in 

India stands at less than 5%. The comparison with the West is even more staggering. Another 

comparison that is natural when comparing retail sectors is the use of credit cards. Here also, the 

potential lies in the fact that of all the consumer expenditure in India in 2001, less than 1% was 

through plastic, the corresponding US figure standing at 18%.  

2.1.4 Reasons for Retail Growth — An Analysis 

1. Economic prosperity and the consequent increase in purchasing power has given a fillip to a 

consumer boom. Note that during the 10 years after 1992, India's economy grew at an average rate 

of 6.8 percent and continues to grow at the almost the same rate — not many countries in the world 

match this performance. 

2. Changing consumer demographics indicate vast potential for growth in consumption both 

qualitatively and quantitatively. India is one of the countries having highest proportion (70%) of the 

population below 35 years of age • (young population). 

3. Technological factors played a major role. Convenience banking in the form of debit cards, 

internet and phone-banking, anywhere and anytime banking has attracted many new customers into 

the banking field. Technological innovations relating to increasing use of credit / debit cards, 

ATMs, direct debits and phone banking has contributed to the growth of retail banking in India. 



14 
 

4. Treasury income of the banks, which had strengthened the bottom lines of banks for the past few 

years, has been on the decline during the last two years. In such a scenario, retail business provides 

a good vehicle for profit maximization. Considering the fact that retail's share in impaired assets is 

far lower than the overall bank loans and advances, retail loans have put comparatively less 

provisioning burden on banks apart from diversifying their income streams. 

5. Decline in interest rates has also contributed to the growth of retail credit by generating the 

demand for such credit. In this backdrop, it is necessary to mention two specific domains of retail 

lending in India, viz., 

(a) credit cards and (b) housing. 

2.1.5 Advantage of Retail Banking 

Retail banking has its own advantages and that overpower its disadvantages. The advantages could 

be analyzed from two perspectives: 

1. Recourse side 

a. Retail deposits are stable and contribute to core deposits. 

b. They are interest-insensitive and less baring for additional interest. 

c. They constitute low cost funds for the banks. 

d. Effective CRM with customers builds a strong customer base. 

e. Retail banking increases the subsidiary business of the banks. 

2. Assets side 

a. Retail banking results in better yields and better bottom line. 

b. Retail segment is a good avenue for funds deployment. 

c. The consumer loans are presumed to be of lower risk and NPA perception. 

d. It helps in economic revival. 

e. It ensures innovative product development. 

f. It involves minimum marketing efforts. 

2.1.6 The Path Ahead in India 

Retail banking has immense opportunities in a growing economy like India. As the growth story 

gets unfolded in India, retail banking is going to emerge as a major driver. The rise of the Indian 

middle class is an important contributory factor in this regard. The percentage of middle to high 

income Indian households is expected to continue rising. The younger population not only wields 

increasing purchasing power, but as far as acquiring personal debt is concerned, they are perhaps 

more comfortable than previous generations. Improving consumer purchasing power, coupled with 

more liberal attitudes towards personal debt, is contributing to India's retail banking segment. The 

combination of the above-mentioned factors promises substantial growth in the retail sector, which 

at present, is in the nascent stage. Due to bundling of services and delivery channels, the areas of 

potential conflicts of interest tend to increase in universal banks and financial. conglomerates. 



15 
 

Some of the key policy issues relevant to the retail banking sector are: financial inclusion, 

responsible lending, access to finance, long-term savings, financial capability, consumer protection, 

regulation and financial crime prevention. 

2.1.7 The Barriers to the Development India Banking Sector 

1. Customer retention is going to be a major challenge. According to a research by Reichheld 

and Sasser in the Harvard Business Review, 5 per cent increase in customer retention can 

increase profitability by 35 per cent in banking business, 50 per cent in insurance and 

brokerage, and 125 per cent in the consumer credit card market. Thus, banks need to 

emphasize on retaining customers and increasing market share. 

2. Rising indebtedness could turn out to be a cause for concern in future. India's position, of 

course, is not comparable to that of the developed world where household debt as a 

proportion of disposable income is much higher. Such a scenario creates high uncertainty. 

3. Information technology poses both opportunities and challenges. Even with ATM machines 

and Internet Banking, many consumers still prefer the personal touch of their neighborhood 

branch bank. Technology has made it possible to deliver services throughout the branch bank 

network, providing instant updates to checking accounts and rapid movement of money for 

stock transfers. However, this dependence on the network has brought IT department's 

additional responsibilities and challenges in managing, maintaining and optimizing the 

performance of retail banking networks. Illustratively, ensuring that all bank products and 

services are available, at all times, and across the entire organization is essential for today's 

retails banks to generate revenues and remain competitive. Besides, there are network 

management challenges, whereby keeping these complex, distributed networks and 

applications operating properly in support of business objectives becomes essential. Specific 

challenges include ensuring that account transaction applications run efficiently between the 

branch offices and data centers. 

4. KYC issues and money laundering risks in retail banking are yet another important issue. 

Retail lending is often regarded as a low risk area for money laundering because of the 

perception of the sums involved. However, competition for clients may also lead to KYC 

procedures being waived in the bid for new business. Banks must also consider seriously the 

type of identification documents they will accept and other processes to be completed. 

2.2. Self Assesment Test 

1. What is Retail Banking? Explain Retail Banking in India. 

2. Explain the Advantages of Retail banking in detail. 

3. Explain in detail the Barriers to the Development of Indian Banking Sector.  

2.3 Further Reading 

1. Keynote address by Ms Shyamala Gopinath, Deputy Governor of the Reserve Bank of 

India, at the IBA - Banking Frontiers International Conference on "Retail Banking 

Directions: Opportunities & Challenges", Mumbai, 28 May. 
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2. Article on 'Mobile Banking Facilities in Indian Banks' - Prof. Aithal. 

3. Article on 'Insurance Management' — With specific reference to bank assurance - Mr. 

Sudhindra Bhat. 

4. Article on 'Money Laundering in Banking' by Prof. J.D.Agarwal Professor of Finance & 

Founder Chairman & Director, Indian Institute of Finance Chief Editor, Finance India  
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UNIT 3: BASIS OF BANK ACCOUNT 
              
Learning Objectives 

After studying this unit, you will be able to: 

• Describe the types of bank accounts. 

 

Structure 

3.1 Introduction 

3.2 Bank Accounts 

3.2.1 Introduction 

3.2.2 Definition 

3.2.3 Types of Deposit Accounts 

3.2.4 Rights of Depositors 

3.3 Self Assessment Test 

3.4 Further Reading 
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3.1 Introduction  

One of the important functions of a retail bank is to accept deposit money from the public. The 

deposits accepted by the bankers are of two types, namely, demand and time deposits. Demand 

deposits are deposits payable on demand and include savings and current account deposits whereas 

time deposits are those which are repaid to the customers only after completion of a specific time 

period. This type generally takes the form of fixed and recurring deposits. Banks, at a retail level, 

d.1 with different categories of customers. Each customer is dealt with, by the bank, in a different 

manger in accordance with the rules and regulations. This unit provides an overview of the different 

types of bank accounts that could be opened and other issues pertaining to them.  

3.2 Bank Accounts  

3.2.1 Introduction 

A bank is a business that provides banking services for profit. Traditional banking services include 

receiving deposits of money, lending money and processing transactions. Some banks (called 

Banks of issue) issue banknotes as legal tender. Many banks offer ancillary financial services to 

make additional profit; for example: selling insurance products, investment products or stock 

broking. Acceptance of deposit being the core activity, it is the most important function that has to 

be discussed in detail. Let us study different types of bank accounts that could be opened and 

various issues pertaining to them. 

3.2.2 Definition 

A bank account is a monetary account with a banking institution, recording the balance of money 

for a customer. Bank accounts may have a positive or credit balance where the bank holds money 

on behalf of the customer; or a negative or debit balance where the customer owes money to the 

bank. 

Broadly, accounts opened for the purpose of holding credit balances are referred to as deposit 

accounts whilst accounts opened fc. ...ie. purpose of holding debit balances are referred to as loan 

accounts. Some accounts are by their function rather than the nature of the balance they hold. 

3.2.3 Types of Deposit 

Accounts The Deposit Products offered by the bank are broadly categorized into the following 

types: 

1. Savings Bank Account 

2. Current Account 

3. Term Deposits 

4. Deposits held in FCNR (Banks) Accounts 

5. Joint Accounts 

1. Savings Bank Account 
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Obtaining funds held in a Savings Account may not be as convenient as a Demand Account. For 

example, one may need to visit an ATM or bank branch, instead of writing a cheque or using a 

debit card. This transference is so easy that savings accounts are often termed as near money. 

Some Savings Accounts require funds to be kept on deposit for a minimum length of time, but most 

permit unlimited access to funds. True Savings Accounts do not offer cheque-writing privileges, 

although many institutions call "Savings Accounts" their Higher-interest Demand Accounts or 

Money Market Accounts. Savings Bank Account, as the very name suggests, is intended for 

savings for the future. There are no restrictions on the number and amount of deposit that can be 

made on any day. Minimum amount of withdrawal / deposit is Rs.10/-. Balance in the account 

earns interest at rates advised by the Head Office from time to time. The facility of withdrawal by 

cheque is also allowed subject to certain restrictions. These accounts can be opened by eligible 

persons and also certain organizations and agencies (as approved by the RBI). The bank requires 

satisfactory introduction of the person/s opening the account by a person acceptable to the bank. 

The rules governing the process of opening a Savings Account are: 

• Photograph: The bank is required to obtain 2 recent photographs of the person/s who is/are 

authorized to operate the account. The purpose is to check the identity of the person/s 

operating the account. In case of minors, the photograph of the guardian has to be produced 

while opening the account. It should be noted here that the photograph cannot substitute the 

signature of the account holder. It implies that all transactions have to be validated by signing 

cheques or any other withdrawal instrument. 

• Address: The bank must collect a complete proof of address while opening the bank account. 

A recent copy of any of the following documents is acceptable: telephone bill, electricity bill, 

ration card, passport, driving license. The bank will provide to the prospective customers 

details of the documents required for identification of the person/s opening the account in 

addition to a satisfactory introduction. 

• PAN/GIR: The bank is required to obtain Permanent Account Number (PAN) or General 

Index Register (GIR) number or alternatively obtain declaration in Form no.60 or 61 as per 

the income Tax Act (Vide Section 139-A) from the person/s opening the account. 

• Minimum Balance: The account holder is required to maintain minimum balance in the 

account, as specified by the bank from time to time, separately for computerized and non-

computerized branches and also depending on whether the account holder wants to avail the 

cheque book facility or not. Non-compliance of this would attract service charges. Individual 

banks have the discretion to change the norms and levy charges for non-compliance of the 

same. However, adequate notice will be given informing about the change/s levied. Interest as 

prescribed by RBI is paid on half yearly basis on minimum balance between the 10th day and 

last day of the month, provided it works out a minimum Re.1 . 

• Issue of cheque book is subject to satisfactory operation in the account. Passbook is provided 

to customer and updated periodically. 

• Specimen signature of the client has to be obtained along with the documents so as to 

facilitate verification during withdrawal. 
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• The table below enlists the important documents required to be submitted by various clientele 

while opening a bank account:  

Sr. No Type of Client Documents Requirement 

1 Individual ID proof 

Address proof 

PAN number 

2 recent passport size photographs 

2 Sole proprietorship A certified true copy of it's shops and establishments 

license or any approval from the government 

A declaration by the sole proprietor that he is the sole 

proprietor 

3 Hindu Undivided 

Family 

A HUF declaration signed by all the composite members 

HUF deed 

Certified true copy of the IT returns of the last 2 years 

4 Partnerships A certified copy of the partners hip agreement 

List of all the partners along with their address proofs 

A true copy of the resolution of partners to open an 

Account 

PAN no. 

Proof of address 

Authorization letter issued to one partner to transact 

business  

5  Limited Companies  Memorandum of Association and Certificate of 

Incorporation 

Certificate of Commencement of Business 

A copy of the Resolution of the Board of Directors 

Principal place of business 

 Copy of PAN number 

Address proof 

2. Current Account 

Reserve Bank of India has defined Current Account as "a form of demand deposit wherefrom 

withdrawals are allowed any number of times depending on the balance in the account up to a 

particular agreed amount and shall also be deemed to include other deposit accounts that are neither 

savings deposit nor term deposit." Current Accounts are designed to meet the needs of such 

sections of the public who operate their account regularly and frequently. i.e. traders, businessmen, 

corporate bodies or the like who receive money and make payments very often. Current Accounts 

are suitable to such category of customers as there is no restriction on the number of withdrawal or 

deposit. Current accounts can be opened by individuals, partnership firms, private & public ltd. co., 

HUFs, / specified associates, societies, trusts, etc. Unlike Savings Accounts where the primary 

reason for depositing money is to generate interest, the main function of a Demand Account is 

transactional 
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and therefore most providers either pay no interest or pay a low level of interest on credit balances. 

As required by law, while opening the current account, the following regulations need to be 

adopted: 

• The bank requires satisfactory introduction of the person, opening the account by a person 

acceptable to the bank. 

• The bank is required to obtain 2 photographs of all the person/s who is/are opening and 

operating the account. 

• The bank is required to obtain Permanent Account Number (PAN) or General Index Register 

(GIR) number or alternatively obtain declaration in Form no.60 or 61 as per the income Tax 

Act (Vide Section 139-A) from the person, opening the account (i.e. including partners or 

registered / unregistered partnership as also registered / incorporate bodies / companies). 

• The bank will provide to the prospective customers details of the documents required for 

identification of the person, opening the account in addition to a satisfactory introduction. 

Minimum balance as stipulated from time to time is required to be maintained by the 

customers 

• The bank usually does not pay interest on the balance in the current accouth. 

• The bank charges service charge on the following services offered to the customers : 

1. Ledger folio used 

2. Cheque books issued 

3. Non-maintenance of minimum balance 

4. Return of cheques, etc. 

• The applicant (i.e. account opener) should declare in the Account Opening Form or separately 

that he is not enjoying any credit facility with any bank and if he does enjoy any facility, he 

should declare full particulars thereof indicating the name of the bank, branch wherefrom he 

has availed these facilities and also submit No Objection Certificate from financing 

bank/institution. 

• Statement of Account is provided to the account holder monthly or more frequently as per the 

arrangement. 

• Stop Payment facility — The bank will accept stop payment instructions from the depositors 

in respect of cheques issued by them (subject to maintenance of required balance). Charges as 

specified will be recovered from the customer. 

• Closing of the Accounts: While dosing the Current Account, the account holder should return 

all the unused cheques to the bank. The bank may also ask the customer to close the account 

if the customer is no longer a desirable one or the account is non-operational for along time. 

• Term Deposit Account 

 

 A Fixed Deposit is defied as " a deposit received by a bank for a fixed period and which is 

withdraw able only after expiry of a said fixed period and also includes deposits such as recurring, 

cumulative, annuity, reinvestment deposits, cash certificates and so on." 

The deposits received by the bank for a fixed period withdraw able after the expiry of the fixed 

period and include deposits such as recurring, fixed, etc. Bank has tailored various Term Deposit 
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Schemes to suit the needs and expectation of the investing people in every walk of life. Tenn 

Deposits can be opened by individuals, partnership finns, private / public ltd. Companies 

HUFs,/ Institutions/Societies/Trusts etc. 

As required by law, the following are the rules and regulations that are followed: 

• The bank requires satisfactory introduction of the person/s opening the account by a person 

acceptable to the bank. The customer is required to submit 2 photographs of all the person/s 

who is/are opening and operating the account. 

• The bank is required to obtain Permanent Account Number (PAN) or General Index Register 

(GIR) number or altematively obtain declaration in Form no.60 or 61 as per the Income Tax At 

(Vide Section 139-A) from the person/s opening the account. 

• The bank will provide to the prospective customers details of the documents required for 

identification of the person/s opening the account M addition to a satisfactory introduction. 

Persons as entities already having operative accounts such as SB, Current Account etc. need 

not provide the above documents for opening of the Term Deposit Accounts. 

• Interest: Interest is paid on fixed deposits at a rate determined by individual banks. Interest is 

normally paid on maturity of the deposit which means on completion of the term. On such 

deposits I % extra interest can be paid to the retired employees, not to those employees who 

have resigned. Higher rate of interest can also be offered to senior citizens. 

• Premature withdrawals are allowed unless specified otherwise, at the rate of interest applicable 

for the period for which the deposit has run ruling on the date of deposits, subject to penalty if 

any prescribed by the bank. 

• Maturity: On maturity of the tenn deposit, the account holder can withdraw the amount with 

interest or renew the deposit for another specific term. In case the account holder withdraws the 

amount, the bank is responsible for withdrawing TDS on the interest accrued on the principal 

amount. 

• Loans: The fixed deposit can be accepted as a surety for the purpose of issuing loans 

• Premature withdrawal of NRE tenn deposits:  

a) In the case of premature withdrawal of NRE term deposit, for conversion into Resident Foreign 

currency (RFC) accouM, the bank may not levy any penalty for premature withdrawal. If such a 

deposit as not run for a minimum period of I year, the bank may, at its discretion, pay interest at a 

rate of exceeding the rate payable on Savings Deposit held in RFC Accounts, provided request for 

such a conversion is made by NRE account holder, immediately on return to India. 

b) Conversion of NRE deposit into Foreign Currency Non-resident deposit and vice versa before 

maturity will be subject to the penal provision relating to pre-mature withdrawal. 

c) Conversion of NRSR / NRNR deposit into NRO deposit before maturity will be subject to the 

penal provision relating to pre-mature withdrawal. 

Premature extension / renewal of term deposit — In case the depositor desires to renew the deposit 

by seeking premature closure of an existing term deposit, the bank will permit the renewal at the 

applicable rate on the date of renewal, provided the deposit has run for a minimum period of 15 
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days and is renewed for a period longer than the balance period of the original deposit. While 

prematurely closing a deposit for the purpose of renewal, interest on the deposit for the period it has 

remained with the bank will be paid at the rate applicable to the period remained with the bank and 

not the contracted rate. 

• Generally, loans/overdrafts against deposits are allowed except on Certificate of Deposit 

(CD). Such loans are sanctioned by charging interest at rates announced from time to time by 

the bank. The bank may also consider loan against deposit standing in the name of minor. 

However, a suitable declaration stating that loan is for the benefit of the minor is to be submitted by 

the depositor applicant. 

• Deposits are renewed by the bank on due dates, on request. Wherever the depositor has 

executed the option of automatic renewal in the Account Opening Form, the bank may renew 

the deposit until the instructions are revoked in writing. The bank intimates the depositor in 

advance regarding the date of maturity. 

• Interest on deposit is payable either monthly at discounted value or quarterly or half-yearly. 

• Renewal of overdue Term Deposits: When a term deposit is renewed on maturity, on renewed 

deposit interest rate for the period specified by the depositor as applicable on the date of 

maturity would be extended. If request for renewal is received after the date of maturity, such 

overdue deposit will be renewed with effect from the date of maturity at the interest rate 

applicable as on the due date, provided such request is received within 14 days from the date 

of maturity. In respect of deposits renewed after 14 days from the date of maturity, the 

deposits will be renewed from the date of maturity for the period requested applying the rate 

of interest ruling on the date of maturity or on the date of renewal whichever is lower, subject 

to renewal for a period not less than 15 days from the date of renewal. 

• In case of overdue NRE deposits, if renewed (partly or wholly) within 14 days (both days 

included) from the date of maturity, then the rate of interest payable on the amount so 

renewed will be the rate as on the date of 1; ,aturity or on the date when the depositor seeks 

renewal, whichever is lower. In the case of overdue NRE deposits, where the overdue period 

exceeds 14 days, and if the depositor places the entire amount of overdue deposit or a portion 

thereof as a fresh NRE term deposit, then interest payable is the rate prevailing as on the day 

of the fresh deposit provided the period of the fresh deposit is not less than 1 year from the 

date of making such fresh deposit. 

• Interest on overdue deposit is paid if the deposit is renewed, as decided by the bank from time 

to time. 

• Interest on bank deposits is exempt from Income Tax up to a limit specified by Income Tax 

authorities from time to time. 

• Presently, if the total interest on deposits, per depositor per branch per financial year exceeds 

Rs.5000/-, the same is subject to Tax Deducted at Source (TDS) at the rate stipulated by the 

Income Tax authorities. 
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• The depositor may furnish declaration in Form No.15-G/ 15-H preferably at the 

commencement of the financial year for receiving interest on deposits without deduction of 

tax. 

• The bank will issue TDS certificate for the tax deducted. 

Loan against Term Deposits 

A term deposit receipt is an acknowledgement of receipt of the specified amount repayable after the 

specified period of time. Customers sometimes require advances against their fixed deposit receipts 

with the bank maturing at a future date. Though banks are not bound to allow such advances. They 

normally extend this facility. While making advances against a fixed deposit receipt, a banker 

should take certain precautions. 

Precautions: 

• No advance should be made against a fixed deposit receipt issued by another bank, as the 

latter has a paramount lien on the deposit receipt issued by it and may refuse to register the 

lien of the lending bank. 

• Advance should be granted only to the person in whose name the deposit receipt is issued. If 

the deposit is in two or more names and loan is to be granted to one of them, all the depositors 

should sign a letter of authority. 

• In the case of deposits in the names of minors, loans may be granted provided a declaration is 

obtained from the guardian that the money belongs to him, but has been kept in the minor's 

name as a matter of convenience and the amount of advance is intended to be utilized for the 

benefit of the minor. 

• The deposit receipt should be discharged by all the depositors on an appropriate revenue 

stamp. Even where deposit is payable to "either or survivor" or "anyone or survivor", 

discharge by all the depositors must be obtained. The signatures must be tallied with the 

specimen signatures in bank's record. 

• The bank must take actual possession of the receipt with a letter signed by the 

depositor/depositors authorizing the bank to appropriate the proceeds of the receipt on 

maturity, in case the customer fails to pay the loan on due date. 

• The bank should make a note of its lien across the fixed deposit receipt as well as in the fixed 

deposit register and ledger. 

• While advancing against the receipt of another branch of the bank. It should confirm that no 

loan has already been advanced against that deposit. It should, after granting the loan, 

intimate the branch which issued the deposit receipt to note and confirm its lien. A letter 

should also be taken from the customer to remit the proceeds to the lending branch on 

maturity. 

• A margin of 5 per cent to 10 per cent is usually kept on loans against fixed deposi.. In the 

ca.se of cash certificates issued by the bank, the margin is calculated on the current value 

(surrender value) of the certificates. 
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• In case the loan is advanced against a fixed deposit receipt in the name of a third party, along 

with the usual documents from the party, the banker tak. the fixed deposit receipt duly 

discharged by the person in whose name the deposit stands. Also, a letter of approval to apply 

the proceeds of the receipt in case the loan 15 101 paid is taken from the party in whose name 

deposit receipt is issued. 

• Interest on loans against fixed deposit is now governed by the Reserve Bank of India 

directive. Banks are required to charge a minimum of 2 per cent above the interest payable on 

such deposit. Thus, for example, if a loan is advanced on the security of a fixed deposit 

receipt carrying interest @ 9% per annum the bard( must charge interest at the minimum rate 

of 11 per cent per annum. He may, of course, charge a rate higher than this. 

 

4. Deposits held in FCNR (Banks) Accounts 

The deposits under the category means, "term deposits" received for a fixed period and withdraw 

able only after the expiry of the said fixed period and shall also include Reinvestment Deposits and 

Cash Certificates or other deposits of similar nature. 

Other important features: 

(i) Covers deposits in Pound Sterling, US Dollar, Japanese Yen and EURO from non-

resident individuals of Indian nationality or origin (NRIs). 

(ii) Repatriation of funds in foreign cun-encies is permitted. 

(iii) Presently the deposits are accepted under this category for the following maturity 

periods: 

a. One year and above but less than two years. 

b. Two years and above but less than three years. 

c. Three years only.  

(iv) No Recurring Deposits shall be accepted under FCNR (B) Scheme. 

(v) Transfer of funds from the existing NRE accounts to FCNR(B) accounts and vice versa, 

of the same account holder, is permissible. 

 

Manner of payment of interest: 

a. The interest on the deposits accepted under the scheme will be paid on the basis of 360 days 

to year. 

b. The interest on FCNR deposits will be calculated and paid in the manner indicated below: 

i. For deposits up to one year, at the applicable rate without any compounding effect, 

ii. In respect of deposits for more than 1 year, at intervals of 180 days each and thereafter for 

remaining actual number of days. However, the depositor will have the option to receive 

the interest on maturity with compounding effect. 

 

• Payment of interest on ovemlue FCNR(B)Deposits : 

i. Overdue FCNR (B) deposit or a portion thereof may be renewed provided the overdue 

period from the date of maturity fill the date of renewal (both days inclusive) does not 

exceed 14 days. men the rate of interest payable Notes on the amount of the deposit so 

renewed shall he the appropriate rate of interest for the period of renewal as prevailing 
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on the date of maturity of the earlier deposit or on the date of renewal. whichever is 

lower. 

ii. If the overdue period exceeds 14 days. renewal of the FCNR (B) deposit from the date 

of maturity is prohibited. In such cases. if the depositor placoo the entire maturity 

proceeds of the overdue deposit or a portion thereof. a fresh FCNR (B) deposit, simple 

interest will bc paid for the overdue period on the amount so placed . fresh FCNR (B) 

deposit as per the Scheme 

 

• Interest payable on the deposit of a deceased depositor 

1. Where the amount of deposit is claimed before maturity by premature closure: 

i. Where claimant is non-resident: 

a. Where the deposit has not completed the minimum period of deposit, i.e., I year, no 

interest is payable. 

b. Where the deposit has completed the mininunn period of deposit, interest is payable at 

the rate of interest applicable for the period run as prevailing on the effective date of 

deposit, without penal cut. 

ii. Where claimant is resident: As in 1 (i) above. 

2. Where the amount of deposit is claimod during the tenure of the deposit, but settlement is made 

after the maturity date. 

i. Where the claimant is non-resident: Interest is payable at the contracted rate till the date of 

maturity. For the period from the date of maturity till the date of payment, simple interest 

is payable at the applicable interest rate for FCNR (B) deposits as prevailing on the date of 

maturity for the period for which the deposit remained with the bank beyond the date of 

maturity. 

ii. Where the claimant is resident: Branch will convert the maturity proceeds into Indian 

Rupeoo on the maturity date. Interest on such Rupee amount is payable for the subsequent 

period form the date of maturity till the date of payment at a rate as applicable to domestic 

deposit of similar maturity. 

3. Where the amount of deposit is claimed after maturity date: 

i. Where the claimant is non-resident: As in 2 (i) above 

ii. Where the 010114000 10 resident: The foreign currency deposit proceeds will be first 

notionally converted into Rupees and on such Rupee amount, interest is payable for the 

subsequent period from the date of maturity till the date of payment at a rate as applicable 

to domestic deposit of similar maturity. 

 

5. Joint Accounts: 

Deposit accounts can be opened by an individual in his own name or by more than one individual 

subject to maximum of four persons, known as Joint Account. SB Account can be opened by a 

minor jointly with natural guardian or with mother as guardian. 

• Operations of Joint Account : The Joint Account opened by more than one individual subject to 

a maximum of 4 persons can be operated by single individual or by more than one individual 

jointly. The mandate for operating the account can be modified with the consent of all the joint 
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account holders. In case of SB Account opened by minor jointly with the natural guardian the 

operation is by the natural guardian only. 

• Transfer of Accounts: Current Account, SB, Term Deposits may be transferred from one 

branch to another branch within the bank at the request of the account holders subject to 

certain conditions. 

• Addition of Names : The bank may, at the request of the depositor/s, allow addition of 

name/s subject to the condition that the total number of depositors does not exceed four in 

case of both the SB, CA & Term Deposits. Deletion in name/s of depositor/s is also 

permitted, subject to the condition that one of the original depositors should continue to be a 

depositor. 

• Change in Rate of Interest: The rate of interest on deposits will be prominently displayed in 

the branch premises apart from placing the same on our bank's website. The changes, if any, 

with regard to the deposit schemes and other related services shall also be communicated 

upfront and shall be prominently displayed. The same may also be published in a newspaper. 

• Customer Information: The customer information collected from the customers shall not be 

used for cross-selling of services/ products by the bank, subsidiaries & affiliates. If the bank 

proposes to use such information, it shall be with the consent of the account holder/s. 

• Secrecy of the Customer Accounts: The Bank shall not disclose details / particulars of the 

customers' accounts to a third person or party without the express or implied consent from the 

customer. However, there are some exceptions viz. Disclosure of information under 

compulsion of law, where there is a duty towards the public to disclose and where interest of 

the bank requires disclosure. 

• Inoperative Accounts: SB & CA accounts in which there are no operations for a period of 2 

years and above from the date of last operation, except by way of any charges debited, or 

interest debited/credited will be treated as inoperative account. Service charges are levied to 

inoperative account. Depositor/s can revive the account. In case the balance is less than 

Rs.20/- account will be closed if there is no response from the depositor to the notice sent by 

the bank. 

• Repayment under Joint Deposits The Joint Account holder can give any of the following 

mandates for disposal of balance in the account. 

1. Either or survivor 

2. No.1 or survivor  

Jointly 

Either or survivor : The bank will be making payment of the maturity proceeds to the surviving 

depositor who presents the deposit receipt and furnishes the proper discharge without reference to 

the other depositor as well as to the legal heirs of the deceased depositor. 

No.1 or survivor: If No.1 is not alive on the date of maturity the bank will be making payment to 

the survivor without reference to the legal heirs of no. 1 . If  No.1 dies after maturity, the claim will 

be settled in favor of the survivor subject to production of a notarized indemnity for indemnifying 

the bank in case of the claim from legal heirs of the No.1. 
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Payable jointly: If one or more of the depositors dies on or after maturity, the amount will be paid 

jointly to the surviving depositors along with the legal heirs of the deceased depositor. If the 

depositor has registered nomination with the bank, the balance outstanding in the account of the 

deceased depositor will be settled in favor of the nominee after the bank is satisfied about the 

identity of the nominee.  

• The bank may not insist on succession certificate from the Legal heirs irrespective of the amount 

involved. However, the bank may adopt such safeguards in considering settlement of claims as 

appropriate including abstention of indemnity. 

• In the absence of nomination and where there are no disputes among the claimants, the bank will 

settle the claim in respect of the deceased person to his/ her legal heirs after observing all the 

formalities. 

• In the case of NRE deposit where the claimant/s are residents, the deposit on maturity will be 

treated as domestic deposit and interest will be paid for the subsequent period at a rate applicable to 

the domestic deposit of a similar maturity. 

Payment of Interest 

a. In respect of the deposit of the deceased closed before maturity and repaid to the legal heirs / 

representatives of the deceased depositor, interest is payable at the rate applicable for the 

period for which the deposit actually remained with the bank without any penal cut. 

ii. In the event of the death of the depositor before the date of the maturity of the deposit and the 

amount of the deposit is claimed after the date of maturity, the bank shall pay interest at the 

contracted rate till the date of maturity. From the date of maturity till the date of payment, the 

bank shall pay simple interest at the applicable rate prevailing on the date of maturity, for the 

period for which the deposit remained with the bank beyond the date of maturity. In the event 

of death of the depositor after the date of maturity, the bank shall pay interest at SB rate 

prevailing on the date of maturity from the date of maturity till the date of payment. 

3.2.4 Rights of Depositors 

Deposits being the basic financial raw materials, depositors form the core for banking business. 

There is now an awakening on depositors' rights, rightly so, in the banks, as it is fulfillment of such 

rights which can enable an effective resource management mechanism in banks. Further, the 

depositor, being a consumer of various products and services offered by the bank, is entitled to the 

following rights: 

• Right to Information: A depositor will have right to information about price, quality, 

quantity and standard of the produCts/services offered by the bank to enable him / her to 

take an independent decision. 

• Right to Choose: A depositor will have the absolute freedom to choose among the various 

products and services offered by the bank to suit his her requirements. 
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• Right to Avail / Utilize the Products and Services: A depositor will have the right to 

avail/utilize the products/services chosen by him / her without any intervention / obstacle. 

• Right to be Heard and Redressal of Grievances: A depositor will have the right to be heard 

and seek redressal against deficient service / poor quality of products and services, unfair 

trade practices and unscrupulous exploitation. This includes his/ her right to fair redressal of 

any genuine grievance relating to products / services which he /she has chosen to utilize.  

3.3 Self Assessment Test 

1. Explain Bank Accounts and also explain Savings Account and Current Accounts. 

2. Explain Term Deposits and Deposits held in FCNR Banks. 

3. Explain Joint Accounts and Rights of Deposits 

3.4 Further Reading 

1. Retail Management Principles And Practices- Author(s)/Editor(s): Dr K N Bank 

2. Retail Managemen - Author(s)/Editor(s): M A Shewan 

3. Retail Management - S N Mitra 

4. Retail Banking- Raghu Palat 
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UNIT 4: CLIENT PROFILE OF RETAIL BANK 
              
Learning Objectives 

Learning Objectives 

After studying this unit, you will be able to: 

• Describe the types of bank accounts. 

• Know the Client Profile of Retail Banks 

 

Structure 

4.1 Client Profile of Retail Banks 

4.1.1 Introduction 

4.1.2 Definition 

4.1.3 Types of Bank Customers 

4.2 Self Assessment Test 

4.3 Further Reading 
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4.1 Client Profile of Retail Banks  

4.1.1 Introduction 

A bank is a business that provides banking services for profit. Traditional banking services include 

receiving deposits of money, lending money and processing transactions. Many banks offer 

ancillary financial services to make additional profit; for example: selling insurance products, 

investment products or stock broking. The primary activity of banking being accepting deposits and 

lending, this 

unit has made an attempt to provide an overview of different types of customers that accesses the 

services of banks. Before we look into the types of customers accessing the services of banks, let us 

define the term 'customer'. 

4.1.2 Definition 

A customer is someone who makes use of or receives the products or services of an individual or 

organization. The word is historically derived from "custom," meaning "habit"; a customer was 

someone who frequented a particular shop, who made it a habit to purchase goods there, and with 

whom the shopkeeper had to maintain a relationship to keep his or her "custom," meaning 

"expected purchases" in the future. Customers can be classified into two main groups: internal and 

external. 

Internal customers work for the same organization as the supplier of the goods or services, possibly 

in another department or another branch. External customers do not work for the same 

organization; they may be another organization or a member of the public. A customer, from the 

banking perspective, is one who has an account with a bank. 

4.1.3 Types of Bank Customers 

Customers of a bank can be classified into the following categories: 

1. Minors & women 

2. Literates & illiterates 

3. Lunatics 

4. Trustees 

5. Executors and administrators 

6. Limited Companies 

7. Clubs, Societies and Charitable Institutions 

8. Non-Resident 

1. a) Minors 

As per the Indian Contract Act of 1872, a minor is non-competent to contract and cannot open an 

account. A minor is defined as any individual below the age to 18. A minor can open a bank 
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account. Even though a minor cannot enter Notes into a contract, he/ she can open an account 

subject to certain provisions: 

• Minor is someone who is under 18 years of age. If a minor has a guardian appointed by a 

court, then she will remain a minor till the age of 21. In case of minor, it is preferable that a 

Savings Bank Account is opened rather than a Current Account. 

• It is advisable to open the bank account of the minor in the name of the guardian. If the 

account is opened in the name of the minor, it still implies that the account is in the name of 

the guardian and the beneficiary of the balance being the minor. In the case of a Hindu minor, 

the natural guardian is the father and then the mother. This does not include stepfathers/ 

stepmothers. In regard to a minor married girl, her husband shall be the natural guardian. If 

the father becomes a Sanyasi, (Hindu holy man) or does not remain a Hindu he will remain a 

guardian. A Hindu father may appoint a guardian. Such a guardian will act after the death of 

the parents. The court may appoint a guardian if, in the court's opinion, the father is unfit to 

be one.  

• The Supreme Court has held that a mother can act as the natural guardian if the father is not 

in actual charge of the affairs of the minor because of his indifference or because of an 

agreement with the mother. 

• The Indian Contract Act 1872 states that a minor is not capable of entering into a valid 

contract. A contract for the supply of necessaries of life to a minor is, however, a valid 

contract. A minor can repudiate all other contracts. A banker must therefore be careful in his 

dealings with minors. 

• If a minor enters into a contract representing himself as a major and then refuses to honor the 

contract on the grounds that he is a minor, the minor has to restore the benefits he got through 

the contract.  

Modus operandi for opening a Savings Bank Account: 

• A Savings Bank Account can be opened in the name of the minor to be operated upon by the 

guardian. In the name of the minor to be operated by himself if he is 12 years old or more. 

Two minors above the age of 12 can create a Joint Account. 

• At the time of opening the account, the date of birth of the minor is recorded. 

• When the minor reaches maturity, the minor's account in the guardian's name should be 

closed and the balance should be paid to the account holder or the balance should be 

transferred new account. 

• If the father of a Hindu minor dies, his mother becomes the natural guardian. If the mother 

also dies during his minority, there would be either a guardian appointed by the will of the 

mother (natural guardian) or a guardian will be appointed by the court. Banks would return 

the balance in the account to that guardian. 

In the case of Muslim minors, mothers cannot sign as guardians. 

• Risk: There is no risk in opening an account in the name of a minor so long as it is not overdrawn. 

Bankers cannot recover the money due if there is a loan or an overdraft as it is void ab initio 
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invalid. If a minor has pledged assets for a loan, the banker cannot possess these assets, as the 

pledge is invalid. 

• If an advance is granted to a minor on the guarantee of third party, this advance cannot be 

recovered from the guarantor also as the contract between the creditor (banker) and the principal 

debtor (minor) is invalid. 

• Minor and Partnership: A partnership is based on two or more persons who are competent to 

enter a contract. A minor can be admitted to a partnership with the consent of the other partners but 

he will not be liable for losses. In view of the restricted liability of the minor, the bank should be 

careful while lending to partnership firm which has a minor partner. He must within 6 months of 

becoming a major repudiate his liability as a partner. Otherwise he can be held liable for the debts 

of the partnership. 

• Minor and Guarantor: A minor is not competent to contract but he can act as an agent of the 

principal. 

(b) Married Women 

Contractual Capacity: The Indian Contact Act of 1872 doesn't make any distinction between a 

man and a woman on the basis of marriage. A married woman may enter into a valid contract. 

Therefore she is given the authority to open a bank account. She has the right to draw and endorse 

cheques as any other customer. 

 While opening the account of a married woman, the details of her husband should also be 

taken by the banker. In case credit has to be granted to a married woman, it should be 

granted only after adequate appraisal. 

 With regard to debts taken, the husband will not be liable unless the loan is taken with his 

consent and authority or it is for the necessaries of life.  

Pardanashin Woman: Some consideration that are taken: 

6. Any contract that she enters may have been subject to undue influence and 

7. The contract may not have been made freely and with full understanding of the contract. 

2. Illiterate Persons 

• An illiterate person does not suffer from any legal disability and hence accounts may be 

opened for illiterate persons. However, there are some considerations that have to be taken: 

• The thumb impression of the illiterate person has to be taken by the banker in the presence of 

two witnesses. 

• For the purpose of ease in time of withdrawals the photograph of the illiterate person has to 

be attested by a responsible person. 

• Withdrawal by the illiterate customer should be permitted only if the customer comes 

personally to the bank. 
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3. Lunatics 

A lunatic is a person of an unsound mind. According to the Indian Contract Act of 1872, a person 

of an unsound mind is declared incompetent to contract. Therefore, any contract entered by a 

person of unsound mind with the bank is not enforceable. Banks are advised not to open an account 

in the name of a person of unsound mind. If unknowingly the bank has opened an account of 

lunatic, then the Notes operations of the account should be immediately terminated. 

4. Trustee 

• Section 3 of the Indian Trust Act of 1882 defines trust as "an obligation annexed to the 

ownership of property and arising out of confidence reposed in and accepted by the owner 

and accepted by him for the benefit of the other and the owner." In short, a trustee is the one 

who manages the trust. Trusts are formed by a document called the Trust Deed. 

• While dealing with a Trust, the banker should consider the following : 

• Bankers should examine the trust deed thoroughly and determine the powers vested in the 

trustees. Trustees are usually expected to act jointly. They are not permitted to delegate their 

powers unless the Trust Deed permits them to do so. 

• The bank should retain a Xerox certified copy of the Trust Deed. • If there are two or more 

trustees then the bank should be clear as to who is going to operate the account. The bank 

must be clear on the issues of appointment of new trustees in case of one or more trustee dies 

or retires. 

• Trusts and mortgage: The trustees have no implied powers to bowwow any sum against the 

property of the trust. If the Trust Deed confers these powers on the trustees then the bank can 

grant a loan. 

• Unless explicitly mentioned by the Trust Deed, the operational powers of the trustee are not 

influenced by the insolvency state of the trustees. 

5. Executors and Administrators 

• Executors are persons appointed by the will of a person to manage his estate after his death. 

The power and authority of an executor is derived from the will and he has to act in 

accordance with the directions given in the will. In other words, on the death of the testator, 

the executor named in the will is granted by the court an official probate. Hence the executor 

shall operate with respect to the right conferred to him on the basis of the will of the testator. 

• Executor vs. Administrators: An administrator is appointed by the court in case there is no 

will left behind by the deceased person. In view of 

• this, the court issues an administration order that authorizes the administrator to act in 

accordance to the rights conferred to them by the court. The only difference between an 

executor and an administrator is based on the origin of appointment.  

Following are some of the aspects that have to be given special attention by the banker : 

• On the death of the testator the bank should freeze the operations of the account. 
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• Once the official probate issued by the court is produced by the administrator or the executor, 

they should be allowed permitted to operate the account. 

• Death of an account holder, all payments from his account must be stopped. 

• Though it is an existing account, the bank should get the signatures of the new account 

operators on an account opening form. On careful scrutiny of the official probate, the bank is 

expected to transfer the outstanding balance from the deceased account to the executors or 

administrators account. 

• The banker should honor only those cheques that are signed by the executor or the 

administrator. If the authority is granted to one or more executors to operate the account then 

any one of the executors can revoke the authority. In such a circumstance, the banker should 

obtain a fresh letter of authority specifying the names of the people operating the account. 

• The executor or the administrator is not granted the right to set off his/ her personal debts 

from the proceeds of the trust account. 

• In case of power of attorney holder, unlike an administrator, a general notice of authority is 

given. The power of attorney holder is an agent of the account and acts in his name. 

• This may be special or specific (to operate the bank a, or other specific powers like the sale of 

property) or general (which may give the holder authority to act on the custodial behalf for 

many activities including banking). 

• The banks must ensure that the power of attorney should be stamped and registered at the 

Registrar of Documents or attested by a notary. 

• The power of attorney should act in accordance with the powers granted on him. The power 

of attorney must produce all the details of identification to the bank.  

6. Limited Companies 

• Limited companies are legal entities created under the Companies Act. It is an artificial 

person operating under a common seal and having perpetual succession. A public limited 

company has to have a minimum of seven members. There is no maximum limit. On the 

other hand, a private limited company has to have at least two members. It cannot have more 

than fifty members. 

While dealing with such companies, banks must consider the following points: 

• Banks must examine the company's memorandum and articles of association to determine 

what it mayor may not do. The Certificate of Incorporation and Certificate Commencement of 

Business, issued by Registrar of Companies, must be examined as these provide conclusive 

proof that the company is incorporated and is permitted to do business. A private limited 

company is not required to obtain a Certificate of Commencement of Business. A certified 

copy of both the documents has to be retained by the bankers. 

• Along with an application to open a bank account, the company must furnish a board 

resolution that approves the opening of the bank account and how the account should be 

operated and by whom. The bank should obtain a list of the Board of Directors and indicate 

as to who is authorised to operate the account. A specimen signature should be obtained. 
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• A latest copy of the balance sheet should be submitted to ascertain the financial position of 

the company. 

• Banks must ensure that borrowings are only for purposes mentioned in the Memorandum of 

Association. 

• The bank must obtain a certified copy of the resolution to borrow. 

• The Board must also pass a resolution that the borrowing is within its limits. 

7. Clubs, Societies and Charitable Institutions 

 Non-trading concerns, like clubs or associations, open an account with the bank for the 

purpose of functioning. They have their independent identity as they are incorporated under 

the Act. These organizations are governed by their bye laws or its constitution which will 

detail how they are to operate. 

 A resolution of the Managing Committee is required to open a bank account. This should 

detail who are the signatories and the manner in which the account should be operated. 

 If the person appointed to operate the account dies or resigns, operation should stop till the 

society/club nominates another person. 

8. Non-Resident 

• The Foreign Exchange Management Act defines a 'resident' and states that all others are non-

residents.  

A person resident in India is: 

(i) A person residing in India for more than one hundred and eighty two days during the course of 

the preceding financial year but does not include: 

(A) A person who has gone out of India or stays outside India, in either case 

(a) for or on taking up employment outside India, or 

(b) for carrying on a business or vocation outside India, or 

(c) for any other purpose in such circumstances as would indicate his intention to stay outside 

India for an uncertain period. 

(B) A person who has come to India or stays in India, in either case other than: 

(a) for or on taking up employment in India, or 

(b) for carrying on a business or vocation in India, or 

(c) for any other purpose in such circumstances as would indicate his intention to stay in India 

for an uncertain period; 

(ii) any person or corporate body registered or incorporated in India. 

(iii) an office, branch or agency in India owned or controlled by a person resident outside India. 
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(iv) an office, branch or agency in India outside India owned or controlled by a person resident in 

India. A person resident outside India is a person who is not resident in India i.e. a person who stays 

outside India or has otherwise gone out of India: 

(a) for or on taking up employment outside India, or 

(b) for carrying on a business or vocation outside India, or 

(c) for any other purpose, in such circumstances as vPliuld indicate his intention to stay outside 

India for an uncertain period.  

To open any NRI account, a duly filled in account opening form has to be submitted with the 

following: 

• Passport copy 

• 2 photographs 

• Initial money remittance. 

• Self-attested copy of photographs. 

In the Account Opening Form, the signature may be verified by anyone of the following: 

• Indian embassy/Consulate 

• Bank abroad 

• A person known to the bank 

• Notary public 

A NRI can usually open any of the following types of accounts: 

• NRE Saving Bank A/c / Current Accounts 

• Fixed Deposits in Indian Rupees 

• Fixed Deposits in Foreign Currency  

9. Persons of Indian Origin 

(a) For the purposes of availing of the facilities of opening and maintenance of bank accounts and 

investments in shares/securities in India: 

• A foreign citizen (other than a citizen of Pakistan or Bangladesh) is deemed to be of Indian origin, 

if, he, at any time, held an Indian passport, 

OR 

• he or either of his parents or any of his grand parents was a citizen of India by virtue of the 

Constitution of India or Citizenship Act, 1955 (57 of 1955). 

Note: A spouse (not being a citizen of Pakistan or Bangladesh) of an Indian citizen or of a person of 

Indian origin is also treated as a person of Indian origin for the above purpose provided the bank 

accounts are opened or investments in shares / securities in India are made by such persons only 

jointly with their NRI spouses. 
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(b) For investments in immovable properties: 

A foreign citizen (other than citizen of Pakistan, Bangladesh, Afghanistan, Bhutan, Sri Lanka or 

Nepal), is deemed to be of Indian origin if, he held an Indian Passport at any time, 

OR 

He or his father or paternal grand-father was a citizen of India by virtue of the Constitution of India 

or the Citizenship Act, 1955 (57 of 

1955). 

Definition 

Citizen of a foreign country (other than a citizen of Bangladesh or Pakistan) is a PIO if: 

(a) he/ she at any time held an Indian Passport; OR  

(b) he/ she or either of his/ her parents or any of his/ her grandparents was a citizen of India; OR 

(c) spouse (not being a citizen of Bangladesh or Pakistan) of an Indian citizen or (a) or (b) above. 

Documentation Process 

• Photocopy of the relevant pages of current Passport OR 

• Copy of PIO card 

• Copy of past Indian Passport of self / parent / grand-parent along with a self-declaration about 

Indian origin OR 

• Self-declaration for PIO as given on the Relationship Form 

• At least one of the following address proofs (for First Applicant only) 

• Utility Bill 

• Driving License 

• Residence Permit (Govt. issued Identity Card) 

• Credit Card Bills 

• Rent Receipt 

• Overseas / Indian Bank Statement 

Note: (All Originals should be present with you for verification) 
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4.2 Self Assessment Test 

1. Explain the following Types of Bank Customers 

a. Minors and Women 

b. Literates and Illiterates 

2. Explain the following Types of Bank Customers 

a. Lunatic 

b. Trustees 

c. Executors and administrators 

3. Explain the following Types of Bank Customers 

a. Clubs, Societies and Charitable Institutions 

b. Non-Resident 

4. Explain the Documentation Process in detail   

4.3 Further Reading 

1. Retail Management Principles And Practices- Author(s)/Editor(s): Dr K N Bank 

2. Retail Managemen - Author(s)/Editor(s): M A Shewan 

3. Retail Management - S N Mitra 

4. Retail Banking- Raghu Palat 

5. Keynote address by Ms Shyamala Gopinath, Deputy Governor of the Reserve Bank of 

India, at the IBA - Banking Frontiers International Conference on "Retail Banking 

Directions: Opportunities & Challenges", Mumbai, 28 May. 

6. Article on 'Mobile Banking Facilities in Indian Banks' - Prof. Aithal. 
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UNIT 5 :  PORTFOLIO, DEPOSITS & INTEREST RISK   

  MANAGEMENT 
              
Learning Objectives 

Learning Objectives 

After studying this unit, you will be able to: 

• Distinguish between 'wholesale markets' and `retail markets' 

• Study the product and service portfolio. 

• Understand the Primary Deposits & Interest Rate Risk Management 

• Know the Client Profile of Retail Banks 

 

Structure 

5.1 Product and Service Portfolio 

5.1.1 Interest Rate Strategies 

5.1.2 Deposit Pricing Strategies 

5.2 Primary Deposits & Interest Rate Risk Management 

5.2.1 Wholesale Markets 

5.2.2 Retail Markets 

5.3 Self Assessment Test 

5.4 Further Reading 
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5.1 Product and Service Portfolio 

We also find that just as in the case of CRM, the product-needs and product preferences of 

customers also undergo changes. Therefore, even to effectively implement customer segmentation 

based business model, it is necessary to refine the products and services. In this regard, it is not just 

sufficient to introduce cosmetic changes in the existing products and services to retrofit in various 

business segments. Thus, banks should clearly perceive the requirements of customers and come 

out with segment specific-products and services. 

For introducing new products and services or pulling out obsolete ones from the market, it is 

necessary to have a proper system of business intelligence. 

This requires monitoring the competitors' moves on products and services front including quality 

and prices and introduction of new products and services for which it would be worth emulating 

foreign banks. By setting up a formalized system of receiving continuous feedback from customers, 

it will be possible for the banks to develop a highly innovative product or service capable of 

creating a better brand for itself. Growing expectations of the customers drive business strategies 

for the banks, thereby causing changes in the banks' operations. In line with the maturation trend in 

banking industry, the thrust of business strategy has been shifting from what is termed as 'Product-

based' to 'Customer-focused' approach. Switching over from plain products and services to offering 

tailor-made products to individual customer, advisory services, availability of 'referred delivery 

channels, walking ATMs and OSAs on constant move to deliver banking services adopted steps. 

Bundled products and services offer, market risk mitigating products demonstrates how banks have 

been tuning their services to the needs of the consumers. 

Most of the above-mentioned products and operations are technology-based and do not involve a 

human touch in operations. Nevertheless, the importance of human touch in operations is evidenced 

by the fact that steps to improve branch operations are also being simultaneously carried out. 

Branches are the basic delivery channels of products and services. Hence, the counter services at 

the branches should be fine-tuned in relation to customer-centric business model. Under any 

technology-enabled transformation, branches are required to focus on sales and services. This is 

possible only if all the back office functions from branches could be taken away and put at a central 

place. In this context, the system of regional processing center, and centralized system of loan 

processing become extremely important. Functioning of Universal Tellers and Relationship 

Managers at the grass root level can help in setting up a customer-centric model. The basic rule is 

that all the banking requirements of the customers should be taken care of by the tellers. In a highly 

technological environment, a customer of any line of business branch should be able to get the 

banking service at any branch. At present, not many banks are equipped to provide such levels of 

service, but for driving a customer-centric business strategy such changes in the branch functioning 

would definitely be required. Banks are opening branches despite having highly developed internet 

and mobile banking systems. But the shape and ambience of branches are bound to change in the 



42 
 

light of technology-enabled business transformation of banks. Easy identification of a branch with 

its sleek ambience and large area of the 

branches for customers rather than for the bank staff will be a common feature. A hypothetical view 

on the workflow of a customer entering in such branch can be as follows: 

i. A customer entering in the branch is welcomed by a Customer Relationship Manager 

and is directed to a counter where his banking related requirements are to be met. 

ii. The branch is fully equipped with online ATMs which help him withdraw cash and 

fulfill other related requirements. 

iii. On the Internet kiosk, he can find out information about new products, apply for loans, 

make online payments, get other internet-based information etc. 

iv. From a set of neatly stacked section-wise brochures, he can get all minute details about 

various products and services. 

v. If customer is a global investor, he can find details about the growth of the funds 

invested (corpus) and the future outlook. 

vi. A host of financial research material providing latest developments and current and 

future outlook are available in the branch for the customers' use. 

vii. If it is a corporate finance branch and the customer is a high net worth person, financial 

analyst can assist him in business needs and provide all advisory services. 

5.1.1 Interest Rate Strategies 

The different types of deposits held by the banks, at any point of time depend on the type of 

products and services demanded by the customers. The next important factor that bears a lot of 

importance is the policies of banks with respect to the interest it charges its customers and the 

interest rate it offers on all its deposits. Every bank has its own policy that contains the following:  

• Service fees vs. minimum balance requirement 

• Deposit cost and volumes and their repercussion on profits 

• Credit availability 

• Customer relationship pricing 

• Other elements of product differentiation 

Developing a good policy has gained great importance as this directly influences the profitability of 

the bank. The factors on which the deposit policy of each bank depends on are: 

• Cost of funds for the bank 

• Competitor pricing strategy 

• Interest elasticity 

• Past deposit flows 

• Maturity structure of deposits 

5.1.2 Deposit Pricing Strategies 
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Banks incur both financial and operating costs while acquiring funds. Financial costs pertain to 

explicit payments to lenders minus revenues obtained from service charges and fees whereas 

operating costs relate to labor costs, unadjusted premises expenses and other non-interest expenses. 

Segmenting Deposit Customers 

The introduction of interest bearing checking accounts during 1970s in the New England states has 

led to a fierce competition for customer deposits among banks and non-bank thrift institutions 

across United States. This led to the emergence of widespread use of deposit fee schedules. This 

sort of pricing deposits is also called conditional pricing approach as the bank sets up a schedule of 

fees in which the customer pays a low fee or even no fee if the deposit balance remains above some 

minimum level but a higher fee is levied if the average balance falls below the minimum level. 

Thus the customer pays a price conditioned on the use of the deposit. Deposit fee schedules vary 

deposit prices according to one or more of these factors: 

a. Number of transactions done through the account (e.g., number of cheques written, deposits 

made, wire transfers, stop payment orders or notices of insufficient funds issued). 

b. The average balance held in the account over a selected period (usually per month). 

c. The maturity of the deposit in days, weeks or months. 

The customer selects that bank and deposit plans that result in the lowest fees possible and or the 

maximum yields given the number of cheques written, the number of deposits and withdrawals 

expected and the planned average balance. The bank must also be acceptable to the customer from 

the standpoint of safety, convenience and service availability. 

The checking account price schedules that were introduced in New England can be classified into 

three categories: (a) flat rate pricing (b) free pricing and (c) conditional free pricing. In flat rate 

pricing, the depositor's cost is a fixed charge per cheque per time period or both. Thus there may be 

a monthly account maintenance apart from the fee on each account regardless of the level of the 

activity. In free pricing there would not be any monthly account maintenance fee or per-transaction 

charge. The word free pricing misleads most of the customers because though the bank does not 

charge an explicit fee on deposit services, the customer may incur an implicit fee in the form of lost 

income (opportunity cost) because the effective interest rate paid on the deposit may be less than 

the going rate on investments of comparable risk. Many banks have found free pricing unprofitable, 

as it tends to attract small and highly active deposits that earn positive returns for the bank only if 

the market interest rates are high. Conditionally, free deposits have come to replace both flat rate 

and free deposit pricing systems in many banking markets.  

Bank A Bank B 

Regular Checking Account Regular Checking Account 

Minimum opening 

balance If minimum 

daily balances 

Rs.100 Minimum opening 

balance If minimum 

daily balance is 

Rs.100 

Rs.600 or more No fee Rs.500 or more No fee 

Rs.300- Rs.599 Rs.5.00 pm Less than Rs.500 Rs.3.50 pm 
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Less than Rs.300 Rs.10.00 pm   

If the depositor's colected monthly balance 

averages Rs.1500 there is no fee 

If the cheques written 

or ATM transactions 

(debits) exceed 10 per 

month and the balance 

is below Rs.500 

Rs.0.15 per debit 

No limit on the number of cheques written   

Regular savings 

account 

Minimum opening 

balance 

Service fees: 

 

 

Rs.100 

Regular savings 

account 

Minimum opening 

balance 

Service fees: 

 

 

Rs.100 

If the balance falls 

below Rs.200 

Balance of Rs.200 or 

more 

Rs.3,00 pm 

 

No fee 

If the balance falls 

below Rs.100. 

Balance of Rs.200 or 

more 

Rs.2.00 pm 

 

No fee 

Fee for more than two 

 

 Fee for more than 

three Withdrawals per 

month 

 

withdrawals per 

month 

Rs .2 .00  Rs.2.00  

 

Table 

This pricing favors large denomination deposits because services are free if the account balance 

stays above the minimum figure. One of the advantages of this pricing method is that the customer 

chooses the plan suitable to him and not the bank. This self-selection process is a form of market 

signaling that can give the bank valuable data on the behavior and cost of its deposits. 

Conditionally free pricing also allows a bank to divide its deposit market into high-balance, low-

activity deposits and low-balance, high-activity accounts. 

The following is an example of the use of conditional pricing techniques for deposits: In the 

example above, Bank A appears to favor high balance, low activity checking deposits while Bank B 

is more lenient towards checking small accounts. For example, Bank A begins assessing a checking 

account service fee when the customer's balance falls below Rs. 600 while Bank B charges no fees 

for checking account services until the customer's account balance drops below Rs.500. Moreover, 

Bank A assesses significantly higher service fees on low balance checking accounts than does Bank 

B- Rs. 5 to Rs.10 p.m. versus Rs. 3.50 p.m. On the other hand, Bank A allows unlimited cheque 

writing facilities from its regular accounts while B levies a fee if more than 10 cheques or 

withdrawals occur every month. 

Similarly Bank A charges a Rs. 3 p.m. service fee if a customer savings account dips below Rs. 200 

while Bank B charges only Rs. 2 fee if the customer's savings balance drops below Rs.I00. These 

price differences reflect differences in the philosophy of the management of the owners of these 

two banks and the types of customers each bank is seeking to attract. Bank A is located in an 

affluent neighborhood of homes and offices and gives preference to high income individuals and 
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businesses that keep high deposit balances and also write high number of cheques. Whereas Bank B 

is located in university area actively soliciting student deposits, which tend to have relatively small 

balances. Bank B's pricing schedules are set up to accept low balance deposits but the bank also 

recognizes the need to discourage excessive cheque writing by numerous small depositors which 

would result in high costs. Therefore it charges higher per cheque fees than Bank A. In the above 

case, the banks' deposit pricing policy is generally sensitive to 

i) The types of customers each bank plans to serve, with each institution establishing pricing 

schedules that appeal to the needs of individuals and businesses representing a significant 

portion of its market 

ii) The cost incurred by the bank in serving different types of customers, with more banks 

pricing their deposit plans in such a way as to cover all or at least a portion of anticipated 

service costs. 

1. Cost plus Margin Deposit 

In banking, the idea of charging the customer for the total cost of deposit-related services has not 

been universally accepted. In fact a few years ago, the notion that the customers should receive 

most deposit related services free of charge has attracted great attention and was considered a wise 

innovation, one that responded to the growing challenges posed by other financial intermediaries 

that were invading traditional banking markets. But soon many banks found a reason to question the 

wisdom of this new marketing strategy because they were flooded with numerous low balance high 

activity accounts that blew their operating costs. 

The development of interest bearing checkable deposits, particularly Now offered bankers the 

opportunity to reconsider the pricing of their deposit services. Unfortunately many of the early 

entrants into this new market moved aggressively to capture a major share of the customers through 

below cost pricing. Customer charges were set below the true level of operating and overhead costs 

associated with providing checkable deposit and other deposit plans. This resulted in a substantial 

increased rate of return to the customer known as the implicit rate of return - the difference between 

the true cost of supplying fund raising services and the service charges actually assessed to the 

customer. 

In the United States, the banks principally competed through variations in the implicit interest rate 

for deposits paid to the customer over a period of 50 years stretching from the Great Depression to 

the beginning of the 1980s. This was due to the presence of regulatory ceilings on deposit interest 

rates beginning in 1933 with the passage of the Glass-Steagall Act. These legal interest rate ceilings 

were designed to protect the banks from excessive interest rate competition for deposits, which 

could allegedly cause them to fail. Prevented from offering higher explicit interest rates, US banks 

instead competed by offering higher implicit returns through mail services where the bank promised 

to pay the postage both ways by tempting depositors with gifts ranging from teddy bears to toasters 

and by building convenient neighborhood branch office systems. 
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However such non-price competition distorted the allocation of scarce resources in the banking 

sector. To counter such problems, the Depository Institutions Deregulation Act, 1980 a Federal Act 

was passed that called for gradual phasing out of deposit rate ceilings. Today the responsibility of 

setting deposit prices in the US (and in other leading developed nations as well) has been 

transferred from public regulators to private decision makers i.e., the banks and customers. 

The competition in the banking sector has intensified after deregulation. This added pressure on 

their profitability in terms of higher cost of funds, narrower net interest margin as well as higher 

cost of customer retention and solicitation. Meanwhile, it is also widely acknowledged that 

deregulation would provide banks with the opportunity to enlarge their market share of the deposits 

to be deregulated. Small and medium sized banks, in particular, view this as a chance to compete 

with large banks for deposits. 

They consider that a liberalized environment would allow more flexibility in pricing, more room for 

the provision of innovative banking products and more opportunities to acquire new customers. On 

a sector-wide level, the banks believe that deregulation would promote greater efficiency in the 

banking sector and add impetus to the trend towards consolidation in the market. Deregulation has 

brought more frequent use of unbundled service pricing as greater competition along with the rising 

insurance fees has raised the average cost of a deposit for bankers. This means that deposits are 

usually priced separately from loans and other bank services and each deposit service is often 

priced high enough to recover all or most of the cost of providing that service. Thus the price of 

deposit services would conform to the following Cost plus profit deposit pricing formula.  

                                                                 

                                                   

                                                        

                                            

Relating deposit pricing to the bank's costs as shown above has encouraged the banks to match 

prices and costs more closely and to eliminate many of the former free services. In the US, for 

example, more and more banks are now levying fees for excessive withdrawals from savings 

deposits, charging for customer balance, enquiries, increasing fees on bounced cheques and stop 

payment orders, assessing charges on cash withdrawals and balance enquiries made through ATMs, 

charging monthly maintenance fees even on small savings deposits and raising required minimum 

deposit balances. In most cases, the fees have outpaced the inflation. The results of these trends 

have generally been favorable to banks, with increases in service fee income outstripping losses 

from irate customers closing their accounts. 

Estimating Average Deposit Service Costs 

Cost plus pricing demands an accurate calculation of the cost of each deposit service. One of the 

popular approaches discussed by Simonson and Marks and by Edmister is to base deposit prices on 

the bank's estimated cost of funds. This requires the banker, 
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(a) to calculate the cost rate of each source of bank funds [adjusted for reserves required by the 

central bank, deposit insurance fees and float]; 

(b) to multiply each cost rate by the relative proportion of bank funds coming from that particular 

source; and 

(c) to sum all resulting products to derive the weighted average cost of bank Notes funds. This so 

called 'pooled funds approach' is based on the assumption that it is not the cost of each type of 

deposit that matters but the weighted average cost of all bank funding sources. 

2. Marginal Costing Deposit Pricing 

Marginal Costing: The added cost of bringing new funds is a better technique than the weighted 

average cost to help price deposits and other bank fund sources. The reason is that frequent changes 

in the interest rates will make average cost a misleading and unrealistic standard for pricing. For 

example, if the interest rates are declining, the marginal cost of raising new money may fall well 

below the average cost of all the funds raised by the bank. Some loans and investments that are 

unprofitable when compared to average cost will now look profitable when measured against the 

lower marginal interest cost we must pay today to make these new loans and investments. 

Conversely, if interest rates are raising the marginal cost of today's new money may substantially 

exceed the bank's average cost of funds. And if the management grants new loans based on average 

cost, they may turn out to be highly unprofitable when measured against the higher marginal cost of 

raising new funds in present market. One of the most publicized failures in banking history, the 

collapse of Franklin National Bank of New York in 1974 was caused in part by a management 

strategy that compared the expected yield on new loan requests to the bank's average cost of funds. 

Franklin's loan officers were permitted to grant loans if the new loan's yield exceeded the bank's 

average cost by one-percentage points or more. Unfortunately when the interest rates on new 

borrowings (marginal cost) rose sharply, Franklin's 0.5% profit margin over average cost was just 

too small. Huge quantities of its loans and investments were generating yields well below their 

current funding costs, which eroded Franklin's capital base. 

Economist James E. McNulty suggested the use of marginal or new money cost to set the interest 

rates of banks that can be offered on the new deposit accounts. For example, a bank wants to raise 

Rs.25 million in new deposits by offering its depositors an interest rate of 7%. However, the bank 

management estimates that if the bank offers a 7.5% interest rate, it can raise Rs.50 million in new 

deposits. At 8%, Rs.75 million while at 8.5%, the new deposits would be Rs.I00 million and at 9%, 

the bank: can get 125 million from new as well as existing deposit holders. If the management is 

expected to generate a yield of 10% upon investing the new deposit money, what deposit interest 

rate should it offer to its customers? 

According to McNulty's method, we need to first find out the marginal cost of moving the deposit 

rate from one level to another and the marginal cost rate expressed as the percentage of the volume 

of additional funds coming into the bank. The marginal cost rate is then compared to the expected 

additional revenue (marginal revenue) the bank expects to earn from investing its deposits. 

Marginal cost = Change in the total cost 
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(New interest rate x Total funds raised at a new rate) - (Old interest rate x Total funds raised at old 

rate) 

Marginal cost analysis is the key to incorporating advances in deposit pricing. Funding cost is 

minimized when the marginal cost (not the rate paid) of all funding alternatives is equal. Implicit in 

this concept is that funding diversification can result in cost savings over a single funding source. If 

for example, Global Bank notices that its primary competing institution has just increased its three-

year CD rate 50 basis points above its current rate of 5% for a month-long special promotion, it is 

estimated that 30% of Global Bank's Rs.I0 million maturing CDs (Rs.3 million) will leave if it does 

not match the rate increase. What should Global Bank do? If the rate increase is matched, funding 

costs will escalate. If nothing is done, customers, and the critical funding they represent, will be 

lost. An institution can face such pricing dilemmas very frequently. Access to advance funding 

eliminates the threat of lost depositors on both the liquidity and liability structure. If price sensitive 

depositors depart for higher rates elsewhere, their funding can always be replaced with advances. 

Advances represent a- source of funding diversification, which can be used for leverage in deposit 

pricing. In addition, they can help an institution avoid overpaying for deposits. 

Marginal cost rate = Change in total cost / Additional funds raised 

Marginal Cost of Deposits 

Incremental Cost = Cost of Retained CDs + Rollover Premium 

(Rs.30, 00,000 x 5.5%) + (Rs.70, 00,000 x 5%) 

Rs.2, 00,000 

Incremental Funds = Rs.30, 00,000 

Marginal Cost = Rs.2,00,000 / Rs.30,00,000 = 6.67 % 

Marginal Cost of Advances 

Incremental Cost = New Advance Cost 

(Rs.30, 00,000 x 5.6%) = Rs.1,68,000 

Incremental Funds = Rs.30,00,000 

Marginal Cost = Rs.1,68,000/Rs.30,00,000 = 5.6% 

The rollover premium of 50 basis points or Rs.35,000 is paid to loyal deposit even though they 

would have been content with the lower rate of 5%. When cost of overpaying these price 

insensitive depositors is factored in, the actual of retaining the Rs.3 million of rate sensitive 

deposits is 117 basis points hi than the new rate of5.5%. 
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How would the strategy affect the institution relative to the competitor conduct the CD promotion? 

Assume the competitor initially had the same three year rate (5.0%) and a similar amount of CDs 

maturing during the promotion (million). The cost implications are illustrated below. 

Marginal Cost of Deposits 

Incremental Cost  =New CD Cost + Rollover Premium 

   =Rs.30,00,000 x 5.5%) + (Rs.1,00,00,000 x .5%) 

   =Rs.2,15,000 

Incremental Funds  = Rs.30,00,000 

Marginal Cost  = Rs.2,15,000/Rs.30,00,000 

   =7.17% 

The marginal cost approach provides valuable information to the management not only about 

setting deposit interest rates but also about decision as to how far the bank should go in expanding 

its deposit base before the added cost deposit growth is met with the additional revenues and total 

profits begin to decline. The management needs to find either new sources of funding with 10 

marginal costs or find new loans and investments promising greater marginal revenues or both 

when profits start to fall. 

The following two general rules apply to marginal cost calculations in deposit accounts: 

a. When raising rates, the greater the proportion of non-rate sensitive new money, the higher the 

marginal cost of the new funds. 

b. When dropping rates, the greater the percentage of funds that leave, the higher the marginal 

cost of the funds that left. 

3. Market Penetration Deposit Pricing 

Market penetration deposit pricing does not emphasize on profits and recovery in the short run. The 

strategy in this type of pricing is to offer either high interest rates on deposits, usually well above 

the market levels or charge customer fees well below market standards in order to attract new 

customers. management hopes that the large deposit volumes and the associated loan business 

would offset the thinner profit margin. Market penetration pricing strategies primarily aimed at 

rapidly growing markets in which a bank is determined to capture the largest possible market share. 

Identifying a bank to hold one's deposits is an expensive process for customers. Customers usually 

buy more than one banking service. A deposit account represents an ongoing relationship between 

customer and bank; it usually grows to encompass loans, trust services and so on. Foregoing the 

relationship can be costly for the customer, a fact that tends to make many consumers loyal to the 

bank they have already chosen. Thus deposits tend to be quasi fixed factors of production for banks. 

They are usually less sensitive than other funds sources to changes in fees or interest rates or to 
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deposit plans offered by competing banks. If the bank can offer an above market rate of return to 

the depositor long enough to capture his or her deposit, the high cost of moving that deposit will 

tend to keep the customer loyal to the bank even after less generous deposit pricing occurs. Bankers 

often get a disappointing response from the public when they start reducing fees or raising interest 

rates to attract new deposits due to the fixed-factor aspect of deposits. The customers usually do not 

change banks on a spur of the moment as both households and businesses consider multiple factors 

and not just price in deciding where to deposit. The costs and risks associated with the change are 

not insignificant. A study by the Federal Reserve Board and Greenwich Associates suggests that 

households generally rank convenience, service availability, and safety above price in choosing 

which bank will hold their checking account. 

Moreover familiarity, which includes not only name but also safety, is considered an important 

factor in how individuals and families choose a bank to hold their savings account rather than the 

interest rate paid. Business firms usually prefer to keep their deposits with the banks, which are 

reliable sources of credit and are relatively in good financial shape. They also regard the quality of 

the bank officers and the quality of advice they receive from the banker. 

4. Upscale Target Pricing 

Upscale target pricing refers to the aggressive pricing of certain urban banks for high balance and 

low activity deposits. These banks indulge in carefully designed advertising programs to target 

established professionals, businesses, managers and high-income households with services and 

service fees that result in high profit margins. Other deposit accounts especially low balance high 

activity ones may be priced break even or may be discouraged altogether through higher prices. The 

upscale customers usually respond quickly to the price differentials. These customers know that 

deregulation is in progress and the prices would be falling with time. 

Increasingly local deposit markets are characterized by widespread use of conditional and upscale 

target pricing, intense competition and a growing cadre of informed, price sensitive customers 

shopping around for the best terms available. 

5. Promotional Pricing 

This is used to introduce new products. In brief, the product is priced below its cost to attract 

customers. More frequently promotional pricing is used to improve the demand for existing 

products also. The potential reasons of promotional pricing are protecting market share, modifying 

existing products, developing brand recognition or overall bank image, targeting particular market 

segments of the population in certain market segments and increasing sales to a cost efficient level 

at which economies of scale can be obtained. 

6. Relationship Pricing 

According to this the bank's best customers get the best pricing. The pricing is done according to 

the number of services used by the customer. Relationship banking is an expression that includes 

fulfilling long-term needs as opposed to immediate needs such as cashing a cheque. Customers who 
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purchase two or more bank services may be granted lower deposit fees or have some fees waived 

compared to the fees charged to customers having only a limited relationship with the bank. The 

idea is that selling multiple services increases the dependence of the customer and makes it harder 

for him to switch over to other banks thereby making the relationship strong between the customer 

and the bank. The banks can cross sell a variety of services at low user costs and increase 

convenience compared to selling each service individually. In theory customer relationship pricing 

promotes customer loyalty and makes the customer insensitive to the interest rates offered on 

deposits or the prices posted on other banking services by competing financial service firms.  

5.2 Primary Deposits & Interest Rate Risk Management  

Checking accounts and regular savings accounts are one of the most important sources of funding 

for financial institutions. Depending on the institution, such accounts often represent between 10% 

and 50% of funding of most of the banks and therefore are called core deposits. While they are the 

most basic of deposit services, a great deal of controversy surrounds analyzing the sensitivity of 

these core deposits to changes in market rates. Strategies aimed at managing interest rate risk are 

generally implemented in two markets - wholesale markets and retail markets. The methods used 

by institutions to modify their interest rate risk are different in each market. 

5.2.1 Wholesale Markets 

Securities markets are the primary wholesale markets used by financial institutions. Financial 

instruments offered in the securities markets are underwritten to meet a set of standards that are 

commonly recognized throughout the market. For example, when a broker attempts to sell an 

institution a five-year bond, the buyer knows by definition the amount of cash flows. Once a bond's 

issue date and rate is known, comparative prices can be readily obtained from other brokers as even 

they sell bonds that have identical cash flow characteristics. Generally, an institution will buy bonds 

from the bond house offering the best price.  

Only large financial institutions are influential to play a significant role in setting the price of 

instruments sold in the wholesale markets. Consequently, an institution will either accept the 

market rate/price offered or not participate in the market. Institutions manage their interest rate risk 

in the wholesale markets by selling products with undesirable interest rate risk characteristics and 

purchasing products that have desirable characteristics. 

5.2.2 Retail Markets 

In retail markets an institution can negotiate the rate on its products and services with its customers 

who are either retail consumers or businesses. The negotiation occurs either from the customer, or 

through the actions taken by the institution's pricing committee. An important difference between 

the retail markets and wholesale markets is that retail products are not standardized. Retail products 

have features, that are rate-related and non-rate related and are different from their competitors. 

The rate-related features are components of a product's price that are related to its rate and are 

important to the customer. An example would be the frequency of interest payments, compounding 
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.tiethods and early withdrawal penalties on CDs. Because institutions often underwrite products that 

do not meet standards, these features vary from institution to institution, whereas non-rate related 

features are components of a product's price that are not related to its rate. Examples of such factors 

are location convenience, time convenience, other account relationships, safety and soundness, and 

customer loyalty, which are as important as rate to the customer of a CD. Generally, the greater the 

value a customer places on a product's rate-related and non-rate related features, the less sensitive 

the customer will be to the rate paid on the instrument. Because the values placed on rate-related 

and non-rate related features would vary from customer to customer, their responses to an 

institution's pricing actions will also vary. Financial institutions control the demand for their 

products by changing their rates relative to rates offered by competitors. Pricing is the primary 

technique used by institutions in managing interest rate risk in the retail markets. If a deposit 

account has desirable interest rate risk characteristics, an institution will raise its rates relative to its 

competitors, bringing in more rate sensitive customers. If a deposit account has undesirable interest 

rate characteristics, the institution will lower its rates relative to competitors, losing some of its rate 

sensitive customers in the process. Because pricing is a key tool in managing interest rate risk, it 

makes sense for institutions to develop a mechanism for evaluating pricing alternatives and making 

pricing decisions.  

5.3 Self Assessment Test 

1. Explain the Product and Service Portfolio. 

2. Distinguish between Wholesale Markets and Retail Markets. 

3. Explain in detail Primary Deposits and Interest Rate Risk management in your words.  

5.4 Further Reading 

1. Retail Management Principles And Practices- Author(s)/Editor(s): Dr K N Bank 

2. Retail Managemen - Author(s)/Editor(s): M A Shewan 

3. Retail Management - S N Mitra 

4. Retail Banking- Raghu Palat 

5. Keynote address by Ms Shyamala Gopinath, Deputy Governor of the Reserve Bank of India, at 

the IBA - Banking Frontiers International Conference on "Retail Banking Directions: 

Opportunities & Challenges", Mumbai, 28 May. 

6. Article on 'Mobile Banking Facilities in Indian Banks' - Prof. Aithal. 
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ROLE OF SELF INSTRUCTIONAL MATERIAL IN DISTANCE LEARNING 
 

The need to plan effective instruction is imperative for a successful distance teaching 

repertoire. This is due to the fact that the instructional designer, the tutor, the author (s) and the 

student are often separated by distance and may never meet in person. This is an increasingly 

common scenario in distance education instruction. As much as possible, teaching by distance 

should stimulate the student's intellectual involvement and contain all the necessary learning 

instructional activities that are capable of guiding the student through the course objectives. 

Therefore, the course / self-instructional material are completely equipped with everything that 

the syllabus prescribes. 

 

To ensure effective instruction, a number of instructional design ideas are used and these 

help students to acquire knowledge, intellectual skills, motor skills and necessary attitudinal 

changes. In this respect, students' assessment and course evaluation are incorporated in the text. 

 

The nature of instructional activities used in distance education self-instructional 

materials depends on the domain of learning that they reinforce in the text, that is, the cognitive, 

psychomotor and affective. These are further interpreted in the acquisition of knowledge, 

intellectual skills and motor skills. Students may be encouraged to gain, apply and communicate 

(orally or in writing) the knowledge acquired. Intellectual-skills objectives may be met by 

designing instructions that make use of students' prior knowledge and experiences in the 

discourse as the foundation on which newly acquired knowledge is built. 

 

The provision of exercises in the form of assignments, projects and tutorial feedback is 

necessary. Instructional activities that teach motor skills need to be graphically demonstrated 

and the correct practices provided during tutorials. Instructional activities for inculcating change 

in attitude and behavior should create interest and demonstrate need and benefits gained by 

adopting the required change. Information on the adoption and procedures for practice of new 

attitudes may then be introduced. 

 

Teaching and learning at a distance eliminates interactive communication cues, such as 

pauses, intonation and gestures, associated with the face-to-face method of teaching. This is 

particularly so with the exclusive use of print media. Instructional activities built into the 

instructional repertoire provide this missing interaction between the student and the teacher. 

Therefore, the use of instructional activities to affect better distance teaching is not optional, but 

mandatory. 

 

Our team of successful writers and authors has tried to reduce this. 

Divide and to bring this Self Instructional Material as the best teaching and communication 

tool. Instructional activities are varied in order to assess the different facets of the domains of 

learning. 
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Distance education teaching repertoire involves extensive use of self-instructional materials, 

be they print or otherwise. These materials are designed to achieve certain pre-determined learning 

outcomes, namely goals and objectives that are contained in an instructional plan. Since the 

teaching process is affected over a distance, there is need to ensure that students actively participate 

in their learning by performing specific tasks that help them to understand the relevant concepts. 

Therefore, a set of exercises is built into the teaching repertoire in order to link what students and 

tutors do in the framework of the course outline. These could be in the form of students' 

assignments, a research project or a science practical exercise. Examples of instructional activities 

in distance education are too numerous to list. Instructional activities, when used in this context, 

help to motivate students, guide and measure students' performance (continuous assessment)  
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PREFACE 
 

We have put in lots of hard work to make this book as user-friendly as possible, but we have not 

sacrificed quality. Experts were involved in preparing the materials. However, concepts are 

explained in easy language for you. We have included may tables and examples for easy 

understanding. 

 

We sincerely hope this book will help you in every way you expect. 

 

All the best for your studies from our team! 

  



6 
 

BBA-601  RETAIL BANKING 

 

Contents 

              

 
BLOCK 1 :  INTRODUCTION & CONCEPT OF RETAIL BANKING 

 
Unit-1  Evolution of Banking 

Unit-2  Retail Banking and it’s Growth 

Unit-3  Basis of Bank Account  

Unit-4  Client Profile of Retail Bank 

Unit-5  Portfolio, Deposits & Interest Risk Management 

              

 
BLOCK 2 :  LOANS AND ADVANCES 

 

Unit-1  Introduction to Principles of Retail Lending & Types of Retail Advances   

Unit-2  Loan Evaluation Procedure   

              
 

BLOCK 3 :  E-COMMERCE AND BANKING 

 

Unit-1  Introduction to E-Commerce, Credit Cards, Internet Banking in India 

Unit-2  Banking Assurance 

              
 

BLOCK 4 :  ROLE OF TECHNOLOGY 

 

Unit-1  Computerization in Banks 

Unit-2  E-Banking & Need for Security 

Unit-3  Security and Legal Framework, Money Laundering 

              
  
  



7 
 

UNIT 1:  INTRODUCTION TO PRINCIPLES OF RETAIL   

  LENDING & TYPES OF RETAIL ADVANCES 
              
Learning Objectives 

After studying this unit, you will be able to: 

• State the general principles of lending. 

• Discuss the types of loans that are issued. 

• Explain the process of loan evaluation. 

• Discuss the risk and return aspects of retail lending. 

• Study the types of retail advances 

 

Structure 

1.1 Principles of Retail Lending 

1.1.1 General Principles 

1.1.2 Six 'C' Principles 

1.1.3 Sources of Information 

1.2 Types of Retail Advances 

1.2.1 Personal Loans 

1.2.2 Consumer Loans 

1.2.3 Home Loans 

1.2.4 Auto Loans 

1.2.5 Educational Loans 

1.2.6 Installment Credit 

1.2.7 Loan Against Shares 

1.2.8 Loan Against Automobiles 

1.2.9 Loan Against Home 

1.2.10 Marriage Loans 

1.2.11 Single Payment Loans  

1.2.12 Bank Credit Cards 

1.2.13 30-Day Charge Card 

1.3 Self Assessment Test 

1.4 Further Reading 
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1.1 Principles of Retail Lending  

1.1.1 General Principles 

Banking business essentially involves lending. In fact, the deposits are accepted for lending or 

investment. Since a major portion of banker's resources consists of public deposits, a banker has to 

be extra careful in selecting the borrowers. He, therefore, follows a very cautious policy while 

lending his funds and conducts his business on the basis of well-known principles of sound lending. 

1. Safety 

Whenever a bank lends money, he must carefully consider the chances of its being repaid by the 

borrower along with interest. The repayment of the loan depends upon the borrower's (a) capacity 

to pay and (b) willingness to pay. Capacity to pay is determined by the financial soundness of the 

borrower, and willingness to pay depends upon. a person's honesty and integrity. In case of an 

individual, payment making capacity can be determined by looking at the salary slip of the 

individual. In case of commercial organization, inspection of the profit and loss account and the 

balance sheet of the borrower, regarding his financial state of affairs should be made to ascertain 

his capacity. Willingness to pay, on the other hand, depends upon a person's character. Past 

dealings, or an enquiry from the references, can be good sources to determine the borrower's 

character, i.e. his honesty and integrity. 

2. Liquidity 

By the term "liquidity," what is meant here is that the amount advanced should be able to be 

returned fairly quickly. A banker has to remember that the bulk of his funds are short term funds 

received as deposits from the public, and this being so, it is prudent to confine himself to short term 

advances. Liquidity sometimes depends upon the type of securities received against the advance. 

For example, land or building and specialized types of plants, if kept as a security, impair liquidity, 

because they cannot be easily realized. On the other hand, goods and commodities add to the 

liquidity, as they are easily marketable. Thus, it is not enough if the advances are safe. They should 

be liquid enough for the return flow of funds from the borrowers more or less on demand or 

immediately after the purpose, for which money is borrowed.  

3. Profitability 

Banks, including nationalized ones, being commercial organizations, run like any other commercial 

institution with a profit motive. Their income mainly comes from the difference in interest charged 

from the borrowers, and the interest paid to the depositors. Interest on deposits is governed by the 

Reserve Bank of India directives, issued from time to time. The rate of interest to be charged from 

customers depends upon the purpose for the and the degree of risk involved in lending to them. 

Greater the amount of risk involved, higher will be the rate of interest charged. 

A customer with a high reputation and an exceptionally sound financial position is charged a lower 

rate of interest as compared to an ordinary customer. It should be noted here that sticking blindly to 
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this principle of profitability may impair other two principles of safety and liquidity. Thus, a banker 

must strike a balance between profitability on one hand and safety and liquidity on the other. 

4. Diversification of Risks 

The principle of diversification is based on the famous maxim "do not keep all the eggs in one 

basket." As there is risk in every advance, banks should spread the risk by lending to a large 

number of borrowers, instead of giving the advances to a few, by making large advances. Advances 

should not be concentrated in few big firms or few industries rather should be spread amongst a 

number of firms, in different industries and in different cities. 

5. Purpose of Loan 

This, in fact, is a corollary to the principle of safety. Banks do not grant loans for each and every 

purpose. For the safety of the funds, it is necessary that funds must be lent for productive purposes 

only. Particularly after nationalization, the purpose of the loan has become more significant in the 

consideration of proposals. If the proposal is in consonance with the national policy, it becomes an 

approved one as serving the social objectives envisaged under the new banking concept. 

1.1.2 Six 'C' Principles 

Regardless of whether you are using a large or small bank, each will look at what is commonly 

referred to as the "Six Cs" when deciding to give you a business loan. 

1. Capacity. What is your business's ability to repay the loan? This is the most important factor 

lenders will look at and is why creating a cash-flow statement in your business plan is so important. 

A good cash-flow statement will show the lender in detail how your business will be able to repay 

the loan timely and for the required amount. 

2. Credit. How is your personal credit? For new businesses, lenders will require the owner to co-

sign or guarantee a loan. Lenders are willing to take a risk lending money to you but are not willing 

to let you walk away without assuming some of that risk yourself The higher your personal credit 

score, the more likely you are to obtain a business loan with favorable terms. 

3. Capital. How much money are you asking to borrow and is that amount reasonable given your 

business's financial situation? The more moneyyou ask for, the more scrutiny your loan application 

will receive. It is a good idea to talk with your lender before submitting your appliCation to find out 

the loan limits your business will qualify for.  

4. Collateral. Do you have any assets to use as security for your loan? The more collateral you can 

provide, the better your chances are of getting your loan approved. 

5. Character. Are you a reputable and trustworthy person? This is a major aspect that smaller local 

and independent banks will look at and is not as big a factor for larger banks. However, all banks 

will look at both your business background and the amount of experience you have working in your 

industry. 
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6. Conditions. What is the purpose of your loan? Lenders want to make sure that you are using the 

loan for a legitimate business purpose and that the terms of the loan make sense to them. 

1.1.3 Sources of Information 

The question to be addressed is where to collect information about the applicant. In developed 

countries, there are independent credit scoring agencies that supply ready information regarding the 

credit worthiness of individual and institutions. But in developing countries, information cannot be 

supplied on a ready platter. Information can be obtained from the following sources: 

1. History of the individual or business concern, ownership and changes in terms, if any. 

2. Assets and liabilities owned by the customer (commercial and individual). 

3. In case of organizations, past ownership changes. 

In India, information can be obtained from the following sources: 

1. Loan Application Form 

The Application Form is drafted in such' a manner that information is obtained about the customer. 

Some aspects covered in the application form are as follows: job profile, assets and liabilities, 

period of advance of credit facilities enjoyed from other banks, etc. 

2. Examination of Account 

If the prospective borrower is the customer of the bank, an examination of his account and past 

dealings will reveal a number of points which will assist a banker ill judging his customer's 

financial position, character and capacity to do business. 

The borrower should be requested to supply the last three to four years' statements of his assets and 

liabilities. If the financial statements are not available, a copy of his income-tax return will be 

helpful in assessing his net income. His wealth-tax statement will enable the banker to form an 

estimate of his assets. Similarly, sales tax return will indicate his sales. 

3. Reserve Bank of India Credit Information Bureau 

Under Sec. 45C (I) of the Reserve Bank of India Act, 1934, all banks are required to submit 

statements of the limits and particulars of advances sanctioned to various parties. T hese are 

quarterly statements relating to the last Friday of March, June, September and December. The 

March and September statements are supposed to include information about borrowers to whom 

secured limits of Rs.10 lakh and over and unsecured limits of Rs. 2 lakh and over have been 

sanctioned. The June and December statements should include secured limits of Rs. 5 lakh and over 

and unsecured limits of Rs. 1 lakh and over. The name of the party along with his status, whether 

individual, partnership firm or a joint stock company, has to be mentioned. The nature of facility, 

security and charge has to be mentioned along with the balance outstanding, if any. When any bank 

wishes to know about a particular customer, it has to apply for it on a prescribed form. The Reserve 
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Bank will then supply information about the party stating the number of banks that the party is 

dealing with and the total of limits sanctioned by those banks. 

4. Other Sources 

The credit department of a bank should closely scrutinize the newspaper columns regarding 

purchase and sale of property, auction and decrees and place the cutting in the respective files of the 

customers. Registration, revenue and municipal records can also be referred to verify the properties 

owned by the borrower and charges thereon if any. 

5. Personal Interview 

After having collected all the information from outside sources, a personal interview with the 

borrower should be arranged. This will better help the banker in assessing the three Cs. Personal 

interview is a very important thing and this responsibility should in no case be delegated to an 

inexperienced officer.  

1.2 Types of Retail Advances  

Retail lending is a function of banks and is issued to individuals for personal or commercial 

consumption. 

There are two types of loans: secured loans and unsecured loans. 

• Secured loans are loans that are secured by collateral. The lender will take a security interest 

in your property. If the person taking the loan does not pay the loan back, the lender has the 

right to seize the collateral. Banks do not lend you more than 100% of the value of your 

collateral and will usually lend you only 60% to 80% of its value. 

• Unsecured loans, as the name implies, are loans that are not secured by any collateral. 

• Credit cards, though are not loans technically, are the most common example of unsecured 

debt. The lender is loaning you money based on your reputation and creditworthiness. It is 

very rare to find lenders who are willing to give you an unsecured loan for a new business. 

They are not willing to take the risk because you have no track record for them to work from: 

• credit card debt, 

• personal loans, 

• bank overdrafts 

• credit facilities or lines of credit 

• corporate bonds 

We now discuss some of the products and services offered to bank customers and which have been 

specially designed taking into account the requirements of customers from time to time. 
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1.2.1 Personal Loans 

Personal loans are issued to individuals for meeting expenses like marriages, hospitalization 

expenditure, cost of holidays etc. A brief description of this type of loan is given below:  

• Personal loan is available for both Salaried & Self-employed individuals including 

manufacturers, traders, professionals etc. on the basis of income (Salary, ITR, P&L A/c 

etc.) or on the basis or surrogate income proof. 

• No security, collaterals or guarantors required. This is an unsecured loan given only on the 

basis of one's financials. 

• Loans ranging from Rs. 50,000 to Rs. 25 lakh. The actual eligibility is calculated after 

going through the actual financials and profile. 

• No Question asked or Free usage - The amount received through personal loan can be used 

for any purpose, it may be for purchases, gifts, house renovation, festival celebration or 

else. The bank does not ask any questions about the end usage of the loan. 

• Easy repayment through flexible EMI options. One can repay the loan according to his/her 

repaying capacity ranging from 12 - 60 months. Lower tenure will reduce the loan amount 

also and vice versa. 

• Eligibility: This type of loan is extended to customers who are above the age of 18, and 

who have sufficient loan repayment power. These loans are usually not granted to 

individuals who are due to retire in 1 or 2 years' time. 

Eligibility Methods 

1. Income Basis — On the basis of ITR, salary or Form 16. One can expect a Loan equal To 

EMI one-half of Monthly Income. Monthly Income (MI) For Businessman MI= 1/12*(Net 

Profit as Per ITR + Interest to Partners/ Directors + Interest on Unsecured Loans + 

Depreciation). Monthly Income for Salaried- 100% of Fixed Monthly Component + 50% of 

Variable Components, such as Bonus, Commission Etc. which is not fixed by its nature. 

2. Running EMI's basis which is called surrogate income proof or track basis. Running EMI's, 

If EMI Paid Are >= 9 Or 50% Of The Total Tenure. 

3. Credit card basis- Twice of credit card limit, if last three months' credit card payments made 

regularly without any default. The maximum loan amount one can go up to isRs.2.50 lakh. 

4. Insurance Premium Paid Basis - One can get 5 times of annual premium of any Life 

Assurance Policy, if last two years' premiums are paid regularly without any default or 

delay. The maximum loan amount one can get is Rs.2.50 lakh. 

Eligibility Criteria 

1. Age 

a. Minimum age of Applicant: 21 years while applying for loan. 

b. Maximum age of Applicant at loan maturity should be 60 years in case of salaried or 

retirement age whichever is earlier and 65 years in case of businessman. 
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2. Income 

Minimum Annual Income should be Rs100, 000 p.a. taxable income. 

3. Stability 

a. The minimum stay at current residence should be 2 years for salaried and self-employed 

individuals. 

b. The minimum years in continuous employment / business should be 2 years Notes for 

salaried individuals and 5 years for self-employed individuals.  

c. Either residence or office of the applicant should be owned.  

d. The applicant must have a landline telephone connection at home running from the last six 

months.  

• Loan Amount : One can avail loans ranging from Rs.50,000/- to Rs.25,00,000/- depending on 

your eligibility, income and repayment capacity. A processing fee of 0.05% to 3% of the loan 

amount is payable upfront. This fee will be deducted from the disbursal amount payable to you.  

• Repayment Options: You pay the loan in equated monthly installments. The loan will be paid 

through post-dated cheques or through Standing Instructions or through ECS to debit your 

Bank Account through ECS with the EMI amount.  

• Time frame: Personal loans are granted for period not more than twenty four months.  

• Rate of Interest: The rate of interest charged is usually high and would vary from one bank to 

the other. It varies from 12% - 36% depending upon the person's profile and the bank's criteria.  

• Caution : When the customer is planning to avail a personal loan, he needs to be cautious 

about a few things. Lower monthly payments are not always good. The customer should never 

feel keyed up with lower rates. The amount of credit available must be clearly known. The 

customer should also look into the hidden charges by interacting with the lender frequently. 

This also helps him to find out if there are any loopholes. Associated fees, if any, should be 

known. The finely printed terms and conditions should be read and complete knowledge about 

the contract should be gathered. If there is any difference in, what the loan officer has 

communicated and what is written in the agreement, then the customer must outrightly reject 

the acceptance of the loan and the agreement. The customer should always bear in mind that 

what is in writing is important and that is what matters when any dispute arises between the 

customer and the lender.  

• Documentation: Below appended is the list of documents required for the following categories 

- Sole Proprietor Businessman, Self-employed Businessman (Partnership & Private/Public 

Limited) & Salaried Individual. 

Sole Proprietor Businessman  

1. Proof of Incorporation/Company Association (any one of the following)Proprietorship Letter 

/ Bank Verification Letter  

2. ID Proof (any one of the following) Passport / Driving License / PAN Card / Election ID 

Card  
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3. Signature Proof (any one of the following) Passport / Driving License / PAN Card / Bank's 

Verification 

4. Residence Address Proof (any one of the following)Telephone Bill or Water Bill or 

Electricity Bill / Lease Deed Rent Agreement if rented / Passport 

5. Residence/ Office Ownership Proof for PL (any one of the following) Lease Deed/ Registry 

or Other Ownership Proof / Electricity/ water Bill/Property Tax receipt 

6. Office Address Proof (any one of the following) Telephone Bill / Electricity Bill / Water Bill 

/ Lease Deed / Rent Agreement if rented / Any Government Certificate Sales Tax or Excise 

License or Service Tax Registration Certificate 

7. Income Proof (all are mandatory)Last Two Years' Income Tax Return, Ward/ Circle and Ten 

Digit Number of Receipt should be clear Profit/Loss Account & Balance Sheet or Auditor's 

report wherever applicable Bank Statement of Last 12 months of all Current Ale showing in 

the Balance Sheet Bank Statement for Last 6 Month of Individual/ savings. 

8. Loan Schedule or Repayment Track (all are mandatory) Loan Schedule / Track of All Loans 

Showing EMI /ECS in Bank Statement or in Balance Sheet. 

9. Continuity Proof of 5 years for Business or 2 years in Job (all are mandatory) Sales Tax or 

Excise License Service Tax Registration Certificate or PF/ ESI Certificatelncome Tax Return 

or any Government Certificate 

10. Other Company Profile or Letter Head 

11. Most Important Documents (MID) Application Form to be filled and signedBank Statement 

Signature Verification. Request from the bank 

Self- employed Businessman (Partnership & Private/Public Limited) 

1. Proof of Incorporation/Company Association (any one of the following)Partnership Deed / 

Bank Verification Letter/ Memorandum & Articles of Association / Certificate of 

Incorporation 

2. ID Proof (any one of the following) Passport / Driving License PAN Card / Election ID Card 

3. Signature Proof (any one of the following)Passport / Driving License / PAN Card / Bank's 

Verification 

4. Residence Address Proof (any one of the following) Telephone Bill or Water Bill or 

Electricity Bill / Lease Deed / Rent Agreement if rented / Passport 

5. Residence/Office Ownership Proof for PL (any one of the following) Lease Deed/Registry or 

Other Ownership Proof Electricity/ water Bill Property Tax receipt 

6. Office Address Proof (any one of the following) Telephone Bill / Electricity Bill / Water Bill 

/ Lease Deed / Rent Agreement if rented / Any Government Certificate Sales Tax or Excise 

License or Service Tax Registration Certificate 

7. Income Proof (all are mandatory) Last Two Years' Income Tax Return, Ward/ Circle and Ten 

Digit Number of Receipt should be clear.Profit/Loss Account & Balance Sheet or Auditor's 

report wherever applicableBank Statement of Last 12 months of all Current A/c showing in 

the Balance Sheet Bank Statement for Last 6 Month of Individual/ savings 

8. Loan Schedule or Repayment Track (all are mandatory)Loan Schedule/ Track of All Loans 

Showing EMI/ECS in Bank Statement or in Balance Sheet 
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9. Continuity Proof of 5 years for Business/ or 2 years for Job (all are mandatory ) Sales Tax or 

Excise License Service Tax Registration Notes Certificate or PF/ ESI Certificate Income Tax 

Return Any Government Certificate 

10. Others: Company Profile or Letter Head 

Most Important Documents (MID) Application Form to be filled and signed. 

Bank Statement Signature Verification. Request from the bank. 

Salaried Individual 

1. Proof of Incorporation/Company Association (any one of the following)Appointment Letter / 

Salary Certificate 

2. ID Proof (any one of these)- Passport / Driving License / PAN Card / Election ID Card 

3. Signature Proof (any one of the following) Passport / Driving License / PAN Card / Bank's 

Verification 

4. Residence Address Proof (any one of the following) Telephone Bill or Water Bill or 

Electricity Bill / Lease Deed Rent Agreement if rented / Passport 

5. Residence/ Office Ownership Proof for PL (any one of the following) Lease Deed/ Registry 

or Other Ownership Proof / Electricity/ Water Bill / Property Tax Receipt 

6. Office Address Proof (any one of these) Appointment Letter/ Salary Certificate 

7. Income Proof (all are mandatory) Last Two Years' Income Tax Return, Ward/ Circle and Ten 

Digit Number of Receipt should be clear Profit/Loss Account & Balance Sheet or Auditor's 

report wherever applicable. Bank Statement of Last 6 Months of Individual/savingsForm 16 

of Last 2 years. 

8. Loan Schedule or Repayment Track (all are mandatory) Loan Schedule/ Track of All Loans 

Showing EMI/ECS in Bank statement. 

9. Continuity Proof 5 years for Business/ or 2 years in Job (all are mandatory) Appointment 

Letter Form 16 of last 2 Years 

10. Others: Company Profile or Letter Head 

11. Property Documents: Property Documents of Proposed Property to be Purchased or to be 

pledged with Last 13 Years' Chain 

12. Most Important Documents (MID) Application Form to be filled and signed.Bank Statement 

Signature Verification. Request from the bank. 

• Loan Process A normal loan process takes 7 to 10 days from application submission to 

disbursement. We can understand this process as follows: 

i. Day 1- Loan Application complete with all documents login with the bank. 

ii. Day 2 - Day 3: Verification of documents, office, residence. 

iii. Day 4 - Day 6: Credit Appraisal and decision if other verifications are positive, Approval. 

iv. Day 7 Disbursal 

Security: This is a type of consumer credit loan. It is an unsecured loan granted for personal use 

based on the borrower's integrity and ability to pay. According to Jane.C.Yao, Managing Director 
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of American Bankers' Association, a banking trade group, personal loans are considered to be a 

growing market, and banks are finding increasing demand for this product. 

1.2.2 Consumer Loans 

Consumer loans play a key role in the personal financial planning process of an individual or a 

household. Financial goals are achieved through these loans. The significance of consumer loans 

lies in successfully managing the credit borrowed, amount of credit to be used and managing the 

debt-repayment saddle. Consumer loans have become popular in demand because of individuals, 

household families, etc., who cannot afford to get expensive goods and services from their 

minimum income. Therefore they depend on loans. A consumer loan may be opted for buying a car 

or a stove or new clothes or for a vacation. Most of the consumer roans are treated 8 personal loans 

and are used for purchasing all major products and necessities except a house. The interest paid on 

consumer loans is not deducted I ..)m the income tax return. While borrowing, consumer loans, the 

approximate monthly budget should be determined. There should be control in the use of debt as it 

is expensive. If ignored, it may lead to the disturbance of the entire estimated budget that in turn 

leads to serious problems. The Credit Card loans and overdrafts are also installment loans, as they 

require periodic monthly payments. However, they have other different features, so they are 

discussed separately. Consumer loans must be borrowed from lowest cost source i.e., at a low rate 

of interest. If all these aspects are not taken into serious consideration, it may lead to bankruptcy. 

Consumer loans are formal and negotiated contracts which state both, the terms and conditions of 

borrowing and repayment. They are one-shot transactions given for specified purposes. There is no 

revolving credit facility once it is borrowed. Consumer loans have become a part of every 

household. The consumer should have a proper understanding of what kind of a loan would suit his 

budget and his own repaying capacity. He should know that greater the maturity of the loan, the 

greater will be the cost of repayment. Industries, people, companies, etc. lack liquid cash, because 

of which they prefer loans. These loans have now overcome a must for meeting day-to-day 

expenses. 

• Eligibility : This type of loan is extended to customers who are above the age of 18, and who has 

sufficient loan repayment power. 

• Quantum of loan: The quantum of loan is subject to the type of need of the customer and the 

customer's creditworthiness. The maximum and minimum amount of loan that can be granted can 

be fixed by the individual banks.  

1.2.3 Home Loans 

One of the most widely preferred and popular loans are the home loans. In India, most people have 

a dream of having their "own house". To fulfill their dreams they need huge capital that is beyond 

their monthly income: Therefore, banks and other financial institutions have recognized this need 
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to issue different kinds of loans to their customers. The advantage of obtaining a home loan is that 

the liquid cash or the savings is not used and the monthly loan installment is minimal and thus 

affordable. 

Features 

• Home Loan is also called house loan or mortgage loan. The loan is given for new home 

(house/ flat/ kothi/ apartment) purchase, to renovate/ furnish the house, to purchase the plot/ 

land to build the house etc. 

• The person applying for a loan can purchase the property anywhere in India, provided the 

lender bank has a facility to verify that property at that place. 

• Every Lender/ Bank now keeps a list of pre-approved properties of certain builders and 

developers. One can go and see the list for faster loan approval and disbursal. 

• Now few of the banker's finance Freehold/ Leasehold properties and the properties on power 

of attorney. The applicant can confirm from the marketing executives the exact option and 

choose the property accordingly. 

• One indirect but a big benefit of taking loan on home is that your property gets verified by a 

qualified valuer and the bankers. 

• Term : Loan is repaid over a period of time say, 10 years or 15 years etc. The asset is 

obtained without much expenditure and provides immense satisfaction to the customer. This 

initiates more and more individuals and households to opt for loans. 

• Risk : The risk involved in such loans is minimum. Since the target market is the household 

and the individuals, the default rate is generally very low. If there is a situation of default then 

a period of extension is given to the customer. Even then if the customer fails to repay the 

loan, then the house or the land for the purchase or the construction for which the loan was 

applied can be seized. To eliminate this situation, the customer should be familiar with the 

terms and conditions of availing a housing loan 

• Processing : The Appraisal Officer states the entire terms and conditions and also attends to 

the queries of the prospective borrower. Various details like eligibility criteria, the period of 

repayment of loan, the interest rates on the loan, the documentation required from the 

borrower etc., are discussed during this meeting. If the customer is satisfied and proper study 

is done then the application is filled. The processing fee is about 1 % of the loan amount. This 

fee is not refundable and is paid only if the chances of getting the loan are really good. The 

appraisal officer conducts a personal interview with the borrower. The officer appraises the 

proposal, prepares a repost and then discusses it with the branch manager. The branch 

manager substantiates the recommendations of the appraisal officer and then sends it to the 

competent authority seeking sanction of the loan. The competent authority sanctions the loan 

and the Appraisal Officer clears any query for the satisfaction of the authority. If the loan has 

been approved, then the borrower collects the loan offer letter. The property details form and 

acceptance note are filled and signed. This implies that the borrower has agreed to the terms 

and conditions of the loan. The borrower is expected to collect the disbursement within I 

month of the offer letter, if not, commitment charges 1 % of the loan generally are levied on 

the borrower. A 1 % fee towards legal and technical fee is also charged. The legal documents 
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are submitted to the Legal Officer. The loan agreement and other documents are signed. The 

Legal Officer prepares a legal report after studying the legal documents in detail. The 

Technical Officer visits the property and then makes a technical report. He recommends the 

amount for disbursement depending upon the stage of completion. The disbursement memo is 

then signed by the Appraisal, Technical and Legal Officer add then sent to the Branch 

Manager for his signature. The Accounts Department prepares the cheques that are to be sent 

to the borrower with authorized signatories. This disbursement memo is attached with 

important documents like the interview sheet, legal report, technical report etc. Interest is 

charged on the amount disbursed to the borrower and is called EMI. This cheque is collected 

from the borrower before releasing the disbursement cheque. Consequent to the final 

disbursement, the borrower starts paying the EMI. This is the interest and the adjusted 

principal amount for the period allotted. The documents pledged by the borrower are released 

after the clearing of the loan. 

• Eligibility & Quantum of Loan: Any individual who is above the age of 21 years can apply 

for a home loan. All banks usually grant loans amounting to 61 times the applicant's net 

monthly take home salary. The applicant can apply for the amount as per his/her needs. 

Housing loans can also be taken on joint names of the husband and wife also. 

Loan Eligibility means the maximum loan one can get from a bank. Presently, banks and financial 

institutions calculate loan eligibility by different methods of which few are as below: 

1. Income Method : One can expect a loan equal to EMI one half of monthly income. Monthly 

Income (MI) For Businessman MI= 1/12*(Net Profit as Per ITR + Interest to Partners! 

Directors + Interest on Unsecured LoanS + Depreciation) 

Monthly Income for Salaried- 100% of Fixed Monthly Component + 50% of Variable 

Components such as bonus, commission etc. which is not fixed by its nature. 

2. EMI Equalizer or SIP or Track Basis (also called Surrogate) The eligibility is calculated 

on the basis of Running EMI's, If EMIs paid are >— 9 or 50% of the total tenure. Any 

Businessman (salaried in few cases) can take a loan equal to Total of All EMI *1500, If EMI 

Paid Are >= 9 Or 50% of the total tenure in case of property loans such as home loan or 

personal loan. 

3. LIC Basis If an applicant has a proof of paying Life Assurance premium regularly for the last 

two years, he/she can go apply for a loan on the same basis. 

4. Credit Card Basis If any person is holding a valid credit card of any private or multinational 

bank and if it is more than one year old, he/she can apply for a loan. The eligibility is 

calculated on the basis of credit card limit and usage. 

5. Non- income Basis: The bankers also lend on the basis of banking of last 12 months. The 

eligibility is calculated equal to one-half of the average balance maintained in last one year. 

The transaction in bank account should be six to seven a month excluding interest or any 

charges debited or credited by the bank. 

6. LIP Liquid Income Proof: Under LIP program, an officer visits the applicant's business 

place to see actual business activities. The bank representative makes an independent P&L 

account and thus a figure is arrived at as to how much that person can repay. Notes  
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• Income Basis and other Methods (Differences)  

One can go for any amount subject to product limits, if applying on income basis. Non-income 

Basis Personal Loan can be applied to maximum of Rs. 50,00,000.00 lakh.  

• Documentation Process  

Below appended is the list of Documents required for the following categories - Sole Proprietor 

Businessman, Self- employed Businessman (Partnership & Private/Public limited) & Salaried 

Individual.  

• Sole Proprietor Businessman  

1. Proof of Incorporation/Company Association (any one of the following)Proprietorship 

Letter / Bank Verification Letter  

2. ID Proof (any one of these): Passport / Driving License / PAN Card / Election ID Card  

3. Signature Proof (any one of the following): Passport / Driving License / PAN Card / Bank's 

Verification  

4. Residence Address Proof (any one of these): Telephone Bill or Water Bill or Electricity Bill 

/ Lease Deed Rent Agreement if rented/Passport Residence/ Office Ownership Proof for PL 

(any one of the following) Lease Deed/ Registry or Other Ownership Proof / Electricity/ 

water Bill / Property Tax receipt  

5. Office Address Proof (any one of these): Telephone Bill / Electricity Bill / Water Bill / 

Lease Deed / Rent Agreement if rented / Any Government Certificate Sales Tax or Excise 

License or Service Tax Registration Certificate  

6. Income Proof (all are mandatory) Last Two Years' Income Tax Return, Ward/ Circle and 

Ten Digit Number of Receipt should be clear Profit/Loss Account & Balance Sheet or 

Auditor's report wherever applicable. Bank Statement of Last 12 months of all Current A/c 

showing in the Balance Sheet Bank Statement for Last 6 Month of Individual/ savings Loan 

Schedule or Repayment Track (all are mandatory) Loan Schedule / Track of All Loans 

Showing EMI / ECS in Bank Statement or in Balance Sheet  

7. Continuity Proof of 5 years for Business or 2 years Job (all are mandatory) Sales Tax or 

Excise License Service Tax Registration Certificate or PF/ ESI Certificate Income Tax 

Return Any Government Certificate  

8. Others: Company Profile or Letter Head Property Documents Property Documents of 

Proposed Property to be purchased or to be pledged with Last 13 Years' Chain  

9. Most Important Documents (MID) Application Form to be filled and signed. Bank 

Statement Signature Verification. Request from the bank. 

Self-employed Businessman (Partnership & Private/Public Limited)  

1. Proof of Incorporation/Company Association (any one of the following) Proprietorship 

Deed / Bank Verification Letter/ Memorandum & Articles of Association / Certificate of 

Incorporation 
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2. ID Proof (any one of the following) Passport / Driving License PAN Card / Election ID 

Card 

3. Signature Proof (any one of the following) Passport / Driving License / PAN Card / Bank's 

Verification 

4. Residence Address Proof (any one of the following) Telephone Bill or Water Bill or 

Electricity Bill / Lease Deed / Rent Agreement if rented / Passport 

5. Residence/ Office Ownership Proof for PL (any one of the following) Lease Deed/ Registry 

or Other Ownership Proof Electricity/ water Bill Property Tax receipt 

6. Office Address Proof (any one of the following) Telephone Bill / Electricity Bill / Water 

Bill / Lease Deed / Rent Agreement if rented / Any Government Certificate Sales Tax or 

Excise License or Service Tax Registration Certificate 

7. Income Proof (all are mandatory) Last Two Year Income Tax Return, Ward/ Circle and Ten 

Digit Number of Receipt should be clear Profit/Loss Account & Balance Sheet or Auditor's 

report wherever applicable. Bank Statement of Last 12 months of all Current A/c showing 

in the Balance Sheet Bank Statement for Last 6 Month of Individual/ savings 

8. Loan Schedule or Repayment Track (all are mandatory) Loan Schedule/ Track of All Loans 

Showing EMI/ECS in Bank Statement. or in Balance Sheet 

9. Continuity Proof of 5 years for Business/ or 2 years Job (all are mandatory) Sales Tax or 

Excise License Service Tax Registration Certificate orPF/ ESI Certificate Income Tax 

Return Any Government Certificate 

10. Others Company Profile or Letter Head 

11. Property Documents Property Documents of Proposed Property to be Purchased or to be 

pledged with Last 13 Years Chain 

12. Most Important Documents (MID) Application Form to be filled and signed. Bank 

Statement Signature Verification. Request from the bank. 

Salaried Individual 

1. Proof of Incorporation/Company Association (any one of the following)Appointment Letter 

/ Salary Certificate 

2. ID Proof (any one of the following) Passport / Driving License / PAN Card / Election ID 

Card 

3. Signature Proof (any one of the following) Passport / Driving License / PAN Card / Bank's 

Verification 

4. Residence Address Proof (any one of the following)Telephone Bill or Water Bill or 

Electricity Bill / Lease Deed Rent Agreement if rented / Passport 

5. Residence/ Office Ownership Proof for PL (any one of the following) Lease Deed/ Registry 

or Other Ownership Proof / Electricity/ water Bill / Property Tax receipt 

6. Office Address Proof (any one of the following) Appointment Letter/ „ Salary Certificate  

7. Income Proof (all are mandatory) Last Two Years' Income Tax Return, Notes Ward/ Circle 

and Ten Digit Number of Receipt should be clear Profit/Loss Account & Balance Sheet or 

Auditor's report wherever applicable. Bank Statement of Last 6 Months of Individual/ 

savings Form 16 of Last 2 years 
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8. Loan Schedule or Repayment Track (all are mandatory) Loan Schedule/ Track of All Loans 

Showing EMI/ECS in Bank statement 

9. Continuity Proof 5 years for Business/ or 2 years in Job (all are mandatory) Appointment 

Letter Form 16 of last 2 Years 

10. Others Company Profile or Letter Head 

11. Property Documents Property Documents of Proposed Property to be Purchased or to be 

pledged with Last 13 Years Chain 

12. Most Important Documents (MID) Application Form to be filled and signed. Bank 

Statement Signature Verification. Request from the bank 

• Interest: Reserve Bank of India is the supreme authority in monitoring the Banking industry. 

Though it stipulates the rules and regulations that govern the banking industry, the individual 

banks are granted the liberty to fix the interest rates in accordance the market standards. 

• Tax perspective: The interest paid on the home loan can be deducted from the taxable 

income as it is exempted from tax. This is one of the important benefits that consumers look 

for while availing home loans. 

• Loan Process: A normal loan process takes 7 to 10 days from the day of submission of 

application to disbursement. We can understand this process as follows: 

• Day 1: Loan Application complete with all documents login with the bank 

• Day 2 - Day 3: Verification of documents, office, residence 

• Day 4 - Day 6: Credit Appraisal and decision if other verifications are positive, 

Approval 

• Day 7: Disbursal 

To get the loan disbursal within seven days, loan applicants are requested to furnish the 

complete information timely. 

1.2.4 Auto Loans 

Cars are becoming affordable due to ease and availability of finance and lower interest rates. 

Considering the economy involved, car manufacturers have, over a period of time, increased the 

number of manufactured cars. 

Most people also tend to purchase car regarding it as a status symbol and prestige in the society. 

• Term: A car loan or auto loan is obtained to purchase a new or a used car. The car is used as a 

collateral security for availing the loan. The loan period for a new car ranges from 3 to 5 years, 

while for used car it is shorter in duration. 

• Interest : The interest rate for auto loans depends on the period of the car loan, and the credit 

rating of the buyer. Auto loan accounts constitute 35% of all consumer credit outstanding. Rate 

of interest varies from 9% - 14% depending on person's profile and bank's criteria. Higher the 

risk, higher the rate of interest and vice versa. 
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• Processing Fee : A processing fee of 0.05% to 3% of the loan amount is payable upfront. This 

fee will be deducted from the disbursal amount payable to you. 

• Eligible Quantum of Loan: This aspect is very subjective as it depends on loan requirement 

and the repayment capacity of the applicant. Usually 80-90% of the auto loan is financed with 

credit and the rest is usually the down payment and is called margin amount. 

Therefore, banks and other financial institutions are providing excellent loans suiting the needs 

of different class of customers. The interest rates on the loans and the period of repayment of 

the loan are framed such that they are easily affordable by any class of household sector and 

individuals who satisfy the eligibility. Most of the banks and other financial institutions try their 

best to grant loans, which fit into the normal budget criteria too: Therefore, they have become 

more preferable. Two-wheelers are considered more accident-prone when compared to four-

wheelers. People have become more safety-conscious due to fear of accidents. Moreover, a car 

can accommodate the entire family and since Indians are more family-oriented and move 

around more in groups, cars are always in demand. 

Following are the few of the loan eligibility methods which most of the banks follow. The 

actual amount can vary from the bank to bank on the basis of their internal policies and 

decisions: 

1. Income Basis — on the basis of ITR, salary or form 16. 

2. Non Income Basis: Non-income basis is applicable for businessman. In this the bankers see 

the residence and business place and activity of the borrower. The stability in business and 

residence also matters. The maximum loan amount can go up to 70% of the LTV under Non- 

income basis. 

3. Running EMI's basis which is called surrogate income proof or track basis Running Erni's, If 

EMI paid are >= 9 Or 50% of the total tenure. 

4. Credit Card basis- Twice the credit card limit, if last three months' credit card payments are 

made regularly without any default. The maximum loan amount one can go up to is Rs.2.5 lakh. 

Documentation 

Below appended is the list of Documents required for the following categories - Sole Proprietor 

Businessman, Self-employed Businessman (Partnership), Self- employed 

Businessman.(Private/Public limited) & Salaried Individual 

Sole Proprietor Businessman 

1. Proof of Incorporation/Company Association (any one of the following) Proprietorship 

Letter / Bank Verification Letter 

2. ID Proof (any one of the following) Passport / Driving License / PAN Card / Election ID 

Card 
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3. Signature Proof (any one of the following) Passport / Driving License / PAN Card / Bank's 

Verification 

4. Residence Address Proof (any one of the following)Telephone Bill or Water Bill or 

Electricity Bill / Lease Deed Rent Agreement if rented / Passport 

5. Residence/ Office Ownership Proof (any one of the following)Lease Deed/ Registry or 

Other Ownership Proof / Electricity/ water Bill / Property Tax receipt 

6. Office Address Proof (any one of the following)Telephone Bill / Electricity Bill / Water Bill 

/ Lease Deed / Rent Agreement if rented / Any Government Certificate Sales Tax or Excise 

License or Service Tax Registration Certificate 

7. Income Proof (all are mandatory) Last Two Years' Income Tax Return, Ward/ Circle and 

Ten Digit Number of Receipt should be clear Profit/Loss Account & Balance Sheet or 

Auditor's report Wherever applicable. Bank Statement of Last 12 months of all Current A/c 

showing in the Balance Sheet Bank Statement for Last 6 Month of Individual/ savings 

8. Loan Schedule or Repayment Track (all are mandatory) Loan Schedule / Track of All Loans 

Showing EMI /ECS in Bank Statement. or in Balance Sheet 

9. Continuity Proof of 5 years for Business or 2 years in Job (all are mandatory) Sales Tax or 

Excise License Service Tax Registration Certificate or PF/ ES1 CertificateIncome Tax 

Return Any Government Certificate 

10. Others : Company Profile or Letter Head 

11. Most Important Documents (MID) Application Form to be filled and signed. 

Bank Statement Signature Verification. Request from the bank, 

12. Car Bill and Car Insurance. 

Self- employed Businessman (Partnership) 

1. Proof of Incorporation/Company Association (any one of the following): Partnership Deed / 

Bank Verification Letter/ Memorandum & Articles of Association / Certificate of 

Incorporation. 

2. ID Proof (any one of the following) :Passport / Driving License PAN Card / Election ID 

Card. 

3. Signature Proof (any one of the following) Passport / Driving License / PAN Card / Bank's 

Verification. 

4. Residence Address Proof (any one of the following) Telephone Bill or Water Bill or 

Electricity Bill / Lease Deed / Rent Agreement if rented / Passport. 

5. Residence/ Office Ownership Proof (any one of the following): Lease Deed/ Registry or 

Other Ownership Proof Electricity/ water Bill Property Tax receipt. 

6. Office Address Proof (any one of the following) Telephone Bill / Electricity Bill / Water 

Bill / Lease Deed / Rent Agreement if rented/ Any Government Certificate Sales Tax or 

Excise License or Service Tax Registration Certificate. 

7. Income Proof (all are mandatory) Last Two Years' Income Tax Return, Ward/ Circle and 

Ten Digit Number of Receipt should be clear Profit/Loss Account & Balance Sheet or 

Auditor's report wherever applicable. Bank Statement of Last 12 months of all Current A/c 

showing in the Balance Sheet Bank Statement for Last 
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8. Month of Individual/ savings. 

9. Loan Schedule or Repayment Track (all are mandatory) Loan Schedule/ Track of All Loans 

Showing EMI/ECS in Bank Statement. or in Balance Sheet. 

10. Continuity Proof 5 years for Business/ or 2 years in Job (all are mandatory) Sales Tax or 

Excise License Service Tax Registration Certificate or PF/ ESI Certificate Income Tax 

Return Any Government Certificate 

11. Others Company Profile or Letter Head 

12. Most Important Documents (MID) Application Form to be filled and signed. Bank 

Statement Signature Verification. Request from the bank. 

13. Car Bill and Car Insurance. 

Self- employed Businessman (Private/Public Limited) 

1. Proof of Incorporation/Company Association (any one of the following)Memorandum & 

Articles of Association / Certificate of Incorporation 

2. ID Proof (any one of the following): Passport / Driving License PAN Card / Election ID 

Card 

3. Signature Proof (any one of the following): Passport / Driving License / PAN Card / Bank's 

Verification 

4. Residence Address Proof (any one of the following) Telephone Bill or Water Bill or 

Electricity Bill / Lease Deed / Rent Agreement if rented / Passport 

5. Residence/ Office Ownership Proof (any one of the following) Lease Deed/ Registry or 

Other Ownership Proof Electricity/ water Bill Property Tax receipt 

6. Office Address Proof (any one of the following) Telephone Bill / Electricity Bill / Water 

Bill / Lease Deed / Rent Agreement if rented / Any Government Certificate Sales Tax or 

Excise License or crvice Tax Registration Certificate 

7. Income Proof (all are mandatory) Last Two Years' Income Tax Return, Ward/ Circle and 

Ten Digit Number of Receipt should be clear Profit/Loss Account & Balance Sheet or 

Auditor's report wherever applicable Bank Statement of Last 12 months of all Current A/c 

showing in the Balance Sheet Bank Statement for Last 6 Month of Individual/ savings 

8. Loan Schedule or Repayment Track (all are mandatory) Loan Schedule/ Track of All Loans 

Showing EMI/ECS in Bank Statement. or in Balance Sheet 

9. Continuity Proof 5 years for Business/ or 2 years in Job (all are mandatory) Sales Tax or 

Excise License Service Tax Registration Certificate or PF/ ESI CertificateTax Return Any 

Government Certificate 

10. Others Company Profile or Letter Head 

11. Most Important Documents (MID) Application Form to be filled and signed  

12. Bank Statement Signature Verification. Request from the bank 

13. Car Bill and Car Insurance 

Salaried Individual 
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1. Proof of Incorporation/Company Association (any one of the following):Appointment 

Letter / Salary Certificate 

2. ID Proof (any one of the following):Passport / Driving License / PAN Card / Election ID 

Card 

3. Signature Proof (any one of the following)Passport / Driving License / PAN Card / Bank's 

Verification 

4. Residence Address Proof (any one of the followcig) Telephone Bill or Water Bill or 

Electricity Bill / Lease Deed Rent .greement if rented / Passport 

5. Residence/ Office Ownership Proof (any one of the l llowing) Lease Deed/ Registry or 

Other Ownership Proof / Electricity/ water Bill / Property Tax receipt 

6. Office Address Proof (any one of the following)Appointment Letter / Salary Certificate 

7. Income Proof (all are mandatory) Last Two Years' Income Tax Return, Ward/ Circle and 

Ten Digit Number of Receipt should be clear Profit/Loss Account & Balance Sheet or 

Auditor's Report wherever applicable. Bank Statement of Last 6 Months of Individual/ 

SavingsForm 16 of Last 2 years 

8. Loan Schedule or Repayment Track (all are mandatory) Loan Schedule/ Track of All Loans 

Showing EMI/ECS in Bank statement 

9. Continuity Proof of 5 years for Business/ or 2 years in Job (all are mandatory) 

10. Appointment Letter Form 16 of last 2 Years 

11. Others Company Profile or Letter Head 

12. Most Important Documents (MID) Application Form to be filled and signed 

13. Bank Statement Signature Verification. Request from the bank 

14. Car Bill and Car Insurance 

Loan Process 

A normal loan process takes 7 to 10 days from the day of submission of application to 

disbursement. We can understand this process as follows: 

Day 1: Loan Application complete with all documents login with the bank 

Day 2 - Day 3: Verification of documents, office, residence 

Day 4 - Day 6: Credit Appraisal and decision if other verifications are positive , Approval 

Day 7: Disbursal 

To get the loan disbursal with in seven days, loan applicants are requested to furnish the 

complete information timely. 

Risk: The risk in auto loans is less. If a person is not able to repay, then the bank or any other 

institution from where the loan has been acquired, can seize the vehicle. Therefore, the 

borrower should calculate his monthly budget carefully and avail a loan. He should also 

carefully study the terms and conditions of the interest rates, the monthly installments, the 

tenure of the loan etc. Budgeting is very important as the costs correlated with obtaining the car 
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do not end as soon as the car has been delivered or the loan, paid off. In fact, owning the car is 

one part of the cost-cycle. Costs constituting repairs, maintenance, taxes, insurance, registration 

etc., also add to the budget. Therefore, the affordable budget should stretch not only during 

purchase time but also over the life of the vehicle. The kind of car, the affordable price, the type 

- petrol or diesel and the expected maintenance costs etc. should be carefully decided by the 

borrower. He should also decide whether he wants to lease the car or go for hire purchase. In 

case of lease, the financer or the lesser charges low rate of interest by transferring the 

depreciation benefits. The borrower gets tax benefits like, lease amount, cost of maintenance 

and insurance which can be claimed as expenses. In case of hire purchase, the borrower gets the 

benefit of tax shield on depreciation, as he possesses the car. The amount paid as road tax, 

interest on loan, insurance, repairs etc. are deductible from the income for income tax 

calculations. In case the borrower is an individual he is not liable for the tax benefits. After 

deciding between leasing or hire purchase, the borrower should prefer a loan that suits his 

repaying capacity and monthly budget. Therefore, he needs to get the rates, terms and 

conditions of all the companies providing the auto loans. Comparison of the rates, the payment 

and tenure of the loan, the down payment or the initial payment, the incentives or discounts that 

the companies offer must be identified. Before signing the agreement for the loan, the borrower 

should clear all his doubts by asking questions. He should try and get a copy of the agreement 

Understanding the important clauses in the agreement or the contract will eliminate troubles in 

the future. 

Most of the finance companies and banks market their loans through dealers or agents. 

Therefore, authentication of the dealer should be verified. Usually, post-dated cheques should 

be drawn for the repayment of the loan. Most lenders including foreign banks make the 

borrowers sign the set of loan documents. Even if one document is missing, the loan will be 

rejected. 

1.2.5 Educational Loans 

Families in India attach a lot of importance for providing education to their children. For this 

reason, though a majority of people struggle to earn their living, they still strive to give their 

children the best education. Since most educational fields have become advanced, many tend to 

educate their children in these fields. Thus, they naturally require lot of liquidity in the form of 

cash. To solve this problem, many banks and other financial institutions are now providing a 

variety of educational loans at reasonable interest rates. So, people have a choice to select the 

kind of educational loan that suits them the best depending on their repaying capacity. Until a 

few years back most educational loans were offered to students going abroad to pursue their 

higher studies. But now, people have the facility to provide quality education in India itself, and 

save a lot of money. Thus, people are ready to pay for quality education by way of educational 

loans from banks. These loans are repayable in monthly installments and are affordable. 

Interestingly, the idea of selling educational loans was tough in India initially, as people did not 

generally look for such loans. But now things are changing. As the expenses for education have 

increased, the youth are not willing to let their parents pay for their education and remain a 
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burden on them. They opt for educational loans and work side by side and the amount thus 

earned is used for the repayment of the loans.  

This is advantageous as the youth is learning to struggle and learn to become more independent 

and responsible. Since educational loans have become part of priority sector lending, formalities 

involved are reduced and it is easier and cheaper to get them. The lower interest rates are 

actually the icing on the cake for those availing an educational loan. 

1.2.6 Installment Credit 

Installment loans require the periodic payment of principal and interest. In most of the cases, 

the customers borrow money to buy consumer durable cover extraordinary expenses and the 

loan is to be repaid In Installments'. Except revolving credit, most consumer loans are secured. 

Installment loans can be either direct or indirect loans. A direct loan is negotiated between the 

ultimate user of funds and the bank. The user must formally make the loan request and support 

it with personal financial information to borrow from the bank. An indirect loan is funded by a 

bank through a separate retailer such as an automobile dealer who sells merchandise to the 

customer. The retailer takes direct credit application, negotiates terms with the individual and 

presents the agreement to the bank. If the bank accepts the proposal it buys the loan from the 

retailer under prearranged terms. 

• Eligibility : This type of loan is extended to customers who are above the age of 18, and who 

has sufficient loan repayment power. 

• Quantum of loan: The maximum permissible amount for this type of loan is Rs. 1,00,000. It 

is issued up to 90% of the value of the asset. 

• Interest: Interest rate varies from bank to bank depending on the terms and conditions of 

operation of each bank. 

1.2.7 Loan Against Shares 

Sometimes borrowers may pledge their shares and take loan. This provides a collateral security 

to the lender for the loan availed. If default occurs, then the lender has every right to seize the 

shares and sell them to satisfy the unpaid loan amount. If there is still any deficiency, then the 

borrower may or may not pay. 

The loan is available in the form of an overdraft facility against the pledge of financial 

securities like shares/units/bonds. After you submit the loan application with all the share 

certificates and other relevant documents, a current account is opened in your name. You can 

then withdraw up to the amount sanctioned and interest will be charged only for the number of 

days you use the amount. 

The loan amount that can be sanctioned depends on two factors: the extent of funding on a 

particular stock and the price (called the base price) considered by the lender for calculating the 

value of the shares. The Reserve Bank of India (RBI) allows banks to lend up to 75 per cent of 
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the value of demat shares and 50 per cent of the value of physical shares. But banks can, and do, 

fix their own limits with respect to the extent of funding within that range. 

Generally, demat shares get you a larger loan amount in faster time, at less rate of interest and at 

smaller processing fee. Every lender has an approved list of securities that he lends against and 

this list varies from lender to lender. There are other conditions that lenders apply on equity 

loans. 

The loan is extended against shares of eligible companies and, in a few cases, units of reputed 

open-ended mutual funds. Generally, a maximum of 20 shares can be pledged.   

Only fully paid-up shares in the lender's approved list of securities are accepted. Shares held in 

the name of minors, HUFs, NRIs and companies are generally not accepted. Loans against 

mutual fund units are based on their NAV value. 

Eligibility 

The applicant must be at least 21 years of age when the loan is sanctioned. Profile: 

a. Shares should be frequently traded on BSE/NSE/DSE or other recognized Stock 

Exchange. 

b. Joint holders to become co-obligates with third party as guarantor for third party. 

• Loan Amount: Loan Amount ranges from Rs. 50,000/- to Rs. 25 lakh. 

• Rate of Interest: It varies from 9% - 10% p.a. payable on quarterly basis, subject to change 

from time to time. Higher the risk, higher the rate of interest and vice versa. 

• Processing Fee: A processing fee of 0.05% to 3% of the loan amount is payable upfront. 

This fee will be deducted from the disbursal amount payable to you 

• Documentation: Below appended is the list of Documents required for loan against shares: 

1. Loan agreement kit and post-dated cheque etc. 

2. Copy of shares (Joint Stock Company held in demat form. 

3. Proof of Identity (any one) - Passport / Driving License / Voters ID / PAN card / Photo Credit 

Card / Employee ID card. 

4. Proof of Residence (any one) - Ration Card / Utility bill / L.I.0 Policy Receipt 

Loan Process 

• A normal loan process hardly takes any time. It is an instance process. 

• Normally, it takes 0 to 3 days from the day of application submission to disbursement. 

• Loans get sanctioned between 0-3 working days if all the documentation and other forms 

submitted are in order. 

• Loan applicants are requested to furnish the complete information timely. 

1.2.8 Loan Against Automobiles 
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Loan against auto is available in the form of overdraft against car. The rate of interest is lower 

than interest in case of personal loan. The money can be utilized for personal as well as business 

needs. The overdraft amount that can be sanctioned is up to 80% of the value of the car. All 

vehicles are valued by bank empanelled valuers. To receive the overdraft amount, a Current 

Account with an overdraft limit is created in borrower's name. The interest is charged only on 

the amount withdrawn. Most of the banks give overdraft facility even if the car is hypothecated 

in another financier's name. 

Usually the overdraft facility is not given if the car is more than 9 years old. 

1.2.9 Loan Against Home 

Loan against home connotes a loan that is given or disbursed against the mortgage of home. 

The loan against property is given as a certain percentage of Notes market value of the property. 

Generally, the loan amount that is sanctioned ranges from 40% to 70% of the market value with 

an upper threshold limit of 2 to 3 lakh. Loan against home works out to be much cheaper than 

personal loan. The lower rate because the lending entity has a security in the form of the 

housing mortgage vis-a-vis a personal loan that is given without any security. The loan tenure 

for loan against home is much larger than personal loan. 

Generally, the maximum loan tenure is 10 years. 

Loan against home can be taken for any purpose and you are not required to disclose the motive 

of the loan to the lending authority. The criteria for loan against home are same as that of a 

home loan. Part pre-payment as well as full pre-payment of loan against home is generally 

allowed by most lending institutions. 

Loan against property is available against both residential and commercial property. Many 

housing finance companies allow individuals to take loan against home if they have taken a 

housing loan from them. 

1.2.10 Marriage Loans 

Marriage is one of the most important events in a person's life. You want to make sure that all 

the arrangements are perfect and match the occasion. Marriage loans ensure that money is not a 

hindrance in marriage preparations. 

Several Indian banks offer loans for marriage. Marriage loan is available for meeting the 

expenses of marriage of daughter, son, dependent sister, dependent brother, working woman, 

and self-marriage of man. 

Maximum marriage loan amount that can be sanctioned varies from bank to bank. Generally, it 

is twice the net annual income ((maximum limit of Rs. 2 or 3 lakh, varying from bank to bank). 

For the loan to be disbursed, the bride and the groom should not be less than 18 years and 21 

years of age respectively and the age of the applicant should not exceed 60 years. 
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1.2.11 Single Payment Loans 

This loan is granted to the borrower for a specified period of time, after which he is entitled to 

repay the entire amount. This amount includes the principal amount plus the interest. The 

repayment period ranges from 30 days to a year. They sometimes serve as a source of interim 

finance to pay bills or for purchases when the funds are unavailable but are expected to be 

forthcoming in future. Sometimes single payment loans are used by those customers who want 

to avoid the monthly installment payments and choose to make large payments at the end of the 

loan. Single payment loans are of both categories- secured and unsecured. 

1.2.12 Bank Credit Cards 

The giant among the open account credit is the bank credit card or 'plastic card'. These cards are 

issued by the bank or any other financial institution that allows the customer to make purchases 

at any establishment that accepts it. It is widely used for the purchase of consumer goods and 

services. The credit card is now used to pay almost everything - groceries, cosmetics, assets, 

doctor bills, hotel charges, college and tuition fee etc. In recent years, big names have emerged 

in this area like American Express Blue Card, Citibank's Taj Diners Club International, Bank of 

America's Platinum, Centennial Visa or Master Card etc. 

1.2.13 30-Day Charge Card 

They are the regular cards and the customers are expected to pay the monthly bill in full within 

10 or 20 days after the billing date. Interest can be avoided if the payment is made within the 

specified due date; However, interest penalty is charged after the due date. Gas or electric 

companies or telephone companies etc., offer these kinds of cards. They do not involve the use 

of charge cards.  

1.3 Self Assessment Test 

1. Explain the general principles of Lending. 

2. Explain the Process of Loan Evaluation. 

3. Explain the types of Retail Advances. 

1.4 Further Reading 

1. Retail Management Principles And Practices- Author(s)/Editor(s): Dr K N Barik 

2. Retail Managemen - Author(s)/Editor(s): M A Shewan 

3. Retail Management - S N Mitra 

4. Retail Banking- Raghu Palat  
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UNIT 2: LOAN EVALUATION PROCEDURE 
              
Learning Objectives 

After studying this unit, you will be able to: 

• Understand the loan evaluation procedure 

• Know the limitations of credit scoring 

Structure 

2.1 Loan Evaluation Procedure 

2.1.1 Credit Analysis 

2.1.2 Credit Scoring 

2.1.3 Common Credit Scoring Models 

2.1.4 Limitations of Credit Scoring 

2.1.5 Risk Management and Retail Banking 

2.1.6 Risk and Return on Consumer Loans 

2.1.7 Revenues from Consumer Loans 

2.1.8 Processing of Loans 

2.2 Self Assessment Tests 

2.3 Further Reading 
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2.1 Loan Evaluation Procedure  

Consumer loans differ from commercial loans, as no comprehensive analytical format applies to all 

loans. The financial statements of a company and other details are readily available for the bank 

based on which it makes a decision. However, consumer loans are peculiar in the sense that the 

bank cannot gauge the creditworthiness of the borrower, as there is no readily available 

information. When evaluating the measurable aspects of consumer loan requests, an analyst 

addresses the following issues: the character of the borrower, the use of loan proceeds, the amount 

needed, and the primary and secondary sources of repayment. Therefore, the bank has to base its 

decisions more on qualitative parameters rather than quantitative aspects. For example, in credit 

cards, a bank cannot know what the loan proceeds are used for or how much the customer will 

borrow at any point of time. In contrast, a boat loan with fixed installment payments has a 

maximum borrowing amount and regular repayment schedule. Credit analysis therefore is distinct 

for each type of loans. Many banks mass market their credit cards knowing that losses will increase 

but hoping to price this risk accordingly and to attract enough affluent customers to offset the 

charge offs. There is no formal analysis of individual borrower characteristics unless the lender 

uses the credit-scoring model. In contrast, lenders treat installment loans made directly in 

negotiation with the borrower similar to commercial loans. Each facet of credit request, such as 

estimating discretionary income (cash flow) relative to debt service requirements is evaluated on 

similar pattern as applied to commercial loans. Credit analysis and credit scoring techniques are the 

most popular methods of evaluating consumer loans. 

2.1.1 Credit Analysis 

The objective of consumer credit analysis is to assess the risks associated with lending to 

individuals. These risks are substantially different from those of commercial loans. As the costs of 

servicing consumer loans are high, banks must generate substantial loan volume to reduce unit 

costs. This means servicing large number of distinct borrowers with different personalities and 

financial characteristics. 

While evaluating loans, the banker cites the six Cs of credit: character, capital, capacity, conditions, 

collateral, and compliance. Among these, the most important thing to be assessed is character, 

which depicts the consumer's desire to repay the loan. The quantitative information that is available 

is the borrower's application and credit record. If the borrower is not a current customer, the officer 

must solicit information from local credit bureaus or other businesses that have extended credit to 

the individual. Banks can rely on the subjective appraisals of the borrower's character. They can 

obtain personal references, verify employment and check the accuracy of the application. This is 

necessary as fraud is prevalent and it is relatively easy for an individual to disguise past behavior. If 

the loan officer determines that a potential customer is dishonest he or she can reject the loan. 

Capital refers to individual's financial ability to meet loan payments in addition to normal living 

expenses and other debt obligations. An individual's Notes income serves as the primary source of 

repayment for all consumer loans. A loan officer projects and computes the periodic principal 

interest payments on the new loan with the income of t applicant after other expenses. To assure 
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adequate coverage, the lender imposes minimum down payment requirements and maximum 

allowable service to income ratios. The loan officer verifies that the borrower's income equals that 

stated in the application and assesses the stability of the income source. Conditions refer to the 

impact of economic events on the borrower's capacity to pay when some income sources reduce as 

business activity decline. Collateral provides a secondary source of repayment. It can be the asset 

finance by the loan or other assets owned by the individual or the personal guarantee of consignor 

on the loan. A loan cannot be approved just because the collateral appears to be solid. In many 

cases, the collateral disappears or deteriorates in value prior to b taking possession as it happens in 

the case of damaged or older automobile. Finally, the bankruptcy code enables the individuals to 

seek protection with a range of assets from creditors and it may be difficult to obtain a judgment. 

Apart from the six Cs, two additional Cs have been added, which are custom relationship and 

competition. A bank's prior relationship with a customer reveals information about his or her past 

credit and deposit experience that is useful assessing his or her willingness and ability to repay. 

Competition has an impact affecting the pricing of a loan. All loans should generate positive risk 

adjust returns. However, lenders must periodically react to competitive pressures undercutting 

competitor's rates in order to attract new business. However competition solely should not affect the 

accept/reject decision. 

2.1.2 Credit Scoring 

While evaluating consumer loans, banks employ two methods: judgmental as well as quantitative 

credit scoring procedures. In both cases, a loan officer collecting information regarding the 

borrower's capacity, character and collateral. However, in a pure judgmental analysis, a loan officer 

subjectively interprets the information in light of the bank's lending guidelines and accepts or 

rejects the loan. The assessment is a short one where the banker receives the loan application and 

visits the applicant. With a pure quantitative credit scoring analysis, the banker grades the loan 

request according to statistically determined accept/reject threshold. Credit scoring evaluates the 

credit risk of loan applications. Credit scoring was first developed in the 1950s, but has come into 

increasing use in the last two, decades. Using historical data and statistical techniques, credit 

scoring tries to isolate the effects of various characteristics on delinquencies and defaults of an 

applicant. The method produces a "score" that a bank can use to rank its loan applicants or 

borrowers in terms of risk. To build a scoring model, or "score card,' developers analyze historical 

data on the performance of previously made loans to determine which borrower characteristics are 

useful in predicting whether the loan was performed well or not. 

Credit scoring systems and accept/reject scores are empirically derived from either multiple 

regression analysis or multiple discriminate analysis. These statistical techniques use historical data 

regarding a bank's good and bad consumer loam to assess what characteristics identify a high 

percentage of good or bad borrowers. The accept/reject scores represent the weighted value of the 

borrowers characteristics. In the early 1980s, the three major credit bureaus, Experian, Equifax and 

Trans Union together worked with the Fair Isaac Company to develop generic scoring models that 

allow each bureau to offer a score based solely on the contents of the credit bureau's data about an 

individual. Creditors especially those in the mortgage industry frequently use the scores to screen 
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the applicants. They order the score commonly called a FICO score from one of the bureaus, which 

is drawn only from the credit report. However, individual creditors often also consider the 

information, such as salary data or for how long the person has been employed at the same 

company when making loan decisions. 

A computer-generated score is compiled using information from an individual's credit report, such 

as how much money is owed and whether payments have been made on time. Then that score is 

compared to the credit performance of consumers with similar profiles. The scoring system awards 

points for each factor that helps predict who is most likely to repay a debt. A total number of points 

a credit score helps predict how likely it is that the applicant will repay a loan and make payments 

on time. 

Credit scores range from 375 to 900 points, but those numbers means little on their own. They 

become meaningful and useful within the context of a particular lender's own cutoff points and 

underwriting guidelines. In general, a person is considered to have a better credit risk if his or her 

FICO score is high. Under mortgage lending guidelines, for ex—iple, a score of 650 or above 

indicates a very good credit history. People with these scores will usually find obtaining credit 

quick and easy, and will have a good chance to get it on favorable terms. 

There are five factors that comprise each credit score, weighted according to their importance to 

creditors. It is important to remember that, although lenders may look at a variety of factors when 

making their credit decisions (such as income and the type of credit applied for), the credit score 

only evaluates information from credit reporting agencies. The law prohibits factors like ethnic 

group, religion, gender, marital status and nationality from being used in the credit scoring mix. 

Sound credit scoring models should not be limited to assess creditworthiness but also used for 

predicting potential bankruptcy, revenue response, profitability attrition and also fraud. These five 

factors are discussed below. The following pie chart indicates the five factors and weightage given 

to them. These are explained in detail below. 

1. Payment History (35% of score) 

The first thing any lender wants to know is whether.one has paid his or her past credit accounts on 

time. The payment history factor of credit scoring takes into account: 

• Payment information on many types of accounts: These include credit cards, retail accounts 

(credit from stores), installment loans (e.g., car loans), finance company accounts and 

mortgage loans. 

• Public record and collection items: These include reports of events such as bankruptcies, 

judgments, suits, liens, wage attachments and collection items. These are considered quite 

serious, although older items count less than more recent ones. 

• Details on late or missed payments and public record and collection items: A 30-day late 

payment is not as risky as a 90 day late payment. But recency and frequency count too. A 30-

day late payment made just a month ago will count more than a 90 day late payment made 5 
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years ago. Note that closing the account on which one had previously missed a payment does 

not make late payment disappear from his or her credit report. 

• Details on how many accounts show no late payments: A good track record on most of a 

person's credit accounts will increase his or her credit score. 

2. Amounts Owed (30% of score) 

Owing money on different credit accounts does not mean a person is a high-risk borrower with a 

low score. However, owing a great deal of money on many accounts can indicate that a person is 

over-extended and is more likely to make some payments late or not at all. One part of the science 

of scoring is to determine how much is too much for a given credit profile. This factor takes into 

account the following: 

• The amount owed on all accounts: Even if a person pays his or her credit cards in full every 

month, still his or her credit report may show a balance on those cards. The total balance on his 

or her last statement is generally the amount that will be shown in his or her credit report. 

• The amount owed on all accounts, and on different types of accounts: In addition to the overall 

amount owed, the score considers the amount owed on specific types of accounts, such as 

credit cards and installment loans. 

• Balances on certain types of accounts: In some cases, having a very small balance without 

missing a payment shows a responsible management of credit and may be slightly better than 

no balance at all. 

On the other hand, closing unused credit accounts that show zero balances and that are in good 

standing will not generally raise credit score. 

• The number of accounts that have balances: A large number can indicate higher risk of over-

extension. 

• The total credit line being used on credit cards and other "revolving credit" accounts: Someone 

closer to "maxing out" on many credit cards may have trouble making payments in the future. 

• How much of installment loan accounts are still owed, compared to the original loan amounts: 

Paying down installment loans is a good sign that a person is able and willing to manage and 

repay debt. 

3. Length of Credit History (15% of score) 

In general, a longer credit history will increase the credit score. However, even people with short 

credit histories may get high scores, depending on how the rest of the credit report looks. This 

factor takes into account the following: 

 In general, how long the credit accounts have been established: The score considers both the 

age of the oldest account and an average age of all accounts of a person. 

 How long the specific credit accounts have been established. 

 How long it has been that a person has used certain accounts. 
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4. New Credit (10% of Score) 

Research shows that opening several credit accounts in a short period of time represents greater 

risk, especially for people who do not have a long-established credit history. This also extends to 

requests for credit, as indicated by "inquiries" to the credit reporting agencies (an inquiry is a 

request by a lender to get a copy of a person's credit report). This factor takes into account:  

• How long it has been since he or she has opened a new account. 

• How many new accounts a person is having. 

• How many recent requests for credit he or she has made, as indicated by inquiries to the credit 

reporting agencies: If a person requests a copy of his or her credit report to check it for 

accuracy it will not affect his or her score. This is considered as a "consumer initiated inquiry," 

not an indication that he is seeking new credit. Also, his or her score is unaffected by lender 

inquiries into his or her credit report for purposes of offering him or her a "pre- approved" 

credit, or for reviewing his or her account with them, even though these inquiries may show up 

on his or her credit report. 

• Length of time since lenders made credit report inquiries. 

• Record of recent credit history following past payment problems: 

• Re-establishing credit and making payments on time after a period of late payment behavior 

will help to raise a score over time. 

5. Types of Credit in Use (10% of score) 

This factor considers a person's mix of credit types (credit cards, retail accounts, installment loans, 

finance company accounts and mortgage loans). It also looks at the total number of accounts a 

person has for different credit profiles, how many would be considered too many etc. This means it 

is not necessary to have one of each type, nor it is a good idea to open credit accounts that a 

customer does not intend to use. The credit mix generally is not a key factor in determining credit 

score unless his or her credit report does not have a lot of other information upon which a score is 

based. 

2.1.3 Common Credit Scoring Models 

Two of the most common models for credit scoring are: 

MDS bankruptcy score= Scores range from about 0 to 1300 

Higher scores = Higher risk of default 

FICO score= Scores range from about the 300s to the 900s 

Higher scores = Lower risk of default 

Statistical credit scoring is superior to judgmental scoring. Firstly, the statistical credit score is an 

objective number that provides an accurate estimate of the consumer's likelihood of defaulting. 

Banks can therefore use statistical scores to reduce defaults or to operate at a chosen level of risk. 
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Secondly, the statistical score can be used to calculate expected loss and profit, thereby providing 

banks with a good profit estimation tool. These estimations can be used by the lender to optimize 

profits. Statistical scores can also guide the decision on the rate of interest that should be charged 

on a loan. Statistical scorecards lend themselves to automation. From the consumer's point of view, 

this ensures quick turnaround time in the evaluation process as well as total consistency, 

eliminating any bias, which may occur when done by a human analyst. 

Credit scoring in the strict sense of the term is very nascent in India. Most Indian banks use 

"Judgmental Scoring Models". Judgmental models consist of a set of pre-defined rules and 

standards for loan approvals. These standards or rules are derived from the collective experience of 

many credit analysts and historical evidence available with the bank. Judgmental models provide 

more consistency than individual credit analysis and they also help to reduce the decision time for 

credit lending. While building a statistical credit-scoring model requires large Notes amount of 

historical data, most Indian banks did not have this data in the past. 

But today with the embracing of new technology, most Indian banks have this data and are ideally 

placed to undertake statistical credit scoring. However, till now only few of Indian banks have 

moved to statistical credit scoring. Banks in most of the advanced economies have moved beyond 

judgmental models to "Statistical Credit Scoring". Several statistical linear probability models are 

used to develop credit scoring system including probability and liner probability model, logit 

models, and discriminate analysis model. Two newer methods have emerged, which estimate the 

default pro which include options pricing theory models and neural networks. These have the 

potential to be more useful in developing models for commerce which tend to be more 

heterogeneous than consumer or mortgage loans the traditional statistical methods harder to apply. 

Options-pricing starts with the observation that a borrower's limited liability is comparable option 

written on the borrower's assets, with strike price equal to the value debt outstanding. If, in some 

future period, the value of the borrowers is below the value of its outstanding debt, the borrower 

may default. KMV Corporation has developed a credit-monitoring model options-pricing theory. 

Neural networks are artificial intelligence algorithms that allow to discern the relationship between 

borrower characteristic, and the probability of default and to determine which characteristics are 

important in predicting default. This method is more flexible than the statistical techniques, since 

no assumptions have to be made about the form of the relationship between characteristics and 

default probability. Some argue that neural network is much promising in credit scoring for 

commercial loans, but others have argued that the approach is more ad hoc than that of standard 

statistical methods. 

A study by Edward Altman, Giancarlo Marco, and Franco Varetto analyzed 1000 healthy, 

vulnerable, and unsound Italian industrial firms from 19821 found that performance models derived 

using neural networks and those using the more standard statistical techniques yielded about the 

same accuracy. They concluded that neural networks were not clearly better standard methods, but 

suggested using both types of methods in applications, especially complex ones in which the 

flexibility of neural networks would be particularly valuable. 
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2.1.4 Limitations of Credit Scoring 

The accuracy of the scoring systems for under-represented groups is still in question. Accuracy is a 

very important consideration in using credit scoring if the lender lowers costs of evaluating loan 

applications by using scoring models are not accurate, these cost savings would be reduced b 

performing loans. The accuracy of a credit scoring system will depend on with which it is 

developed. The data on which the system is based needs sample of both performing and poorly 

performing loans. Its applicant pool by mass marketing, ensures that the new pool of applicants 

behave similarly to the pool on which the model was built; otherwise, the model may not accurately 

predict the behavior of these new applicants. The use of credit scoring itself may change a bank's 

applicant pool in unpredictable ways, since it changes the cost of lending to certain types of 

borrowers. Again, this change in applicant pool may hurt the accuracy of a model that was built 

using information from the past pool of applicants. Account should be taken not only of the 

characteristics of borrowers who were granted credit but also of those who were denied. Otherwise, 

a "selection bias" in the loan approval process could lead to bias in the estimated weights in the 

scoring model. A model's accuracy should be tested. A good model needs to make accurate 

predictions in good economic times and bad, so the data on which the model is based should cover 

both expansions and recessions. And the testing should be done using loan samples that were not 

used to develop the model in the first place. Studies of the mortgage scoring systems suggest that 

they are fairly accurate in predicting loan performance. In the year 1995, Freddie Mac reported 

some of its own research on the predictive power of mortgage credit scores by Fair, Isaac and CCN-

MDS. The agency studied hundreds of thousands of Freddie Mac loans originated over several 

years and selected from a wide distribution of lenders, product and loan types, and geographic 

areas; it found a high correlation between the scores and loan performance. The agency also had its 

underwriters review thousands of loans and found a strong correlation between the underwriters' 

judgments and the Fair, Isaac credit scores. 

It is important to remember that a credit scoring model does not reveal to the lender with certainty 

what the future performance of an individual loan will be. When loan approval decisions are based 

solely on credit scores, some borrowers will be granted credit but will ultimately default, which 

visibly hurts the lender's bottom line. Other borrowers would not be granted credit even though they 

would have repaid, which, though less visible, also hurts the lender's profitability. No scoring 

model can prevent these types of errors, but a good model should be able to accurately predict the 

average performance of loans made to groups of individuals who share similar values of the factors 

identified as being relevant to credit quality. Indirect lending is an attractive form of consumer 

lending where a bank deals with reputable retailers. A retailer sells merchandise to consumers on 

credit and takes the credit application. As many of the firms have limited resources to carry their 

receivables, they sell them to banks or other financial intermediaries. The bank then analyzes the 

credit application and makes the credit decision. These loans are collectively called as deal paper. 

The ultimate borrowers are normally unknown to the ultimate lenders. A lender faces less risk in 

indirect lending because, as a specialist in the field, the retailer normally has a well-established 

credit standing. Lower risk usually means less gain for the lender. Indirect lending generally offers 
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lower cost to the ultimate borrower for small or short-term loans. Most borrowers lack sufficient 

credit standing to borrow directly. Borrowers who have good credit standing may find it cheaper, 

especially for large sums. Banks aggressively compete for deal paper originated by well-established 

retailers that are of predictable quality. Banks vary the pre-determined discount rate depending on 

the dealer's reputation and the nature of recourse agreement. They charge lower rates under full 

recourse plans, as the credit risk involved is very less. Dealers who have the capability to assess 

credit quality themselves prefer these arrangements because their profit is higher. Under a non-

recourse plan, banks charge higher rates of interest and review each application carefully as if the 

loans were a direct one. 

2.1.5 Risk Management and Retail Banking 

Considering the aggressive growth strategies in retail banking pursued by banks amid intensifying 

competition, banks may compromise on the credit quality. Though there is a conflicting interest 

between risk management and marketing, both should work towards a common measurable target, 

which combines both volumes and bad debts. The sound credit scoring models should not be 

limited toassessing creditworthiness but also be used for predicting potential bankruptcy, Notes 

revenue response, profitability attrition and also fraud. Besides, banks have to move from mass 

marketing where "one size fits all" to targeting specific customers based on their individual 

behavior, needs and value. The customer database maintained by each bank would be handy to 

study customer behavior, needs etc., to respond with the right product at the right time through the 

right channels and deliver conveniently, efficiently and effectively. 

The international trends show that large losses can be related to retail loan portfolios and hence 

there is a need to tread cautiously and manage risksproactively. Though the portfolio of retail loans 

is better diversified than a corporate loan portfolio, a systemic risk arising out of macroeconomic 

shocks could still have a large negative impact. The risks include the following: 

a. deficiencies in lending policies 

b. Incorrect product structuring 

c. Inadequate loan documentation 

d. Deficiencies in credit appraisal 

e. Absence of post-sanction surveillance and monitoring 

f. Inadequate risk pricing 

g. Inadequately defined lending limits, and 

h. Weak collection strategy 

All the decisions throughout the credit cycle i.e., marketing, application processing, accounts 

management, collection, recoveries have bad risk implications. Banks need to understand different 

behavior in a retail portfolio in relation to internal credit and marketing policies which would help 

them to respond to changes, project and make provision for forward bad debt expectations resulting 

in a good retail credit risk management. Banks with proactive retail credit risk m processes will be 

well-positioned and would be able to achieve healthy growth in terms of both volumes and 
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profitability. This would help them to capitalize on emerging opportunities and meet challenges in a 

competitive environment. 

2.1.6 Risk and Return on Consumer Loans 

Earlier, banks were either wholesale or retail institutions focusing on commercial or individual 

consumers respectively. However, this distinction has been blurred in the recent past as traditional 

wholesale banks have entered into retail segment. The competition for commercial customers 

narrowed the commercial loan yields as returns fell relative to potential risks. 

Secondly, developing loan and deposit relationships with individuals apparently represents a 

strategic response to the deregulation. The removal of interest rate ceilings substantially reduced 

banks' core deposits by making high balance customers more price sensitive. On an average, 

individuals hold small balances and move deposit accounts less frequently, providing a more stable 

deposit base. Thus, liquidity risk declines as a bank's retail deposit base increases. 

2.1.7 Revenues from Consumer Loans 

Banks earn substantial returns from interest on loans and associated fees. As many usury ceilings 

have been eliminated the banks can ration credit via price rather than by altering non-price credit 

terms. This permits the banks to raise consumer loans at their own conditions. When conditions 

permit, banks also can delay lowering rates when their borrowing costs decline. Most of the 

consumer loans are fixed and do not change over a period of time. In declining interest rate 

scenario, consumer loans earn larger spreads compared to bank's borrowing cost. When the short-

term rates rise, the spread narrows until the banks raise loan rates. With aggressive marketing, the 

consumers are becoming more rate-sensitive such that credit card loan rates and fees now closely 

follow the bank funding costs. 

In addition to interest income, banks generate substantial non-interest revenues from consumer 

loans. For example, with traditional installment credit, banks often encourage borrowers to 

purchase life insurance on which the bank may earn premium income. 

Consumer Loan Losses 

Losses on consumer loans are normally the highest among all categories of bank credit. This is due 

to the cyclical patterns in personal income as well as extensive fraud. Losses are due to the mass 

marketing efforts pursued by many lenders particularly with credit cards. In 2001, in US consumer 

credit card charge off rate averaged 6.5% such that losses amounted to Rs.10 billion of which 80% 

historically represent outright defaults and 20% fraud. 

Both losses and delinquent accounts rise during recessions and decline high growth periods. Retail 

banking segment is increasingly attracting the attention of bankers as there are tremendous 

opportunities for them. It has undergone a massive change - a paradigm shift over the last few 

years. Technology has played a pivotal role over a decade in the banking scenario. Customers can 

now experience banking without much constraints of time (service hours) and location of branches 
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unlike yesterday. The idea that has evolved in the new generation banks with the Net and A TMs in 

force is to enable a customer to move along with his or her bank to an office, shopping plaza, 

hospital or even a pleasure trip to the Bahamas. Apart from the regular banking products being sold 

and serviced to, the banks have become a "one stop financial shop" providing with a basket of other 

financial products like mutual funds, Government of India relief bonds, advisory services to life 

insurance. 

The writing on the wall clearly says, "Customer first." Therefore, it would be apt p say that retail 

banking and distribution would be the engine of growth for future in the banking sector. 

 

2.1.8 Processing of Loans 

1. Once the loan application together with the required documents has been submitted, the 

bank officer will look into your capacity to make loan repayments. Factors such as income, 

expenses, debts, and collateral will be considered to determine the appropriate loan amount. 

2. The Branch Officer will send the loan application form and supporting documents to the 

Consumer Center for approval. The following factors will be considered: 

• The purpose of the loan. 

• The borrower suitability measured against the loan criteria. 

• The borrower's capacity to make loan repayments. 

• The type and value of the collateral offered. 

3. The Appraisal and Mortgage Center will make an appointment to visit the property within 

seven days from the day of submission of the loan application. 

4. After having considered the supporting documents, the officer will inform the applicant of 

the outcome of his loan application. This process normally takes around 14 days from the 

day the application is submitted. 

5. The bank will make an appointment with the applicant to sign the loan and mortgage 

contracts at the Land Department. In the event the loan has co-borrowers, the appointment 

should be made with them as well. 

The applicant will be informed of the required fees, for which he/ she will have to prepare payment.  

2.2 Self Assessment Test 

1. Explain the process of Loan Evaluation. 

2. Explain the limitations of Credit Scoring in detail. 

3. Explain in detail processing of Loans in your words.  

2.3 Further Reading 

1. Retail Management Principles And Practices- Author(s)/Editor(s): Dr K N Barik 

2. Retail Managemen - Author(s)/Editor(s): M A Shewan 

3. Retail Management - S N Mitra 
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4. Retail Banking- Raghu Palat  
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ROLE OF SELF INSTRUCTIONAL MATERIAL IN DISTANCE LEARNING 
 

The need to plan effective instruction is imperative for a successful distance teaching 

repertoire. This is due to the fact that the instructional designer, the tutor, the author (s) and the 

student are often separated by distance and may never meet in person. This is an increasingly 

common scenario in distance education instruction. As much as possible, teaching by distance 

should stimulate the student's intellectual involvement and contain all the necessary learning 

instructional activities that are capable of guiding the student through the course objectives. 

Therefore, the course / self-instructional material are completely equipped with everything that 

the syllabus prescribes. 

 

To ensure effective instruction, a number of instructional design ideas are used and these 

help students to acquire knowledge, intellectual skills, motor skills and necessary attitudinal 

changes. In this respect, students' assessment and course evaluation are incorporated in the text. 

 

The nature of instructional activities used in distance education self-instructional 

materials depends on the domain of learning that they reinforce in the text, that is, the cognitive, 

psychomotor and affective. These are further interpreted in the acquisition of knowledge, 

intellectual skills and motor skills. Students may be encouraged to gain, apply and communicate 

(orally or in writing) the knowledge acquired. Intellectual-skills objectives may be met by 

designing instructions that make use of students' prior knowledge and experiences in the 

discourse as the foundation on which newly acquired knowledge is built. 

 

The provision of exercises in the form of assignments, projects and tutorial feedback is 

necessary. Instructional activities that teach motor skills need to be graphically demonstrated 

and the correct practices provided during tutorials. Instructional activities for inculcating change 

in attitude and behavior should create interest and demonstrate need and benefits gained by 

adopting the required change. Information on the adoption and procedures for practice of new 

attitudes may then be introduced. 

 

Teaching and learning at a distance eliminates interactive communication cues, such as 

pauses, intonation and gestures, associated with the face-to-face method of teaching. This is 

particularly so with the exclusive use of print media. Instructional activities built into the 

instructional repertoire provide this missing interaction between the student and the teacher. 

Therefore, the use of instructional activities to affect better distance teaching is not optional, but 

mandatory. 

 

Our team of successful writers and authors has tried to reduce this. 
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Divide and to bring this Self Instructional Material as the best teaching and communication 

tool. Instructional activities are varied in order to assess the different facets of the domains of 

learning. 

 

Distance education teaching repertoire involves extensive use of self-instructional materials, 

be they print or otherwise. These materials are designed to achieve certain pre-determined learning 

outcomes, namely goals and objectives that are contained in an instructional plan. Since the 

teaching process is affected over a distance, there is need to ensure that students actively participate 

in their learning by performing specific tasks that help them to understand the relevant concepts. 

Therefore, a set of exercises is built into the teaching repertoire in order to link what students and 

tutors do in the framework of the course outline. These could be in the form of students' 

assignments, a research project or a science practical exercise. Examples of instructional activities 

in distance education are too numerous to list. Instructional activities, when used in this context, 

help to motivate students, guide and measure students' performance (continuous assessment)  
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PREFACE 
 

We have put in lots of hard work to make this book as user-friendly as possible, but we have not 

sacrificed quality. Experts were involved in preparing the materials. However, concepts are 

explained in easy language for you. We have included may tables and examples for easy 

understanding. 

 

We sincerely hope this book will help you in every way you expect. 

 

All the best for your studies from our team! 
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UNIT 1:  INTRODUCTION TO E-COMMERCE, CREDIT CARDS, 

  INTERNET BANKING IN INDIA 
              
Learning Objectives 

After studying this unit, you will be able to: 

• Describe the benefits of e-commerce in the competitive environment. 

• Discuss the scope of internet banking. 

• Define 'Bank assurance'. 

• Examine the benefits of the bank assurance. 

• Study the Advantages of Internet Banking Activities 

• Understand the Characteristics of the Indian Market 

Structure 

1.1 Introduction 

1.2 E- Commerce 

1.3 Credit Cards 

1.3.1 Ten Commandments for Using Credit Cards 

1.3.2 Characteristics of the Indian Market 

1.4 Internet Banking in India 

1.4.1 Advantages of Internet Banking Activities 

1.4.2 Services Offered Online 

1.4.3 The Future of Internet Marketing 

1.4.4 Consumer-Oriented New Model 

1.5 Self Assessment Tests 

1.6 Further Readings  
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1.1 Introduction  

The backbone of every country is the financial sector comprising banks, Stock exchanges and 

insurance organizations. It is instrumental in Implementing and bringing about economic 

reforms. Any changes in this sector will have a sweeping impact on the country. The stock 

markets in the last decade, with the introduction of electronic trading, settlement and 

depository, have experienced a significant contribution from technology. The cost per' 

transaction to the investors and other intermediaries in the market has come down significantly, 

besides bringing total transparency in market operations as a result of .the introduction of 

automation in stock markets. 

The reforms introduced in 1990s have initiated a healthy competition among the banks. As a 

result, they have started improving customer service and find technology to be an ideal tool to 

achieve this objective. Technological developments particularly in the area of 

telecommunications and information technology are revolutionizing the banking industry. With 

the development of technology, electronic commerce is seen to hold a promise of new 

revolution. A number of studies have examined the development of electronic, banking and its 

operations  

1.2 E- Commerce  

It is widely believed that the impact of e-commerce enables banks to provide an inexpensive 

and direct way of exchanging information and to sell or buy products and services. As 

technology evolves, different kinds of electronic banking systems emerge, each bringing in a 

new dimension to the interaction between the user and the bank. The Automated Teller Machine 

(ATM) is the first well-known system that is introduced to facilitate the access of the user to his 

banking activities. Via a Graphical User Interface, the user can perform some of the financial 

transactions. These are transmitted to the bank's computer system with which the device has 

established a communication link. The next step was the introduction of phone banking. Users 

can make a telephone call from home to the bank's computer system, and can use the phone's 

key pad to perform banking operations. The Internet offers a new alternative to the phone 

banking system. Via a more sophisticated and user-friendly interface, a browser or a dedicated 

standalone application, people can use the Internet to connect to the bank's computer system. 

A feature of the banking industry across the globe has been increasingly becoming turbulent 

and competitive. While a few American banks obtain more than half of their income from 

overseas operations, several international banks have been entering the American market. 

Likewise, banks from Europe have recently either taken control or bought over banks in 

Thailand, New Zealand, and Australia. To make matters more complex, a number of companies 

are entering the banking industry by offering financial products and services. This has given a 

myriad of options to customers in choosing banking services. Aided by technological 

developments, banks have responded to the challenge by adopting a strategy, which focuses on 

attempting to build customer satisfaction through providing better products and services and at 

the same time, to reduce operating costs.  
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Provision of e-banking services has been widely used, and an understanding of the customer 

preferences will have important implications for the banking sector. Numerous studies have 

been undertaken to examine issues in the wider context of e-banking and customer loyalty, 

comprehensive research in the area of e-banking issues and customer preferences in the specific 

context in developing and developed countries the evolution of e-banking in Malaysia and 

analyzed the various electronic delivery channels such as automated teller machines (ATM), 

tele-banking and PC banking. Another recent study investigated into the factors that affect the 

adoption of e-banking in Malaysia. These studies conclude that although e-banking offers new 

frontiers of opportunities, there are several critical psychological and behavioral issues that need 

to be addressed in trust, security, reluctance to change and a preference for human interface. 

Customer confidence on e-banking would also largely depend on how the banks would deal 

with any erroneous transactional and security concerns that may occur during online banking. It 

is claimed that the failure of the Internet in retail banking is largely attributable to the lack of 

trust consumers have in the electronic channels. Provisions of infrastructural facilities could be 

another factor that could lead to quicker diffusion of innovation. Studies reveal that there is a 

significant correlation between the website downloaded speed and web user's satisfaction. 

Online electronic banking systems give everybody the opportunity for easy access to their 

banking activities. These banking activities may include: retrieving an account balance, money 

transfers between a user's accounts, from a user's account to someone else's account, retrieving 

an account history. Some banks also allow services such as stock market transactions, and the 

submission of standardized accounting payment files for bank transfers to third parties. 

New banking delivery channels such as extensive use of ATMs, trans border fund transfers in 

banking, telephone banking have made banking services convenient to bank customers. This 

new era is an integration of systems which have no distinction between back-office and front-

office, and there are intelligent elements within the domain of information systems. 

Banking transactions through the Internet and its related products are developing and will 

provide enormous opportunities to banking industry .Eventually, virtual banks will become a 

reality such as Security First Network Bank in the US. 

With the convenience which virtual banking provides, bank customers may now perform their 

banking transactions at the place and time of their choice. In addition, banks benefit from low 

operating cost through less staff and less physical branches. However, there are some concerns 

on virtual banking.  

Security is one of the most frequently quoted concerns, especially in the area of Internet 

Banking. Furthermore, the decrease of cross-selling opportunities is another concern for virtual 

banking. At a branch, tellers and bank staff can cross-sell other services to customers through 

face-to- face interaction. With the introduction of virtual banking, customers can now perform 

transactions by themselves. Consequently, tellers/ bank staff do not interact with customers and 

the chance of cross selling is thus reduced. Finally, as Internet banking is mainly conducted 
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through computer networks; it seems it is only applicable for those technically competent 

customers.  

1.3 Credit Cards  

Credit cards are fast replacing cash in these modern times. Through the aid of one piece of 

plastic, you can make as many purchases as you wish, all while keeping within your credit 

limit, and without having to carry large amounts of cash. Not only should this allow you to save 

money, it should also keep you safe, and free from the clutches of robbers who could drain your 

bulging wallet. 

These promises, however, are not easily kept when you finally have a credit card. Credit cards 

can give the illusion that no cash is being spent, until the credit card bill arrives at the end of the 

billing period, when maximum restraint on splurging will already have been too late. Credit 

card thieves, moreover, are finding more and more ways to bypass strict bank security 

measures, and can use a credit card in many a poor victim's name.It is due to these that credit 

card companies are now stricter when receiving credit card applications. Poor credit on previous 

cards is now automatically taken as reasons for rejection of an application. This is difficult for 

people who represent companies, which need credit cards to make hotel reservations, rent cars, 

and book tickets for both national and international flights at the last minute. Credit cards are 

also required to make orders online, or through the phone. 

Prepaid credit cards provide an alternative to all those people that needs a credit card. They 

work much like debit cards; that is, an account is set up by a monetary deposit, and this 

deposited money can be used up through the prepaid credit card issued. The greatest advantage 

of prepaid credit cards is that you are entitled to spend only as much as you have in your 

account —thus, you will not be in debt, and you will have no bills to pay. 

One disadvantage of prepaid credit cards, however, is that most prepaid credit card companies 

require a set up fee to both open and maintain the prepaid credit card account. You will be 

required to pay taxes on your cash deposits, and you may be required to pay an annual 

membership fee, much in the same way as you would an ordinary credit card. Another major 

disadvantage is that most online merchants do not accept prepaid credit cards as payment. This 

is because they have no guarantees that the account can completely cover payment for an online 

purchase. This can be difficult for prepaid credit card holders to pay for monthly subscriptions 

to Internet service providers, or to purchase items that are sold at zero percent interest, with a 

certain amount deducted from the credit card at fixed time periods. 

More and more Indians are making use of credit cards, or some form of plastic money, be it in 

the form of an ATM card or a debit card, a smart card or a credit card. 

But as plastic money usage grows, more and more stories of credit card frauds and mishaps are 

also coming to light. So how does one be safe? Here are some basic guidelines — do's and 

don'ts - to help you be secure when using a card: 
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DOs 

• Ensure the transaction on your credit card is done only in your presence. 

• Remember to collect your card after every ATM transaction or purchase. 

• Ensure that while transacting on the ATM you have complete privacy. 

• Ensure your ATM PIN is changed at least once in three months. 

• Always keep your ATM PIN confidential. 

• Sign on the card as soon as you get it.  

• In case you lose your card, call the helpline immediately. The cardholder is liable for all 

transactions before reporting the loss of credit card. 

• If you suspect someone to be pretending to be from the card issuer and you have doubts, 

call the bank's helpline to confirm 

• Keep all card number, expiry date and contact number of the card issuer at a safe place 

for ready reference. This must not be kept along with your credit cards. 

• Be alert to scam e-mails. These are designed to trick you into downloading virus or 

disclosing sensitive information. 

• Beware of phoney, look-alike Web sites, designed to trick you and collect your personal 

information. This is also called 'phishing.' 

• Ensure the history of Web sites visited/accessed is cleared if you use your card in Internet 

cafes. 

DON'Ts 

• Do not handover your card/ATM PIN to any person claiming to be from the card issuer 

or any other agency, even if he/she produces an ID card. 

• Don't throw away an expired credit card. Never forget to cut the card diagonally before 

disposing it of. 

• Do not handover a copy of the backside of card carrying the CW2/CVC2 value (the last 3 

digits after the card number printed on the signature panel at the back of the card) for any 

application processing of other bank even if it is requested for. 

• Do not provide any personal/financial/credit card-related information on the unknown 

Internet site or respond to any e-mail seeking such information from you. 

• In case you do receive such an email from any source, inform your card issuer 

immediately. 

• Do not disclose your security password/PIN number to any person. 

• Do not write your ATM PIN on your credit card. 

• Do not disclose your sensitive credentials like transactions, credit limit to any other 

person. 

• Do not throw or return the card without cutting the same in multiple pieces across 

magnetic stripe. 

1.3.1 Ten Commandments for Using Credit Cards 
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1. Customers should not ignore their credit card bill. The bill should be paid on time on a 

monthly basis so as to avoid late fees which may be as high as 30-40% of the total 

outstanding amount. The customer becomes a defaulter if he/she does not pay two 

consecutive twice. The company can block further transactions. Besides this, the company 

can also initiate legal action against the income, outstanding amount and bill payment 

record. 

2. Sometimes customers pay the minimum payment and opt for credit revolving facility. The 

customer loses on the benefit 50-day credit period. 

3. Customers should stop using the credit card until the balance is paid in full. It is a loan that 

must be repaid. 

4. Limit the number of cards. 

5. Generally, if you spend more than the credit card limit, the credit card company doesn't 

block your transactions. But you end up paying huge interest rates on crossing the credit 

limit. Interest rates as high as 5% 

6. are charged on the amount outside the credit limit. Normal interest rates on credit card are 

between 2% and 4%. 

7. If the customer withdrawing cash from your credit card, then you will have to pay cash 

advance fee of 2-2.5% besides 3% existing interest rate. 

8. If the customer withdraws money using credit card from some other bank's ATM, then the 

cash advance fee will be much more than usual. 

9. With this, your free credit period also ends and interest meter starts from the day one. 

10. Use credit card to withdraw cash only in emergencies as the customer has to pay cash 

advance fee at the rate of 2 to 2.5% besides the regular interest rate of 3%. 

11. If customer withdraws cash using credit card from some other bank's ATM, then the cash 

advance fee will be much more than usual rate. 

12. With this, free credit period also ends and interest meter starts moving from the day one.  

13. The receipts must be compared with the statement. Review your monthly statement for 

accuracy. 

1.3.2 Characteristics of the Indian Market 

The credit card market in India is about 3 million with a value turnover of around Rs.2500 cr. The 

market is expected to grow by 30% p.a. This would still be a very low penetration of a potential 

market of 60 million cardholders. 

The credit card business is a low-margin, high volume business. Thus, given the low income per 

card and the high initial investments by the bank, large volumes in terms of cards issued and the 

transactions financed are required to make the operations profitable. 

Credit Cardholder Behavior 

According to Visa Internationals latest data, average Indian cardholder uses his card 9.3 times, 

spending about Rs. 14,700 per year. A number of card owners do not use their cards and almost 20 

— 30 % cards are inactive (less than one usage every quarter). 
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An important fact that should be observed is that it is only in the past few years that the Indian 

customer is beginning to accept 'Credit'. The Indian culture doesn't promote credit, and it is this 

outlook change which is the most important development for the credit card industry. ABN Amro, 

for instance, backed up their launch of the 'Freedom Card' with research that showed that the Indian 

middle class views the credit card as a potential debt trap. 

Consumer Profile of Consumers 

The segmentation of the card industry can be done on the basis of income. Further research can 

only be conducted after preliminary secondary research of the income profiles in the country. 

The Indian market reflects considerable diversities in income levels and lifestyles. A World Bank 

estimate places average annual household incomes (in terms of purchasing power) at US $6452. 

But there are large segments of people, whose income levels are significantly higher, growing faster 

and spurring a consumer revolution. It is difficult to obtain correct estimates of this group, as there 

is a very small percentage of India's 'rich' who pay income tax and their income levels are correctly 

reported. Therefore to conduct this segmentation, we shall have to make use of National Council of 

Applied Economic Research (NCAER) data and not the estimates from the Income Tax 

Department. 

The segments which have been identified are as follows: 

Segments Income Group (Rs.) 

Very Rich 2,15,000+ 

Consuming Class 45,000 — 2,15,000 

Climbers 22,000 — 45,000 

Aspirants 16,000 — 22,000 

Destitute < 16,000 

According to NCAER reports: 

• The Very Rich (annual income over Rs. 215,000) will increase from 1 million to 6.2 million 

households by 2006-7. 

• The Consuming Class (annual income of Rs. 45,000-215,000) will grow from 28.6 million to 90.9 

million households by 2006-7. 

• The number of households in the Aspirants (Rs.16,000-22,000/year) and Destitute (less than 

Rs.16,000/year) groups will decrease significantly. 

1.4 Internet Banking in India  
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Internet banking is fast becoming popular in India. However, it is still in its evolutionary stage. By 

the year 2005, a large sophisticated and highly competitive Internet banking market will develop. 

Almost all the banks operating in India are having their websites but only a few banks provide 

transactional Internet banking. A research conducted has found that Australia is a country with 

Internet ready infrastructure as far as telecommunication, secure protocols, PC penetration and 

consumers' literacy is concerned. India, by comparison, is overwhelmed by weak infrastructure, low 

PC penetration, developing security protocols and consumer reluctance in rural sector. Although 

many major banks have started offering Internet banking services, the slow pace will continue until 

the critical mass is achieved for PC, Internet connections and telephones. 

However, the upsurge of IT professionals with growing demands is pressuring the government and 

bureaucracy in the country to support and develop new initiatives for a faster spread of Internet 

Banking. 

Banks in India have for long concentrated on the corporate customer, but are now offering 

personalized services like phone banking, online banking and even mobile banking to all 

customers. ICICI Bank, HDFC Bank, Global Trust Bank and Citibank pioneered Internet banking 

in India, now started mobile banking, but other private and public sector banks are also gearing up 

to offer personal banking services. 

ICICI was the first bank to initiate the Internet banking revolution in India as early as 1997 under 

the brand name 'Infinity'. This was soon followed by HDFC, Indus Ind Bank, Global Trust Bank, 

Federal Bank. Large public sector banks like State Bank of India, Unit Trust India and Bank of 

Baroda, initially slow to adopt online banking, have jumped into the fray and invested around Rs. 

250 cr. for their online banking operations. Surprisingly, Indian private sector banks have 

outnumbered foreign banks like Standard Chartered Grind lays in the Internet banking arena with 

Citibank, the only foreign bank offering retail Net banking. Deutsche Bank has launched db-direct 

Internet, a browser-based electronic banking system for a range of corporate banking products, in 

place of its earlier PC-based system, where customers had to dial up to access their network. 

Worldwide, Internet banking has witnessed a healthy growth from 2.5 million users less than four 

years ago, to seven million users. In India, given the low PC penetration in the country, HDFC bank 

alone claims to have more than 3 lakh customers since they launched 'Net Banking' in September 

1999. 

India is an important market as far as banking is concerned. It is also interesting to study, not only 

due to its sheer size,- but also because of the sweeping changes the sector has witnessed in the last 

decade. Over 50 banks in the Indian financial sector offer a variety of Internet banking services. 

Out of these, 55 per cent have basic websites, offering mainly company information and 

promotional materials. A total of 8 per cent of the sites offer "advanced transactions" such as online 

funds transfer, transactions and cash management services. Foreign banks in India like Citibank, 

ANZ Grindlays Bank, Standard Chartered Bank, HSBC, Bank of America, Deutsche Bank and 

ABN Amro Bank; and local private banks like ICICI Bank, UTI Bank, HDFC Bank, Global Trust 

Bank, Indus Ind Bank and IDBI Bank are leaders in offering advanced online banking facilities to 
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the Indian customers. ICICI which is considered a leader in providing online banking services, has 

more than one million customers banking through their computers. This is one sixth of the total 

customer base of ICICI Bank. 

Also, their number of online customers has doubled in six months, which is also true for other 

banks such as HSBC, HDFC, Citibank, IDB!, ABN Amro, GTB and UTI. The spectacular success 

in computer literacy and wide adoption of information technology by the educated middle and 

upper classes in urban India make the issue of consumer trust in online banking even more relevant. 

1.4.1 Advantages of Internet Banking Activities 

1. Benefits from Customers' Point of view: 

The benefits from the bank customers' point of view is accessing banking services anywhere, any 

time and any extent of time. These features significantly save the valuable time of the customer. 

The main advantages of m-banking for the Indian customers are as follows: 

A. Ubiquity : Through mobile devices, banking applications are able to reach customers 

anywhere at anytime. On the other hand, users can also get any information they are interested 

in, whenever they want regardless of where they are, through Internet-enabled mobile devices. 

In this sense, mobile business makes a. service or an application available wherever and 

whenever such a need arises. Communication can take place independent of the user's location. 

The advantages presented from the omnipresence of information and continual access to 

banking will be exceptionally important to time-critical applications. Mobile banking, for 

example, can leverage this value proposition by providing alert notifications, such as for 

auctions, betting, and stock price changes, which are specified by the user as an important part 

of relevant personal content. As such, the real-time, everywhere presence of m-banking will 

offer capabilities uniquely Notes beneficial to users. Banking services that are time and 

location-sensitive are likely to benefit from businesses exploiting this value-added feature of 

mobile banking. 

B. Personalization : An enormous number of banking information, services, and applications are 

currently available on the Internet, and the relevance of information users receive is of great 

importance. Since owners of mobile devices often require different sets of applications and 

services, mobile banking applications can be personalized to represent information or provide 

services in ways appropriate to the specific user. Additionally, personalized content is 

paramount in operating mobile devices because of the limitation of the user interface. Relevant 

information must always be only a single "click" away, since web access with any existing 

wireless device is not comparable to a PC screen either by size, resolution or "surf ability". 

Therefore, subscriber profile ownership is a key element in m-banking success, as it will allow 

selectively targeted m-banking applications. As such, the mobile database becomes a primary 

factor of m-banking success by compiling personalized data bases and providing personalized 

services. One example is the SIM (Subscriber Identification Module) smartcards which serve 

as a mobile database allowing the user to run applications and operate secure transactions. Such 

personalized information and transaction feeds, via mobile devices, offer the greatest potential 
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for the customization necessary for long term success. A value proposition is developed as 

superior consumer value is created through an increasingly targeted Internet experience for 

mobile users. For m-banking, the technological limitations magnify these value-propositions. It 

has been estimated that every additional click-through, which a user needs to make in 

navigating through a commercial online environment with a mobile device, reduces the 

possibility of a transaction by 50%. Providing the user with the desired, most relevant 

information without forcing a complex click-through sequence will significantly improve the 

effectiveness of any mobile banking strategy. Value for time propositions becomes maximized 

for those business strategies best able to implement m-banking distinguishing capabilities. M -

banking will become differentiated from traditional e-banking based upon their abilities to 

integrate and actuate the advantages germane to mobile devices. Various applications may 

provide differing value for mobile Internet users. 

C. Reduced costs : This is due to availing and using various banking products and services by 

number of customers online. The transaction fee charged by banking service providers for 

financial services is much cheaper than conventional retail banking transaction fees. The heavy 

competition and the price war between mobile service providers also reduced mobile service 

usage cost. 

D. Flexibility : Because mobile devices are inherently portable, mobile users may be engaged in 

activities, such as meeting people or traveling, while conducting transactions or receiving 

information through their Internet-enabled mobile devices. 

E. Increased comfort : Many customers secretly hate their banks because of punitive charges, 

inconvenient opening hours and unhelpful branch staff fu mobile banking due to quick and 

continuous access, transactions can be made 24 hour a day, without requiring the physical 

interaction with the bank. 

F. Time saving : The main benefit from the bank customers' point of view is significant saving of 

time by the automation of banking services processing and introduction of an easy maintenance 

tools for managing customer's money. Since the response of the medium is very fast, the 

customer can wait till the last minute before concluding a fund transfer. 

G. Convenience : The ability and accessibility provided from wireless devices will further allow 

m-banking to differentiate its abilities from conventional banking and e-banking. People will 

no longer be constrained by time or place in accessing banking activities. Rather, m-banking 

could be accessed in a manner which may eliminate some of the labour of life's activities. For 

example, consumers waiting in line or stuck in traffic will be able to handle daily transactions 

through n: banking applications. Consumers may recognize a special comfort which could 

translate into an improved quality of life. One opportunity to increase value lies in m-banking 

capabilities that allow consumers to use banking services where they are not located. This 

ability to obtain information and conduct transactions from any location is inherently valuable 

to consumers. As such, m-banking offers tremendous opportunities to expand a client-base by 

providing value-added services to customers which is difficult to reach. By making services 

more convenient the customer may actually become more loyal. Consequently, communication 

facilities within m-banking are key applications for the delivery of convenience. Consumers 

will be looking for ID banking applications which can deliver functions like: sending and 
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receiving e-mail, voice mail forwarding, document sharing, instant messaging; as well as 

transactional based activities. 

H. Better cash management : Mobile banking facilities speed-up cash cycle and increases 

efficiency of business processes as large variety of cash management instruments are available 

on interne sites of banks. For example, it is possible to manage companies short term cash via 

online or mobile banking like investments in over-night, short and long term deposits, in 

commercial papers, in bonds and equities, in money market funds etc. In mobile banking, 

customers can download their history of different accounts and do a 'what if analysis' on their 

own mobile device, before affecting any transaction on the web or through mobile service 

providers. This will lead to better fund management.  

2. Benefits from Bank's Point of view: 

The first benefits for the banks offering mobile banking services is better advertisement, better 

branding and better responsiveness to the market. 

The banks which offer such services would be perceived as leaders in technology implementation 

and would enjoy a better brand image. It seems clear that partnerships between banks and service 

providers, will become more common as different parties seek to develop cutting-edge abilities and 

service. 

The second benefit is in monetary terms. The main objective of every bank is to maximize profits 

and automated m-banking services from virtual office Notes certainly offer a perfect opportunity 

for maximizing profits. Compared to cost of setting up branch offices in every city and every 

corners of city and their maintenance, setting up of ATM's, the mobile banking services through 

virtual offices will be several thousand times profitable to the banks. On the fee side for different 

services, average payment in mobile bank costs 5 to 10 times less than payment in branch or using 

a teller machine. On the actual cost side, for the bank point of view, payment in mobile or online 

bank cost 8 times less than payment in the branch. Banks will also save a great deal of expense by 

reducing the number of employees in the bank and in closing some of the bank branches. 

The third benefit is in terms of customer care and providing advertising information about value 

added services to the customers. The final benefit is dissemination. Some wireless infrastructures 

support simultaneous delivery of data to all mobile users within a specific geographical region. This 

function offers an efficient means to disseminate information to a large consumer population. 

1.4.2 Services Offered Online 

The services generally offered by these banks are: 

• Account balance/statement: After logging in, one could check his account balance and view 

a list of recent transactions, view an account statement online and print it if needed. Citibank 

also lets to view the relationship summary and loan account statement online. 
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• Electronic transfers: Enables the customer to transfer money between two accounts in the 

same bank. Some banks provide a facility for transferring money between NRI (Non-Resident 

Indian) and local accounts. 

• Bill and loan payments: Banks offer this facility to receive, review and pay customers' bills 

or loans online. Besides loan payment, one can opt to pay electricity, water, phone, credit 

card and cellular phone/ pager bills, through the bank. Once the customer confirms the 

transaction, the payment will be automatically made. Some banks also provide schedule 

payments for a future date. 

• Credit Cards: Using this facility, the customer can access details about his credit card 

statements, payment status and requests. Citibank allows its customers to increase his credit 

limit online, or apply for a second credit card. 

• Requests: This facility allows to request a new cheque book, some deposit slips or a demand 

draft. It also allows to issue a stop-payment instruction using a mobile device. The cheque 

book, deposit slips and draft will be delivered by courier. 

• Information: Mobile banking can also provide information at customer's fingertips. For 

instance, one can view forex rates or interest rates. 

• E-mail: Some mobile online banks offer an e-mail facility. This is used exclusively for 

sending queries to a bank executive. Although an e-mail response from the bank may not be 

as instantaneous as telephonic help, it does help in providing specific information. 

• Investment services: This includes online transactions for stocks and shares and investments 

like mutual funds and demat. 

• Miscellaneous services: Mobile banking facility also allows to inform lost cheque, lost ATM 

card or credit card etc. to the bank and expect some immediate action. 

• E-commerce: Online banks are setting up their own payment gateways and are preparing to 

become payment facilitators for B2C e-commerce transactions. HDFC and ICICI Banks have 

already set up a payment gateway for facilitating payments for goods. 

1.4.3 The Future of Internet Marketing 

The future of e- banking can be seen through three sets of eyes: the service providers, the retail 

consumers, and merchants. Service providers have key role in the business model. Banks do not 

want to be in a position of building systems to make the wireless operator rich through download 

fees of data supplied by the banks, whether this data originates from traditional banking or new 

products and services not yet invented. Telecommunication carriers do not want to be forced into 

the position of delivering low margin, price-sensitive commodity products. Mobile data services 

will be a viable and profitable business, and will includemobile banking, but it will likely require 

the collaboration of both industries. For Retail customers the importance is speed, accessibility, 

reliability, desirable content, and effective services. 

Internet banking and online payment contribute very little to this equation, so the rollout of these 

services will depend on the evolution of other wireless products. The major short-term 

opportunities in m-commerce will be in compressing the supply chain and reducing administrative 

overheads in industry. Automating business to business payment processes and integrating mobile 
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technologies have direct cost-benefit potential and indirect potential to act as a pathfinder for retail 

e-banking. The issue of trust arises because mobile transactions involve risk. This is particularly 

true in the case of mobile banking, where the bank and the customer are physically separated, 

contingencies are difficult to predict and incorporate into terms and conditions, relationships are 

difficult to monitor, and cyber-laws are not well-defined. The heightened risk perceptions of 

customers affect the level of trust towards the online banks and their systems. When processing 

online information, customers may often perceive that there is a high level of risk even though the 

risk level may be actually low. More experienced online customers have more information about 

online banking, and therefore they perceive the risk to be less and thus have more trust in online 

transactions. 

The customers' orientation towards the technology of mobile banking and the Internet is frequently 

a proxy for their trust in mobile banking. The extent to which they trust the electronic system is 

likely to correlate with their overall trust when engaging in mobile banking. When customers are 

assessing this trust factor, several issues arise in their minds. One issue would be the expected 

competency of the electronic system. Customers use various performance measures such as 

network and download speed, navigability, reliability, connectivity and availability to evaluate 

mobile electronic transactions. Of customers' main concern would be the reliability of the network. 

When customers are transmitting personal financial data over the electronic network, there are risks 

that unauthorized parties could intercept this. Therefore, customers' technology orientation and 

perception of the technological competency of the mobile communication system is very important 

in their information processing behavior and perceived trust. 

Reputation is another issue of mobile transaction in mobile payment system. 

Reputation is defined as "overall quality or character as seen or judged by people in general". 

Reputation arises from the strength of a particular brand name, endorsement from trusted third 

parties, and previous interactions on-and/or offline. When customers process information on an 

online bank for their mobile banking activity, they would consider the bank's reputation. The 

reputation of the bank is a very important factor of trustworthiness. When customers feel that an 

online bank has a poor or bad reputation, they would be discouraged from using mobile banking 

services. While assessing the reputation, customers also assess the innovative abilities of the bank, 

which is based on the customers' expectations of the skills and competencies that the bank 

possesses in electronic transactions. 

1.4.4 Consumer-Oriented New Model 

The business models for mobile banking may be based on Consolidation, Location-based services, 

Product payment, Bill payment, Systematic interoperability, and Non-credit card users. These 

models are based on specific applications. In consolidation model, the applications that provide 

consolidated views across institutions have value for those people who have banking relationships 

with more than one financial institution. Such an application would be able to consolidate all assets 

and liabilities in one view. 
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Visual confirmation of such transactions is one of the attractive features of mobile banking and 

trading, as the user sees the complete transaction all at once. The restricted screen size of mobile 

devices is a challenge for this type of visibility, certainly in the near future. In Location-based 

services model the mobile technology is adopted for identifying and using the actual physical 

location of the user. This provides an opportunity to customize both data and services by taking into 

account personal factors and location-related factors. Currently, providing and using location 

specific information is possible with a wireless device. 

In consumer-oriented model, the mobile banking services are provided through mobile network 

service provider either by collaboration or by strategic alliance. A consumer can use any mobile 

network to access a particular real or virtual bank. The consumers and businesses in emerging 

markets are likely to find mobile financial services more attractive than do their counterparts in 

developed markets, because they have fewer alternatives. 

How much value a mobile- financial-services business can create depends largely on its relevance 

to a given market. But in any market, a business can create value in two ways: directly, by 

enhancing benefits to customers or reducing costs for participants, or indirectly, by increasing 

cross-selling, cutting the cost of acquiring customers, or reducing customer chum. Indirect benefits 

are available only to the provider that comes first to market with a given service or that has assets or 

capabilities distinctive enough to retain share once competitors have entered the market. 

The low-cost e-banking can bring into the fold a considerable group of consumers who formerly 

could be served only at too high a cost. It replaces the most costly elements of a basic banking 

service (ATMs and tellers) with a deposit and withdrawal process that relies on much cheaper 

mobile communication and "franchised" (merchant-based) tellers. But the mixing of brand names, 

distribution networks and financial services is leading to complex ownership and alliance 

structures, and extensive vertical integration could undermine competition. Links can lead to fewer 

benefits for consumers when they exploit reputation or involve sunk-cost investment to reduce 

competition on price. Mixed conglomerate structures can also challenge a basic principle of 

competition policy, the separation of content and carriage. Some mixed conglomerates-such as a 

telecom company merged with a financial service provider-will be able to control content and 

carriage and can limit access to networks by buyers of services, or to suppliers that wish to access 

potential customers. 

Lack of competition may not result in higher prices for financial services, but it could reduce 

product and process innovation. To ensure competition and innovation, restrictions may be called 

for on such vertical or horizontal links. In considering such restrictions, authorities will have to 

balance many issues, including the potential risk diversification benefits of mixed conglomerates 

and the benefits for competition of entry by non-financial entities in the financial service sector. At 

present, banks, for the most part, are watching from the sidelines while their primary role as the 

premier financial intermediary is being diminished by online brokers and other financial service 

providers. As recently as two years ago, many leading banks were preoccupied with merger and 

acquisition aimed at expanding networks of brick-and-mortar branches rather than creating or 
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pursuing virtual branches in cyberspace. In truth, bankers' main motive to implement Internet 

banking was, and still is, to prevent the defection of their customers to other electronic banks or 

other financial service providers. Such consumer-oriented model changes the attitude of customers 

towards using m-banking services due to the advantages of convenience, low cost, anywhere, 

anytime banking and increases trust on online financial transaction. 

Mobile banking is still in a stage of growth through experiment. It was once a challenge for the 

banking industry to create technology that would help automate its labor-intensive back office 

operations. Now, banks around the world are hard pressed to keep up with Internet technology 

itself, while competing with other banks and non-bank financial institutions for new products and 

new delivery systems. Technological innovations will continue in the financial industry, and they 

will surely test the ability of banks to manage their competition with other financial service 

providers in a complex and dynamic m-commerce environment. 

1.5 Self Assessment Tests 

1. Explain in detail the Characteristics of Indian Market. 

2. Explain the Advantages of Internet Banking Activities. 

3. Explain in detail Consumer- Oriented New Model in your words.  

1.6 Further Readings  

1. Retail Management Principles And Practices- Author(s)/Editor(s): Dr K N Bank 

2. Retail Managemen - Author(s)/Editor(s): M A Shewan 

3. Retail Management - S N Mitra 

4. Retail Banking- Raghu Palat 

5. Keynote address by Ms Shyamala Gopinath, Deputy Governor of the Reserve Bank of 

India, at the IBA - Banking Frontiers International Conference on "Retail Banking 

Directions: Opportunities & Challenges", Mumbai, 28 May. 
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UNIT 2:  BANKING ASSURANCE 
              
Learning Objectives 

After studying this unit, you will be able to: 

• Describe the benefits of e-commerce in the competitive environment. 

• Discuss the scope of internet banking. 

• Define 'Bank assurance'. 

• Examine the benefits of the bank assurance. 

• Study the Advantages of Internet Banking Activities 

• Understand the Characteristics of the Indian Market 

Structure 

2.1 What is Bank assurance? 

2.1.1 The Indian Perspective 

2.1.2 Challenges 

2.1.3 Critical Factors for the Success of Bank assurance 

2.2 Self Assessment Tests 

2.3 Further Readings  
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2.1 What is Bank assurance? 

Bank assurance is the distribution of insurance products through the bank's distribution channel. It 

is a phenomenon wherein insurance products are offered through the distribution channels of the 

services along with a complete range of banking and investment products and services. Bank 

assurance tries to exploit synergies between both the insurance companies and banks. Bank 

assurance if taken in right spirit and implemented properly can be win-win situation for the 

participants, viz., banks, insurers and the customers. Banks can cross sell insurance products E.g: 

Term insurance products with loans. 

Advantages: 

• Productivity of the employees increases. 

• By providing customers with both the services under one roof, they can improve overall 

satisfaction resulting in higher customer retention levels. 

• Increase in return on assets by building fee income through the sale of insurance products. 

• Can leverage on face-to-face contacts and awareness about the financial conditions to sell 

insurance products. 

Advantage to Insurers: 

• Insurers can exploit the banks' wide network of branches for distribution of products. 

Penetration of banks' branches into the rural areas can be utilized to sell products in those 

areas. 

• Customer database like customers' financial standing, spending habit, investment and 

capability can be used to customize products and sell accordingly. 

• Since banks have already established relationship with customers, conversion ratio of leads to 

sales is likely to be high. Further service aspect can also be tackled easily. 

Advantages to consumers: 

• Comprehensive financial advisory services under one roof i.e., insurance services along with 

other financial services such as banking, mutual funds, personal loans etc. 

• Enhanced convenience on the part of the insured. 

• Easy access for claims. 

• Innovative and better product ranges. 

2.1.1 The Indian Perspective 

Bank assurance in India is a very new concept, but is fast gaining ground. In India, the banking and 

insurance sectors are regulated by two different entities (banking by RBI and insurance by IRDA) 

and bank assurance, being the combinations of two sectors, comes under the purview of both the 

regulators. Each of the regulators has given out detailed guidelines for banks getting into insurance 

sector. Highlights of the guidelines are reproduced below: 
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• RBI guidelines for banks entering into insurance sector provide three options for banks. They 

are: 

• Joint ventures will be allowed for financially strong banks wishing to undertake insurance 

business with risk participation; 

• For banks which are not eligible for this joint-venture option, an investment option of up to 

10% of the net worth of the bank or Rs.50 cr. whichever is lower, is available; 

• Finally, any commercial bank will be allowed to undertake insurance business as an agent of 

insurance companies. This will be on a fee basis with no-risk participation. 

• The Insurance Regulatory and Development Authority (IRDA) guidelines for the bank 

assurance are: 

• Each bank that sells insurance must have a chief insurance executive to handle all the 

insurance activities. 

• All the people involved in selling should under-go mandatory training at an institute 

accredited by IRDA and pass the examination conducted by the authority. 

• Commercial banks, including co-operative banks and regional rural banks, may become 

corporate agents for one insurance company. A bank cannot become an insurance broker.  

2.1.2 Challenges 

Given the roles and diverse skills brought by the banks and insurers to a bank assurance tie up, it is 

expected that a successful alliance would not be an easy task. Some of the issues that are to be 

addressed are: 

• The tie-ups need to develop innovative products and services rather than depend on the 

traditional methods. The kinds of products the banks would be allowed to sell are another 

major issue. For instance, a complex unit-linked life insurance product is better sold through 

brokers or agents, while a standard term product or simple products like auto insurance, 

home loan and accident insurance cover can be handled by bank branches. 

• There needs to be clarity on the operational activities of the bank assurance i.e., who will do 

the branding, will the insurance company prefer to place a person at the bank branch, or will 

the bank branch train and put up one of its own people, remuneration of these people. 

• Even though the banks are in personal contact with their clients, a high degree of pro-active 

marketing and skill is required to sell the insurance products. This can be addressed through 

proper training. 

• There are hazards of direct competition to conventional banking products. Bank personnel 

may become resistant to sell insurance products since they might think they would become 

redundant if savings were diverted from banks to their insurance subsidiaries. 

2.1.3 Critical Factors for the Success of Bank assurance 

Strategies consistent with the bank's vision, knowledge of target customers' needs, defined sales 

process for introducing insurance services, simple yet complete product offerings, strong service 

delivery mechanism, quality administration, synchronized planning across all business lines and 

subsidiaries, complete integration of insurance with other bank products and services, extensive and 
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high-quality training, sales management tracking system for reporting on agents' time and results of 

bank referrals and relevant and flexible database systems. 

Another point is the handling of customers. With customer awareness levels increasing, they are 

demanding greater convenience in financial services. 

The emergence of remote distribution channels, such as PC-banking and Internet-banking, would 

hamper the distribution of insurance products through banks. 

Some of the bank assurance tie-ups in India are: 

Insurance Company Bank 

• Birla Sun Life Insurance Co. Ltd. 

• Bank of Rajasthan, Andhra Bank, Bank of Muscat, Development Credit Bank, 

• Deutsche Bank and Catholic Syrian Bank 

• Dahur CGU Life Insurance Company 

• Canara Bank, Lakshmi Vilas Bank, Pvt. Ltd 

• American Express Bank and ABN 

• AMR() Bank 

• HDFC Standard Life Insurance Co. Ltd. 

• Union Bank of India 

• ICICI Prudential Life Insurance Co Ltd. 

• Lord Krishna Bank, ICICI Bank, Bank of India, Citibank Alahabad Bank, 

• Federal Bank, South Indian Bank, and 

• Punjab and Maharashtra Co-operative 

• Bank. Life Insurance Corporation of 

• India Corporation Bank, Indian Overseas 

• Bank, Centurion Bank, Satara District 

• Central Co-operative Bank , Janata 

• Urban Co-operative Bank , Yeotmal 

• Mahila Sahkari Bank, Vijaya Bank, 

• Oriental Bank of Commerce. 

• Met Life India Insurance Co. Ltd. 

• Kamatak a Bank, Dhanalakshmi Bank and J&K Bank 

• SBI Life Insurance Company Ltd. 

• State Bank of India 

• Bajaj Allianz General Insurance Co. Ltd. 

• Karur Vysya Bank and Lord Krishna Bank 

• National Insurance Co. Ltd. 

• Royal Sundaram General Insurance 

• Company Standard Chartered Bank, 

• ABN AMR() Bank, Citibank, Amex and 
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• Repco Bank. 

With huge untapped market, insurance sector is likely to witness a lot of activity - be it product 

innovation or distribution channel mix. 

Bank assurance, the emerging distribution channel for the insurers, will have a large impact on 

Indian financial services industry. Traditional methods of distributing financial services would be 

challenged and innovative, customized products would emerge. 

2.2 Self Assessment Tests 

1. What is Bank Assurance? Explain its Advantages. 

2. Explain the Challenges for Bank Assurance. 

3. Explain the Critical factors for the success of Bank Assurance. 

2.3 Further Readings  

1. Retail Management Principles And Practices- Author(s)/Editor(s): Dr K N Bank 

2. Retail Managemen - Author(s)/Editor(s): M A Shewan 

3. Retail Management - S N Mitra 

4. Retail Banking- Raghu Palat 

5. Keynote address by Ms Shyamala Gopinath, Deputy Governor of the Reserve Bank of 

India, at the IBA - Banking Frontiers International Conference on "Retail Banking 

Directions: Opportunities & Challenges", Mumbai, 28 May. 
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ROLE OF SELF INSTRUCTIONAL MATERIAL IN DISTANCE LEARNING 
 

The need to plan effective instruction is imperative for a successful distance teaching 

repertoire. This is due to the fact that the instructional designer, the tutor, the author (s) and the 

student are often separated by distance and may never meet in person. This is an increasingly 

common scenario in distance education instruction. As much as possible, teaching by distance 

should stimulate the student's intellectual involvement and contain all the necessary learning 

instructional activities that are capable of guiding the student through the course objectives. 

Therefore, the course / self-instructional material are completely equipped with everything that 

the syllabus prescribes. 

 

To ensure effective instruction, a number of instructional design ideas are used and these 

help students to acquire knowledge, intellectual skills, motor skills and necessary attitudinal 

changes. In this respect, students' assessment and course evaluation are incorporated in the text. 

 

The nature of instructional activities used in distance education self-instructional 

materials depends on the domain of learning that they reinforce in the text, that is, the cognitive, 

psychomotor and affective. These are further interpreted in the acquisition of knowledge, 

intellectual skills and motor skills. Students may be encouraged to gain, apply and communicate 

(orally or in writing) the knowledge acquired. Intellectual-skills objectives may be met by 

designing instructions that make use of students' prior knowledge and experiences in the 

discourse as the foundation on which newly acquired knowledge is built. 

 

The provision of exercises in the form of assignments, projects and tutorial feedback is 

necessary. Instructional activities that teach motor skills need to be graphically demonstrated 

and the correct practices provided during tutorials. Instructional activities for inculcating change 

in attitude and behavior should create interest and demonstrate need and benefits gained by 

adopting the required change. Information on the adoption and procedures for practice of new 

attitudes may then be introduced. 

 

Teaching and learning at a distance eliminates interactive communication cues, such as 

pauses, intonation and gestures, associated with the face-to-face method of teaching. This is 

particularly so with the exclusive use of print media. Instructional activities built into the 

instructional repertoire provide this missing interaction between the student and the teacher. 

Therefore, the use of instructional activities to affect better distance teaching is not optional, but 

mandatory. 

 

Our team of successful writers and authors has tried to reduce this. 
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Divide and to bring this Self Instructional Material as the best teaching and communication 

tool. Instructional activities are varied in order to assess the different facets of the domains of 

learning. 

 

Distance education teaching repertoire involves extensive use of self-instructional materials, 

be they print or otherwise. These materials are designed to achieve certain pre-determined learning 

outcomes, namely goals and objectives that are contained in an instructional plan. Since the 

teaching process is affected over a distance, there is need to ensure that students actively participate 

in their learning by performing specific tasks that help them to understand the relevant concepts. 

Therefore, a set of exercises is built into the teaching repertoire in order to link what students and 

tutors do in the framework of the course outline. These could be in the form of students' 

assignments, a research project or a science practical exercise. Examples of instructional activities 

in distance education are too numerous to list. Instructional activities, when used in this context, 

help to motivate students, guide and measure students' performance (continuous assessment)  
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PREFACE 
 

We have put in lots of hard work to make this book as user-friendly as possible, but we have not 

sacrificed quality. Experts were involved in preparing the materials. However, concepts are 

explained in easy language for you. We have included may tables and examples for easy 

understanding. 

 

We sincerely hope this book will help you in every way you expect. 

 

All the best for your studies from our team! 
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UNIT 1:  COMPUTERIZATION IN BANKS 
              
Learning Objectives 

After studying this unit, you will be able to: 

• Describe the applications of technology in banking. 

• Discuss the need for security in a technology-savvy bank. 

• Explain the control measures that have to be taken at a systems and network level. 

• Mention the steps involved in the development of security policy of banks. 

• Know the Need for Security 

• Study the Network Level Controls 

• Understand the Money Laundering 

Structure 

1.1 Introduction 

1.2 Significance of Computerization in Banks 

1.2.1 Any Time Banking 

1.2.2 Anywhere Banking 

1.2.3 Home Banking 

1.2.4 Home Banking Bill Paying 

1.2.5 Corporate Banking 

1.2.6 Mobile Banking 

1.2.7 Mobile Payment 

1.3 Types of Electronic Banking 

1.3.1 Setting Up A Bank Account 

1.3.2 Costs 

1.3.3 Security Measures 

1.3.4 Cost Effectiveness 

1.3.5 Cash Flow 

1.3.6 Convenience 

1.3.7 Time-Saving 

1.3.8 Extra Staff 

1.4 Self Assessment Tests 

1.5 Further Readings  
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1.1 Introduction  

The Internet is the fastest emerging medium of transmitting of messages between banks and their 

customers. To this effect, the communication process of banking sector has changed a lot in recent 

years. The RBI has established the Indian Financial Network System, which is an efficient and 

cost-effective communication system for banking. The payment system, which is the lifeline of 

linking, has benefited the most from the INFINET system. To make the fund transfer system safe 

and efficient, the RBI has added a new application system: 

Structured Financial Messaging Solution (SFMS): To take advantage of these systems, banks need 

adequate computerization, software etc. But most of the banks lack these facilities. They are merely 

concentrating on back office mechanization, which may not provide any value addition. 

Banking today requires decision-making on the basis of empirical data, and in an information age, 

it is essential that information management uses the best available means to transfer information on 

a real time basis. The INFINET provides for this and the infrastructure built up for this purpose is 

best utilized by the members of the INFINET Closed User Group. 

Traditionally, payment systems in India have been individual scattered clusters with a substantial 

quantum of payments being routed through the non-bank based sectors too. With increasing 

concern over the existing state of payment and settlement systems in India, the RBI has taken up 

the cause for the establishment of an integrated payment and settlement system to benefit all the 

sectors of the economy apart from the common man at large. 

Most of the payment system initiatives undertaken by the RBI are fairly well-known. Apart from 

the existing facilities such as the Magnetic Ink Character Recognition (MICR) based cheque 

clearing, Electronic Clearing Services and the Electronic Fund Transfers, the Centralized Funds 

Management System, the Centralized Public Debt Office project comprising the Negotiated 

Dealing System and the Securities Settlement System, the introduction of Real Time Gross 

Settlement System are a few other products which would fructify in the near future.  

1.2 Significance of Computerization in Banks  

A great deal has been done in the form of computerization of at least the major branches at the 

commercially important-centers. Even where computerization exists, there are varied platforms 

across even different branches of banks. The need therefore of the hour is to integrate 

computerization efforts, running parallel with business process re-engineering. In the absence of 

changes in work procedures, the benefits of mechanization and introduction of computers would 

not fully accrue to banks. Computerization without accompanying changes in work processes may 

perhaps result in increase in the work processes since there may be duplication at some levels 

resulting in no real improvement in the efficiency to banks. Further, mere computerization 

generally has been till now concentrating on back office mechanization, which may not provide any 

value addition to the ultimate customer who is the main reason for its business. 
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Yet another area, which is worth mentioning, is the relative slow progress in the establishment of 

bank gateways and connectivity to the INFINET for the critical common inter bank applications, 

which are being implemented by the RBI. All the public sector banks must join the select group of 

INFINET members who would be among the first lot of users to exploit the benefits of the projects 

implemented by the Central Bank on a war footing. 

1.2.1 Any Time Banking 

Any Time Banking enables the customer to bank online 24 hours a day, seven days a week. ATMs 

are another type in the same category. In fact people started calling ATMs as Any Time Money 

machines rather than Automated Teller Machines as they are originally known to be. In this type of 

anytime banking, the customer is provided with an ATM card, which is an electronic card with few 

sensors embedded on it. 

When the customer inserts his card into the ATM it checks for the authorization and asks for the 

Personal Identification Number (PIN), which is known only to him. After the customer types his 

PIN, the ATM provides access to a range of services. 

Some of the features in Any Time Banking are: 

• Check account balances 

• View account activity/account summary 

• Transfer money between accounts (regular and recurring transfers) 

• Make loan payments 

• Place a stop payment on a cheque 

• Reorder cheque 

• Export transaction history 

1.2.2 Anywhere Banking 

Anywhere banking is revolutionizing the way we live in. It is the mechanism of accessing our 

accounts from anywhere in the world. This is made possible by interconnecting the bank branches 

and the respective ATMs -thus making possible the use of one bank's ATM card with another 

bank's ATM through the use of a network system called as Shared Payment Network System 

(SPNS). As suggested by the Ranagarajan Committee, ATMs are being set-up in almost all areas 

such as shopping complexes, theaters, offices, complexes, airports etc., for the convenience of the 

customers. In addition, Any Time Banking provides another advantage of being geographically 

separated from the bank branch. 

1.2.3 Home Banking 

The Internet, World Wide Web, Intranets, and Extranets are creating new IT infrastructures for all 

types of businesses. For banks, they are also presenting new business opportunities. Home banking, 

financial planning, asset management, bill payment, and other tailored customer services are just 

some of the products and services that will capitalize on the Internet's ability to reach customers. 
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There has been substantial progress recently in home banking and bill paying applications. Home 

banking bill payment began in the 1980s with some major efforts from various financial 

institutions. Banks view it as a method to lock in customers, and to increase the share of customer 

wallet retained by a financial institution. However, home banking bill payment has had limited 

success. Since its introduction, it has grown to about 3 + million regular users today.  

1.2.4 Home Banking Bill Paying 

The consumer gives a payment instruction to his institution or to the bill payment provider directly. 

This payment instruction is then converted, or fulfilled, into a payment of one of a variety of forms, 

including ACH, paper checks, or unsigned demand drafts. In actuality, the payment instruction is 

often converted into two transactions - the removal of funds from the customer's account 

(disbursement), and the payment to the payee. Most disbursements happen electronically. As home 

banking bill paying has evolved over time, an increasing number of institutions have offered it to 

their customers. In actual practice however, the vast majority of these financial institutions do not 

process the transactions themselves, rather they outsource the transaction fulfillment process to one 

of a very few providers. 

1.2.5 Corporate Banking 

As businesses have become more efficient internally and have embraced such ideas as enterprise 

resource planning, it has become even more critical for financial institutions to provide services that 

support the new corporate culture. While credit remains a key determinant in bank relationships, 

delivery of fee-based services and information to commercial clients is of increasing strategic 

importance. Financial institutions that make right investment decisions and use technology 

appropriately will gain customer retention and rewarding relationships. Corporate banking provides 

basic banking services that companies need in order to operate. 

The primary goal of a bank, which offers this facility, is to help clients create real competitive 

advantage through a blend of appropriate services and consistent experience. These result in better 

long-term strategic technology decisions and success. These include lending them money, investing 

the money they already have, and collecting and making payments on their behalf. It is sometimes 

known as institutional banking or relationship banking. 

Businesses of all sizes rely on corporate banking. A very important aspect of corporate banking is 

to provide consistent services across borders for companies operating in more than one country. 

The services offered are quite complex in nature when the companies operate in more than one 

country. Some of them are: 

• Managing a company's short-term holdings of cash, as well as funds held for longer periods; 

these are often invested in interest-earning accounts designed to maximize returns. 

• Handling foreign currency and hedging against changes in its value by buying appropriate 

foreign exchange contracts. 

• Financing imports and exports, including export credit arrangements. 
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• Transmission and receipt of money. 

• Financing company projects, or purchases, or leasing of equipment; financing is often 

structured in complicated ways, for example, to minimize tax. 

A payment service enables companies to make a one-off, same day payment, or regular payments to 

a large number of people or businesses, ranging from payroll services, to distributing share 

dividends, to settling trade debts. Corporate bankers sometimes have expertise in specialized areas 

such as emerging markets or shipping finance. They can also he involved in raising money in the 

capital markets by issuing shares and bonds, or through syndicated loans where the lending is 

shared by a number of banks. Efficient transaction processing, reliable financial information and 

good clearing services are at the heart of corporate banking. 

1.2.6 Mobile Banking 

Mobile communication devices are revolutionizing banking transactions over wireless networks 

and the Internet. To attract and retain customers, banks need to extend their full range of services 

across a wide range of mobile, wireless devices without having an impact on their current 

infrastructure and delivery channels it currently supports. Wireless networks, mobile gateways all 

play an important role in bringing mobile banking strategy to the market. 

Mobile networks provide the following competitive advantages: 

• Always on 24 x 7 accesses: Mobile networks enable consumers to be transaction-ready much in a 

way cable access has facilitated online PC access and reduced consumer dial-up delays. 

• Advanced penetration of mobile networks: The 2G networks already cover more than 90% of the 

population in the western world and this number is growing steadily. 

• Personalization: Through Subscriber Identity Module (SIM) cards, mobile customers have a 

specific profile that enables customized functionality to directly reflect the way they want to 

transact business over mobile devices. Through the convenient addition of a multi-application 

relationship card, mobile customers will also have a built-in platform for a host of other application 

services, including security keys, virtual credit cards and other customized payment instruments. 

• WAP Rapid evolution of global protocols such as Wireless Application Protocol (WAP) enables 

the communication channel between computers and mobile devices. The WAP component 

essentially provides the facility for reformatting data for display in wireless handsets. 

• Faster data processing speed: Increase in bandwidth and data transmission speeds make mobile 

data services efficient and cost-effective in a real time environment. 

• Security: In addition to aforementioned smart card, a private key stored on the SIM card can 

protect e-banking transactions. Effectively, the mobile phone can become a wireless wallet to 

protect proprietary purchase and financial information. 

1.2.7 Mobile Payment 
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It means executing a payment transaction using a wireless device, for example, mobile phone or 

personal digital assistant. The mobile device becomes the electronic payments device. Its mobility 

is its big advantage: it enables payments to be transacted regardless of place and time and for both 

bricks and mortar and Internet purchases. Announcements about new mobile payment solutions 

appear regularly at the moment. Potential players form partnerships and fight to win a place in 

Mobile Payment. These players include mobile operators, banks, credit card companies, mobilen 

device manufacturers, smart card manufacturers and a whole range of mobile payment start-ups. 

Existing mobile payment solutions are based on one of these three distinct payment options: 

i. Prepaid 

ii. Direct from credit card or current account 

iii. Paid through Phone bill  

1.3 Types of Electronic Banking  

There are two types of banks that offer electronic banking services: 

1. Traditional high street bank 

2. Internet-only bank. 

1. Traditional High Street Bank 

Many high street banks are now offering electronic banking services for business customers as an 

alternative to, or to complement traditional branch banking. Some of the traditional high street 

banks are: SBI, HSBC and Syndicate Bank. But, they also started providing e-banking services 

partially. They are providing two different methods of connection to the customer's account, viz., 

Direct-dial/PC banking and Web-based Internet banking. 

Direct-dial/PC banking: Direct-dial works via a dedicated phone number when the customer dials 

directly into the bank's server. With direct-dial, customers need to use customized software 

provided by the bank itself. 

This allows the customer to download their account details from the bank's network and view them 

offline. Web-based Internet banking: Web-based Internet banking involves a customer logging onto 

a bank's online banking services via any compatible PC to perform common banking transactions. 

2. Internet-Only Bank 

A number of banks have no branch network and are exclusive to the Internet. Some of the Internet-

only banks are: Griffon Bank, Zions Bank, Compubank & Swissquote Bank. Internet banks usually 

offer a number of services in addition to regular bank accounts, from credit cards and loans to 

insurance and investments. Such banks tend to offer better rates and deals than regular banks 

simply because they can. An Internet bank is a lot les„ expensive to run than a high street operation, 

and is therefore able to pass these savings on to its customers through cheap loans and higher 

interest rates on savings. The Internet Bank system allows the customers to manage and monitor 
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their, accounts online and to use the full range of electronic banking Services from anywhere in the 

world using a personal computer. A customer needs a connection to the Internet and a browser such 

as Microsoft Internet Explorer or Navigator to use the Internet Bank system. A very high level of 

security, 128-bit encryption, is established for Internet Bank systems. A customer needs to have 

Internet bank login and password to log onto the Internet Bank and Digital Signature is needed to 

confirm each electronic banking transaction. 

The Internet-only banks offer a range of services, some of which are similar to those offered by 

traditional banking methods in the high street branch, that include: 

• Viewing account balances and recent transactions 

• 'Paying bills to utilities companies and suppliers etc, without having to write cheques 

• Scheduling bill payments in advance  

• Transferring money between the business' accounts 

• Setting up and checking direct debits 

• Setting up and making direct payments to other banks and building societies 

• Viewing the bank statement 

• Viewing, activating or canceling standing order details 

• Sending messages to the bank via e-mail 

• A TM access 

• Debit and checking cards 

• Download ability into Microsoft Money or Quicken applications 

• Instant account updates 

• Interest bearing checking, savings and money-market accounts with 24-hour online access 

• Mortgage and home equity loans 

• Online check ordering and direct-deposit set-up 

• Overdraft protection and line of credit 

• Small business services 

• Stock quotes and trading 

1.3.1 Setting Up A Bank Account 

To bank online, certain hardware and software will be required. The hardwitte required will be any 

IBM-compatible PC, with Windows 95 or later operating sx,stem and latest versions of Microsoft 

Internet Explorer or Netscape Navigator web browsers. In addition, a modem of at least 28,000 

kbps and a telephone or cable connection will be needed. 

The registration process varies from bank to bank. Some allow registration only by post, some 

provide registration online and some a combination of the two. Certain common sections such as 

personal details, the business name, type and number of employees, the organization's address, the 

branch sort code and the account number are however, need to be completed. For many banks the 

applicant has to be an existing branch customer to sign up for online services although this is not 

always the case. 
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The number of authorized signatures required depends on whether the business is a sole trader, 

partnership or limited company. When is a joint account; at least two parties need to sign the 

account mandate. In cases where access is given to a third party, authorization needs to be given by 

the account-holding customer and by the branch. The account holder(s) need to agree to the bank's 

terms and conditions by signing and returning the form. A short delay of about five days ensues 

during which the bank verifies the signature(s) against its branch's records. Finally, a mailer is sent 

out to the customer, which contains a user ID and an online password. In the case of direct-dial, the 

software and PIN (Personal Identification Number) are included.  

10.3.2 Costs 

The costs of electronic banking vary from bank to bank. Some offer completely free electronic 

banking services while others charge a one-time set-up fee in addition to a monthly fee and normal 

transaction charges. Some banks are reducing costs for customers by entering into joint ventures 

with existing Internet Service Providers (ISPs) and are therefore able to offer free Internet access. 

Electronic banking is in fact mutually beneficial to the bank and to the customer. From the bank's 

point of view, it requires fewer staff members and reduced overheads; while for the customer, it is 

considerably cheaper, compared to traditional banking services, with lower charges and increased 

interest rates. 

1.3.3 Security Measures 

Much of the media attention is focused on security aspects of electronic banking. It is only natural 

that business customers should show concern about sending their personal details and account 

numbers over the Internet. However, in reality it is no more risky than giving credit card details 

over the phone or paying for goods/services with a credit card at shops/restaurants. The security 

measures of electronic banking can be implemented partly by the bank, through its security 

systems, and partly by the business customers themselves, through their own vigilance. Security 

operates at three different levels. 

Bank's Security 

The data exchanged between the bank and the customer is coded or encrypted. Most banks use 

secure servers, with 40servers (Secure Sockets Layer), which sit behind firewalls and 128-bit 

encryption. More recent web browser software ensures a higher level of encryption. The likelihood 

of a computer hacker breaking through these security measures is very unlikely. 

Access Security 

On registration, the account holder submits a piece of personal information of his choice from a list 

of five, for example, the name of his first school, and a memorable date other than the account 

holder's birthday in case he needs to call the customer helpline. Normally, two levels of st—urity 

are used each time the customer accesses his account details: a user ID and password. 

Account Holder's Vigilance 
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However tight the bank security systems are, it is not sufficient. Customers need to play their part 

too and exercise caution when banking online. 

Security measures include: 

a. Not divulging their PIN number or password to any third party. 

b. Not leaving their PIN number anywhere around. 

c. Not leaving their PC while still being logged on to the bank website. The customer should not 

rely on the online bank website to automatically time out. 

d. Making sure nobody can see the details on the computer screen. 

e. Not sending e-mails containing password or membership number. 

f. Always removing any data that has been exported to a financial management package. 

g. Taking note when the PC/Internet screen indicates whether the customer is operating in a 

secure environment.  

Advantages 

Banks are realizing that they need to do more than just offer traditional services on a flashy web 

page. Those who are serious about succeeding in cyberspace are broadening services and reducing 

consumer costs. They are also offering personalized experiences and customized interactions. 

1.3.4 Cost Effectiveness 

Many banks offer favorable interest rates and low charges when using electronic banking. The 

small business can avoid costly cheque fees by transferring payments electronically to its suppliers, 

employees, telephone and utility companies. The only cost incurred will be the price of a phone 

call. Even then, some Internet Service Providers (ISPs) are now offering subsidized Internet access-

so phone calls may be cheaper. 

1.3.5 Cash Flow 

With electronic banking, business customers can regularly monitor their cash flow. Overdraft 

charges on a current account can be reduced by transferring money between accounts. Excess cash 

may be kept in high-interest bearing accounts and easily moved to the current account to make 

external payments. The customer can view all the accounts' balances up to the end of the previous 

day. On the basis of this information, informed business decisions can be made while avoiding 

unnecessary financial risks. 

1.3.6 Convenience 

At any time of the day or night accounts can be accessed online. There is no need to travel to the 

nearest bank branch, nor rely on their limited opening times. Web-based Internet banking services 

aim to offer 24 hours a day, 7 days a week service availability. 

1.3.7 Time-Saving 
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When a business customer used the internet banking he/she can avoid spending time on the phone 

or waiting in a queuing system to speak to a bank representative. 

Disadvantages 

The disadvantages of electronic banking include: 

Internet Connection Speeds 

Connections to the Internet and server can sometimes be slow. This is Particularly true during the 

busy times of the day, for example, such as in the morning and late in the afternoon. At worst, a. 

customer could spend more time online than would be spent on the phone. 

1.3.8 Extra Staff 

A small business may need to employ an extra member of staff to have sole responsibility for 

conducting the business's financial affairs via the bank's electronic banking services. Without this 

extra member of staff, the owner or manager may be detracted from running core business activities 

and making key business decisions. 

Because it is not conducted over the Internet but via a dedicated phone number, direct-dial banking 

is inherently more secure than Internet banking. Security issues are covered in detail in a later 

chapter of this book.  

1.4 Self Assessment Test 

1. Explain the Significance of Computerization in Banks. 

2. Explain the Types of Electronic Banking. 

3. Explain the control measures that have to be taken at a systems and network level. 

1.5 Further Reading 

1. Retail Management Principles And Practices- Author(s)/Editor(s): Dr K N Batik 

2. Retail Managemen - Author(s)/Editor(s): M A Shewan 

3. Retail Management - S N Mitra 

4. Retail Banking- Raghu Palat 

5. Keynote address by Ms Shyamala Gopinath, Deputy Governor of the Reserve Bank of India, at 

the IBA - Banking Frontiers International Conference on "Retail Banking Directions: 

Opportunities & Challenges", Mumbai, 28 May. 
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UNIT 2:  E-BANKING & NEED FOR SECURITY 
              
Learning Objectives 

After studying this unit, you will be able to: 

• Describe the applications of technology in banking. 

• Discuss the need for security in a technology-savvy bank. 

• Explain the control measures that have to be taken at a systems and network level. 

• Mention the steps involved in the development of security policy of banks. 

• Know the Need for Security 

• Study the Network Level Controls 

• Understand the Money Laundering 

Structure 

2.1 E-Banking and Corporate Clients 

2.2 Need for Security 

2.2.1 The Way Networks Are Affected 

2.2.2 Components of Network Systems 

2.2.3 Risk, Threat and Vulnerability 

2.2.4 Types of Network Risks 

2.2.5 Causes of Risks 

2.2.6 Intrusion Detection 

2.2.7 Control Measures 

2.3 System Level Controls 

2.4 Network Level Controls 

2.4.1 Firewalls 

2.4.2 Cryptography 

2.4.3 Disaster Recovery, Contingency and Emergency Plans 

2.5 Self Assessment Tests 

2.6 Further Readings  
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2.1 E-Banking and Corporate Clients  

Traditionally, business bank accounts were underpinned by a solid relationship between the bank 

manager, who used to be in the same job and branch for years, and the business owner. This model 

drastically has been changed by restructuring and reorganizing of banks branches. 

What matters to the business owner today is more chance to access consistent, reliable, high-quality 

advice swiftly; the ability to check balances when he wants to; and process cheques in an efficient 

way, paying suppliers and so on. As a result, today clients/customers of many banks are able to 

have the e-banking facilities. Service, offered by Indian banks include: 

• Account Information: Real time balance information and summary of the transaction. 

• Request: Make a banking request online. 

• Account Information: The complete database that the bank has about company is available 

at the terminal; 

• Current balance in the company's account on real time basis Day's transactions in the 

account Details of cash credit limit, drawing power, amount utilized, etc. 

• Downloading the account statements as an Excel or Word File: The statements can be 

integrated with the ERP system for automatic reconciliation. 

• Fund Transfers: One can manage Supply-Chain network effectively by online fund transfer 

mechanism. The fund transfer takes place on a real time basis across the bank locations. 

This product facilitates one-to-one fund transfer between two linked accounts. 

• Bulk fund transfers. In bulk fund transfers, you upload the file containing 

payment/collection information. Some of the banks' systems take care of processing the 

entire file, and once the tile is processed, it can integrate the processed file to your ERP for 

auto reconciliation. 

The real life situation of user-wise limits and multilevel signatories can be made in the net-based 

fund transfer. You can specify user-wise cap for funds transfer and the number of approvals needed 

for each fund transfer. 

With a Power of Attorney from the suppliers/dealers, one can link the accounts to his/her account in 

order to have an online fund transfer, saving and money involved in cheque collection systems. 

Alternatively, the dealer credit his/her account through this channel. Similarly, one could also 

effective and other payments online. Customers can also submit the following requests online: 

• The account statements bye-mail either on daily/weekly/ fortnightly/ monthly basis • Stop 

payment of cheque 

• Cheque book replenishment 

• Demand Draft Pay-order 

• Fixed deposit account opening 

• Opening of letter of credit.  
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• Operation of Corporate Internet Banking : A registered user enters corporate id and password 

for accessing the facility. He can view accounts across all the bank's locations online and as well 

effect fund transfer on real time basis within the bank network. The fund transfers are stored 

database at the bank and are available to him later to integrate with his MIS. 

• The Security Features Embedded in the Software : Total security is to prevent hacking at the 

site through foolproof devices. Precautions in the firewalls, data encryption, and digital 

certification provide total security prevent hacking at the site so that no malicious or 

unauthenticated person. 

• Benefits to the Customer: The company does not have to spend anything extra to avail such 

facilities. All it requires is Internet connectivity. The product enables the company to proactively 

manage its cash flows, ease reconciliation efforts, as all the MIS is available at the click of the 

mouse. 

• Integration with the Client's ERP System: The account statements of the customer can be 

downloaded either as a Text file or as an Excel file. The account statements and bulk payment 

files can be integrated with his ERP system with the help of the bank. The bank depending upon 

the nature of work involved may charge a nominal fee. 

Individual Bill Payment 

The concept of any time and anywhere banking has thus been ushered in by the Internet. The 

Electronic Bill Pay Service provided by the banks overcomes the individual's onerous task of 

visiting several places to pay his service bills like telephone, water and electricity. Right from his 

desktop he can pay his regular monthly bills such as telephone, electricity, mobile phone, insurance 

etc. No more missed deadlines, no more loss of interest -he can schedule his bills in advance, and 

thus avoid missing the bill deadlines as well as earn extra interest on his money. 

The Electronic Shopping Mall 

The customer can also make his shopping payment through the bank's secure website - so that he 

can shop online without any security worries, as the bank can provide online real time shopping 

mail services through partner shopping sites. 

Effecting Personal Investments 

The bank's website can also allow the customer to invest in shares, mutual funds and other financial 

products. 

Trading in Shares: Cash Trading 

This is a delivery based trading system that involves taking delivery of shares or money. 

Trading in Shares: Margin Trading 

Customer can also do an intra-settlement trading normally up to 4 times his available funds, 

wherein he can take long buy/short sell positions in stocks with the intention of squaring of the 

position within the same settlement cycle. 
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Trading in Shares: Spot Trading 

'Cash on Spot' may work the best for the customer, when looking at an immediate liquidity option. 

On selling shares through "cash on spot", money is credited to the customer's bank account the 

same evening and not on the exchange payout date. This money can then be withdrawn from any of 

the bank's ATMs. The customer can also trade directly at the recognized stock exchanges of the 

country through his bank. 

Investing in Mutual Funds 

The same convenience while investing in mutual funds - hassle free and paperless investing is 

brought to the customer by electronic banking. He can invest in mutual funds without the hassles of 

filling application forms or any other paperwork. He needs to provide no signatures or proof of 

identity for investing. Once the places a request for investing in a particular fund, there are no 

manual processes involved. His bank funds are automatically debited or credited while 

simultaneously crediting or debiting his unit holdings. 

Trade in Derivatives: Futures 

The customer can also do trading in index and stock futures on the approved stock exchange 

through electronic banking. In futures trading, he takes buy/sell positions in index or stock(s) 

contracts having a longer contract period of up to 3 months. 

Trade in Derivatives: Options 

An option is a contract, which gives the buyer the right to buy or sell shares at a specific price, on 

or before a specific date. For this, the buyer has to pay to the seller some money, which is called 

premium. There is no obligation on the buyer to complete the transaction if the price is not 

favorable to him. He has to place certain percentage of order value as margin to take the buy/sell 

position on index/stock options. With options trading, he can leverage on his trading limit by taking 

buy/sell positions much more than what he could have taken in cash segment. 

IPO's Online 

Without going through the hassles of filling any application form or paperwork the customer could 

also invest in Initial Public Offers (IPO's) online. He can get in depth analyses of new IPOs issues, 

which are about to hit the market. IPO calendar, recent IPO listings, prospectus/offer documents, 

and IPO analysis are few of the features, which help a customer to keep on top of the IPO markets. 

Thus, the variety of services that can be provided through the electronic channel by banks and 

financial institutions is endless. To woo the customer;every institution is trying constantly to 

innovate and offer new products. The benefit to the customer on account of the Internet is that he is 

able to know at a time the types of facilities being provided by different institutions and he is able 

to make the best choice suited for his needs. 
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The benefits to the employee are equally amazing. From being a dumb worker filling up forms and 

copy from books, he is now a regular service provider and one who directly cares for the customer. 

Today he handles customer's demands whereas earlier he was dealing with a particular process. In 

turn the knowledge resources required of him have grown and he is able to secure the same through 

better training and other organizational development programs like work groups and functional 

teams, where persons with different skills and qualifications pool their knowledge and carry-out 

high-tech services and operations.  

2.2 Need for Security  

The growth in use of the Internet, most notably, the explosion in computer interconnectivity, has 

revolutionized the way the organizations and people around the world communicate and conduct 

business. The benefits have been enormous. A vast amount of information is now literally at our 

Fingertips. Financial and other business transactions can be executed almost instantaneously, often 

on a 24 hour a day basis. Communication is quick and easy with unlimited number of other 

individuals and groups with the help of electronic mail, websites, and computer bulletin boards. 

Computers have taken over virtually all of our major record-keeping functions. Recently, personal 

computers have made it cost-effective to automate many office functions. Organizations have 

begun to share data across wide areas. This has prompted efforts to convert principally LAN-based 

protocols into WAN-friendly protocols. The result has spawned an entire industry of consultants 

who know how to manipulate routers, gateways and networks to force principally broadcast 

protocols across point-to-point links, which are two different methods of transmitting packets 

across networks. Frequently the protocol of choice has been TCP/IP, which is also the primary 

protocol used on the Internet. To interconnect with each other via private networks as well as 

through public networks companies use TCP/IP. This presents ample scope to business 

organizations, governments and individuals to communicate with eac:, other across the world. 

Computerization has many advantages and it is here to stay. Automated systems, however, 

introduce new risks. Enormous risks to the computer systems, to the critical operations and 

infrastructures that they support, such as telecommunications, power distribution, national defense, 

law enforcement, financial services, government services, and emergency services follow the 

benefits of this interconnectivity. Now, we should be concerned with the risks that existed when 

manual procedures were used, as well as some new risks created by the unique nature of computers 

themselves. 

2.2.1 The Way Networks Are Affected 

Problems affecting one system will also affect other inter-connected systems. If not properly 

secured massive computer networks provide pathways among systems that can be used to gain 

unauthorized access to data and operations from remote locations. When businesses send private 

information across the net, they place a high value on it getting to its destination intact and without 

being intercepted by someone other than the intended recipient. Individuals sending private 

communications obviously desire secure communications. 
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The system itself can open up to attacks when connected to a network. The risk of data loss is high 

if a system's security is compromised. A great risk is posed when tremendous amount of data is 

concentrated in one location. Greater the concentration en data, the greater will be the consequences 

of loss or damage. 

Another risk is that computer users access information from remote terminals. We must be able to 

positively identity the user, as well as ensure that e user is only able to access infonnation and 

functions that have been authorized. 

User X transmits a file to user Y. The file contains sensitive information '(for example, payroll 

records) that is to be protected from disclosure. The user who is not authorized to read the file is 

able to capture a ct,py and monitor the broadcasts of the file during its transmission. These are 

some very simple examples. 

The causes of risks and the likely effect they cast, the control measures to be adopted, and the 

approaches to evaluate them are discussed at length in this chapter. It also discusses security control 

measures and the legal aspects. 

2.2.2 Components of Network Systems 

All systems consist of three components: the software and hardware, the people, and the 

procedures. The same is true of computer and network systems. Security of the software and 

hardware, trustworthiness of the people who use and manage it and reliability of the procedures for 

using and managing the system are the means of securing a computer system. 

Malice, ignorance, and acts of god or nature are the three kinds of threats to a system. No matter 

what the level of technology up gradation risks of errors and fraud are the prime elements that 

influence and threaten the banking sector. But again, technology gains an upper hand and makes an 

effort to maintain these risks under control. Thus, only when it is able to control and prevent the 

risks to the maximum extent possible we can declare a system as being successful. 

Due to customer demands, the banks and financial institutions are under intense competition. They 

are trying to provide customers with innovative products at lower costs and better services. Thus 

the quality of information that is contained in the communication networks and their application to 

the evolving business and customer needs measures the productivity of a bank. 

However, the risks associated in use of IT and deficiencies in security and controls within the 

banking procedures may pose a significant threat to the banking operations. Due to severe increase 

of dependence on the computers and IT related tools, the risks have not only extended beyond the 

traditional areas but have also become a vital reason of concern.  
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Figure: Risks to Computer-Based Operations 

States General Accounting Office October 1999, The risks discussed so far are not only specific to 

the banking sector but are encO.untered in all types of businesses.  

The common effects of the risks are: 

• Privacy violation, 

• Setback of business due to improper decision-making, 

• Financial loss due to computer frauds, 

• Interruption in activities due to loss of data, hardware, software, people ware.  

2.2.3 Risk, Threat and Vulnerability 

The network's risk, threat, and vulnerability should be analyzed completely to assess in detail the 

requirements of your own network. First we will define the words risk, threat and vulnerability. 

A. Risk 

The risk is the possibility that an intruder may be successful in attempting to access your local-area 

network via your wide-area network connectivity. There are many possible effects of such an 

occurrence. Illegal access to information can result in disclosure, obliteration, or alteration of that 

information. In other words, it occurs when information systems are used or accessed for illegal 

purposes or for purposes they're not supposed to be used for. In general, the possibility exists for 

someone to: 

• Read Access: Read or copy information from your network. 
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• Write Access: Write to or destroy data on your network (including planting Trojan horses, 

viruses, and back-doors). 

• Denial of Service (DoS): Deny normal use of your network resources by consuming all of 

your bandwidth, CPU, or memory. 

B. Threat 

The threat is posed when anyone with the motivation, attempts to gain unauthorized access to a 

network or anyone has authorized access to your network. Therefore, it is possible that the threat 

can be from anyone. A network's vulnerability to the threat depends on several factors such as: 

• Motivation: How useful the access to or destruction of your network might be to someone. 

• Trust: How well you can trust your authorized users and/or how well trained are your users 

to understand what is acceptable use of the network and what is not acceptable use, 

including the consequences of unacceptable use. 

Types of Threats 

The threats come in the form of viruses or take different other forms such as malicious programs, 

trap doors, logic bomb, Trojan horses. 

• Malicious programs: These can be classified into two categories -those that need a host 

program, and those that are independent. The former are essentially fragments of programs 

that cannot exist independently of some actual application program, utility or system 

program. The latter are self-contained programs that can be scheduled and run by the 

operating system. 

• Trap doors: A trap door is a secret entry point into a program that allows someone that is 

aware of the trap door to gain access without going through the usual security access 

procedures. They become threats when they are used by unscrupulous programmers to gain 

unauthorized access. 

• Logic bombs: The logic bomb is a code embedded in some legitimate program that is set to 

'explode' when certain conditions are met. Examples of conditions that can be used as triggers 

for a logic bomb are the presence or absence of certain files, a particular day of the week or 

date, or a particular user running the application. 

Security Considerations in E-Banking 

• Trojan horses: A Trojan horse is a useful, program or command procedure containing 

hidden code that, when invoked, performs some. unwanted or harmful function. Trojan horse 

programs can be used to accomplish functions indirectly that an unauthorized user could not 

accomplish directly. 

• Worms: Network worm programs use network connections to spread from system to system. 

Once active within a system, a network worm can behave as a computer virus or bacteria, or 

it could implant Trojan horse programs or perform any number of disruptive or destructive 

actions. 
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• Bacteria: Bacteria are programs that do not explicitly damage any files. Their sole purpose is 

to replicate themselves. Bacteria reproduce exponentially, eventually taking up all the 

processor capacity, memory or disk space, denying users access to those resources. 

• Viruses: A virus is a program that can 'infect' other programs by modifying them; the 

modification includes a copy of the virus program, which can then go to infect other 

programs. A virus can do everything that other programs do. The only difference is that it 

attaches itself to another program and executes secretly when the host program is run. 

Once a virus is executing, it can perform any function, such as erasing files and programs. The 

following are the most significant types of viruses: 

• Parasitic virus: The traditional and still most common form of virus. A parasitic virus 

attaches to executable files and replicates, when the infected program is executed, by finding 

other executable files to infect. 

• Memory-resident virus: Lodges in main memory as a part of a resident system program. 

From that point on, the virus infects every program that the system executes. 

• Boot sector virus: Infects a master boot record or boot record and spreads when a system is 

booted from the disk containing the virus. 

• Stealth virus: A form of virus explicitly designed to hide itself from detection by antiviral 

software. 

• Polymorphic virus: A virus that mutates with every infection, making detection by the 

'signature' of the virus impossible. During its lifetime, a typical virus goes through the 

following four stages: 

• Dormant phase: The virus is idle. It will eventually be activated by some event, such as a 

date, the presence of another program or file, or the capacity of the disk exceeding some limit. 

Not all viruses pass through this stage. 

• Propagation phase: The virus places an identical copy of itself into other programs or into 

certain system areas on the disk. Each infected program will now contain a clone of the virus, 

which will itself enter a propagation phase. 

• Triggering phase: The virus is activated to perform the function for which it was intended. 

As with the dormant phase, the triggering phase can be caused by a variety of system events, 

including a count of the number of times this copy of the virus has made copies of itself. 

• Execution phase: At this stage the virus performs the function, which may be harmless, such 

as a message on the screen, or harmful, such as the destruction of programs and data files. 

• Most viruses carry-out their work in a manner that is specific to a particular operating system 

and, in some cases, specific to a particular hardware platform. Thus, they are designed to take 

advantage of the details and weaknesses of particular systems. 

C. Vulnerability 

Vulnerability essentially is a definition of how well protected your network is from someone 

outside of your network that attempts to gain access to it; and how well protected your network 
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is from someone within your network intentionally or accidentally giving away access or 

otherwise damaging the network. 

Motivation and Trust: These are the two parts that you will need to assess in your own 

internal audit of security requirements and policy. 

2.2.4 Types of Network Risks 

1. Denial of Service 

DOS attacks are probably the nastiest, and most difficult to address, because they're very easy 

to launch, difficult (sometimes impossible) to track, and it isn't easy to refuse the requests of the 

attacker, without also refusing legitimate requests for service. 

The premise of a DOS attack is simple: Send more requests to the machine than it can handle. 

Toolkits are available that make this a simple matter of running a program and telling it which 

host to blast with requests. The attacker's program simply makes a connection on some service 

port, perhaps forging the packet's header information that says where the packet came from, and 

then dropping the connection. If the host is able to answer 20 requests per second, and the 

attacker is sending SO per second, obviously the host will be unable to service all of the 

attacker's requests, much less any legitimate requests (hits on the website running there, for 

example). Such attacks were fairly common in late 1996 and early 1997, but are now becoming 

less popular. Preventive measures to reduce the risk of being stung by a denial of service attack 

include: 

• Not running the visible-to-the-world servers at a level too close to capacity. 

• Using packet filtering to prevent obviously forged packets from entering into your 

network address space. 

• Keeping security-related patches for your hosts' operating systems up to date. 

2. Unauthorized Access 

A very high-level term that can refer to a number of different sorts of attacks is unauthorized 

access. The goal of these attacks is to access some resource that your machine should not 

provide the attacker. For example, a host might be a web server, and should provide anyone 

with requested web pages. However, that host should not provide command shell access 

without being sure that the person making such a request is someone who should get it, such as 

a local administrator. 

3. Executing Commands Illicitly 

It's obviously undesirable, to be able to execute commands on your server machines by an 

unknown and untrusted person. There are two main classifications of the severity of this 

problem: normal user access, and administrator access. A normal user can do a number of 

things on a system (such as read files, mail them to other people, etc.) that an attacker should 

not be able to do. This might, then, be all the access that an attacker needs. On the other hand, 
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an attacker might wish to make configuration changes to a host (perhaps changing its IP 

address, putting a start-up script in place to cause the machine to shut down every time it's 

started, or something similar). In this case, the attacker will need to gain administrator 

privileges on the host. 

4. Confidentiality Breaches 

The threat model needs to be examined: what is it that you're trying to protect yourself against? 

There could be certain information that might prove quite damaging if it fell into the hands of a 

competitor, an enemy, or the public. It is possible in such cases, that compromise of a normal 

user's account on the machine can be enough to cause damage(perhaps in the form of PR, or 

obtaining information that can be used against the company, etc.) 

While many of the perpetrators of such break-ins are merely thrill-seekers interested in nothing 

more than seeing the shell prompt of your computer on their screen, there are those who are 

more malicious, as we shall examine next. Additionally, keep in mind that it's possible that 

someone who is normally interested in nothing more than the thrill could be persuaded to do 

more: perhaps an unscrupulous competitor is willing to hire such a person to hurt you. 

5. Destructive Behavior 

Among the destructive sorts of break-ins and attacks, there are two major categories: Data 

Diddling and Data Destruction, which are discussed below. 

Data Diddling 

The data diddler is likely the worst sort, since the fact of a break-in might not be immediately 

obvious. Perhaps he's toying with the numbers in your spreadsheets, or changing the dates in 

your projections and plans. May be he is changing the account numbers for the auto-deposit of 

certain pay cheques. In any case, rare is the case when you'll come in to work one day, and 

simply know that something is wrong. An accounting procedure might turn up a discrepancy in 

the books three or four months after the fact. Trying to track the problem down will certainly be 

difficult, and once that problem is discovered, how can any of your numbers from that time 

period be trusted? How far back do you have to go before you think that your data is safe? 

Data Destruction 

Twisted jerks simply like to delete things. Some perpetrate attacks. In these cases, the impact on 

your computing capability - and consequently your business -can be nothing less than if a fire or 

other disaster caused your computing equipment to be completely destroyed. 

Gaining Access 

How does an attacker gain access to your computer? He can gain access through any connection 

that you have to the outside world. Internet connections, dial-up modems, and even physical 

access are included. All possible avenues of entry must be identified and evaluated to 
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adequately address security. The security of that entry point must be consistent with your stated 

policy on acceptable risk levels. 

2.2.5 Causes of Risks 

The risks are caused by: 

a. Virus attacks: This has already been discussed at length in the previous section in this 

chapter. 

b. Intruders: It is explained in the following paragraphs. 

Intruders 

One of the two most popular threats to a network's security is the intruder (the other being 

viruses), generally referred to as hacker or cracker. The objective of the intruder is to gain 

access to a system or to increase the range of privileges accessible on a system. There are three 

types of intruders:  

• Masquerader: An individual who is not authorized to use the computer penetrates a 

system's access controls to exploit a legitimate user's account. 

• Misfeasor: A legitimate user who accesses data, programs or resources for which such 

access is not authorized, or who is authorized for such access but misuses his or her 

privileges. 

• Clandestine User: An individual who seizes supervisory control of the system and uses 

this control to evade auditing and access controls or to suppress audit collection. 

The masquerader is likely to be an outsider; the misfeasor generally is an insider; and the 

clandestine user can be either an outsider or an insider. 

Intrusion Techniques 

There are two types of intrusion techniques: (i) One-way encryption and (ii) Access control. 

• One-way encryption: The system stores only an encrypted form of user's password. When 

the user presents a password, the system encrypts that password and. compares it with the 

stored value. In practice, the system usually performs a one-way transformation (not 

reversible) in which the password is used to generate a key for the encryption function and 

in which a fixed-length output is produced. 

• Access control: Access to the password file is limited to one or a very few accounts.  

2.2.6 Intrusion Detection 

Eventually, the best intrusion prevention system will also fail. A system's second line of defense 

is intrusion, and this has been the focus of much research in recent years because of several 

reasons:  
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• If an intrusion is detected quickly enough, the intruder can be identified and ejected from the 

system before any damage is done or any data are compromised. Even if the detection is not 

sufficiently timely to preempt the intruder, the sooner the intrusion is detected, the less the 

amount of damage and more quick the recovery. 

• An effective intrusion detection system can serve as a deterrent and as such, it can prevent 

intrusions. 

• Intrusion detection enables the collection of information about intrusion techniques that can be 

used to strengthen the intrusion prevention facility. 

The usual method to detect intrusion is by an audit trail, which is a chronological record of 

events occurring in a system. This record is maintained for tracing irregularities and to detect 

the consequences of error. 

It also facilitates monitoring of the system. 

There are two types of audit trails. 

• Accounting audit trail - it maintains a record of processes that update the data and information.  

• Operations audit trail - it maintains a record of attempted or actual consumption of resources 

within a system. 

Usual audit trail containing details of both successful and unsuccessful transactions with 

terminal number, user-id, transaction details, time stamp and authentication particulars are 

generated by the system. As a security measure the audit trail should be properly scrutinized 

and particular care should be taken to ensure that transaction numbers are in running sequence 

and no number is missing. 

2.2.7 Control Measures 

Information systems hardware, software, networks and data need to be protected by built-in 

controls to ensure their security. Effective controls ensure accuracy, integrity and safety of 

information system resources and activities associated with it. They can minimize errors, fraud, 

and destruction, in the Internet worked information systems. Different types of controls are 

available in administrative and software security. They are: 

1. Input controls, 

2. Output controls, 

3. Procedural controls, 

4. Facility controls. 

1. Input Controls 

Input controls are usually set in the form of login passwords and other security codes, formatted 

data entry screens, error signals, etc. Processing controls are developed to identify errors in 
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arithmetic calculation and logical operations. They also ensure that data is not lost, or that it 

does not go unprocessed. Process controls can be either hardware controls or software controls. 

2. Output controls are developed 

Output controls are developed to ensure that infon-nation products are correct and complete, 

and are available only to authorized users in a timely manner. Access to •online output of 

computer networks is generally controlled by security codes that identify the type of output. 

'Pre-numbered output forms' is another method that can be employed to check the loss of 

important output documents. Typically, operating systems or security monitors protect the 

databases of real time processing systems from unauthorized use or processing accidents. 

Account codes, passwords and other security codes are frequently used to ensure that only 

authorized users are granted access. 

3. Procedural Controls 

These help to ensure the accuracy and integrity of computer and network operations and 

systems development activities. Use of standard procedures and documentation helps in 

promoting quality and minimizing chances of error or fraud. It enables both end users and IS 

specialists know what is expected of them. 

Natural or man-made disasters may sometimes cause severe damage to an organization's 

computing resources. Many mission-critical applications in airlines, banks or defense services 

must be protected from being affected by such calamities. Organizations therefore, need to 

develop disaster recovery procedures and plans. These procedures and plans specify the 

employees who will participate in disaster recovery and their responsibilities, the hardware and 

software facilities to be used. 

4. Facility Controls 

Computer networks and other hardware are subject to hazards such as accidents, natural 

disasters, sabotage, industrial espionage, destruction or theft. Various safeguards and control 

procedures are necessary to protect the hardware, software, network and vital data resources of 

an organization. 

Thus a specialized system software packages known as system security monitors provide 

security for a network. These are programs that monitor the use of computer systems and 

networks and protect them from unauthorized use, fraud or destruction. Two most commonly 

used methods in network security are encryption and firewalls. Every control measure falls into 

the above four categories but again each falls under one of the two categories - either system 

level or the network level;  

2.3 System Level Controls  

System level security is concerned with the level of a standalone system/terminal. The normally 

used control measures at a system level are Passwords, Anti - viruses, and Firewalls, etc. 
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• Passwords 

The front line of defense against intruders is the password system. The password serves to 

authenticate the ID of the individual and logging on to the system. In turn, the ID provides 

security in the following ways: The ID determines whether the user is authorized to gain access 

to a system. In some systems, only those who already have an ID filed on the system are 

allowed to gain access. The ID determines the privileges accorded to the user. A few users may 

have supervisory or 'super user' status that enables them to read files and perform functions that 

are especially protected by the operating system. Some systems have guest or anonymous 

accounts and the users of these accounts have more limited privileges than others. The ID is 

used in what is referred to as discretionary access control. For example, by listing the Ids of the 

users, a user may grant permissions to them to read files owned by that user. 

Password Selection Strategies 

Many users choose a password that is too short or too easy to guess. At the other extreme, if 

users are assigned passwords consisting of eight randomly selected printable characters, 

password cracking is effectively impossible. 

But it would be almost as impossible for most users to remember their passwords. Fortunately, 

even if we limit the password, the universe is still too large to permit practical cracking. Hence 

our goal is to eliminate guessable passwords while allowing the user to select a password that is 

memorable. 

• Antivirus 

The ideal solution to the threat of viruses is prevention - do not allow a virus to get into the 

system in the first place. This goal is, in general, impossible to achieve, although prevention can 

reduce the number of successful viral attacks. The next best approach is to be able to do the 

following: 

• Detection : Once the infection has occurred, determine that it has occurred and locate the 

virus. 

• Identification : Once the detection has been made, identify the specific virus that has 

infected a program. 

• Removal: Once the specific virus has been identified, remove all traces of the virus from 

the infected program and restore it to its original state. Remove the virus from all infected 

systems so that it cannot spread further. 

If detection succeeds but either identification or removal is not possible, then the alternative is 

to discard the infected program and reload a clean back-up version. Advances in virus and 

antivirus technology go hand in hand. Early viruses were relatively simple code fragments and 

could be identified and purged with relatively simple antivirus software packages. As the virus 

arms race has evolved, both viruses and, necessarily, antivirus software have grown more 
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complex and sophisticated. Two most popularly used advanced antivirus techniques used in the 

present-day are generic decryption and digital immune system. 

• Generic Decryption 

This technology enables the antivirus program to detect easily the most complex polymorphic 

viruses while maintaining fast scanning speeds. When a file containing a polymorphic virus is 

executed, the virus must decrypt itself to activate. In order to detect such a structure, executable 

files are run through a GD scanner, which contains the following elements: CPU emulator, 

Virus signature scanner and Emulation control module. 

• Digital Immune System 

The digital immune system is a comprehensive approach to virus protection developed by IBM. 

The motivation for this development has been the rising threat of Internet-based virus 

propagation. The objective of this system is to provide rapid response time so that viruses can 

be stamped out as soon as they are introduced. When a new virus enters an organization, the 

immune system automatically captures it analyzes it, adds detection and shielding for it, 

removes it, and passes information about that virus to systems running antivirus soft wares so 

that it can be detected before it is allowed to run elsewhere.  

2.4 Network Level Controls  

The other types of classification of security measures, apart from the system level, are the 

network level security measures. They provide security to network and the elements of a 

network as a whole. For this purpose either firewalls or cryptographic techniques are used. 

2.4.1 Firewalls 

A firewall is the point at which your private company network and a public network, such as the 

Internet, connect. A firewall system is a hardware/software configuration, which sits at this 

perimeter, controlling access into and out of your company's network. New ways are constantly 

being developed to compromise these systems while in theory, firewalls allow only authorized 

communications between the internal and external networks. However, properly implemented 

they are very effective at keeping out unauthorized users and stopping unwanted activities on an 

internal network. Firewall systems can also be deployed within an enterprise network to 

compartmentalize different servers and networks, in effect controlling access within the 

network. For example, an enterprise may want to separate the accounting and payroll server 

from the rest of the network and only allow certain individuals to access the information. 

Firewall Systems Protect and Facilitate the Network at a Number of Levels 

• They allow e-mail, and other applications such as FTP and remote login as desired, to take 

place while otherwise limiting access to the internal network. 

• They provide an authorization mechanism, which provides a level of assurance that only 

specified users or applications, can gain access through the firewall. 
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• They typically provide a logging and alerting feature, which tracks designated usage and 

signals at specified events. 

They add new functionality, such as encryption and virtual private networks capabilities. 

Encryption is the coding, or scrambling, of data and keeps unintended users from reading the 

information. Virtual Private Networks employ encryption to provide secure transmissions over 

public networks such as the Internet. 

Firewal 1s can be an effective means of protecting a local system or a network of systems from 

network-based security threats while at the same time affording access to the outside world. 

Characteristics 

• All traffic from inside to outside, and vice versa, must pass through the firewall. This is 

achieved by physically blocking all access to the local network except via the firewall. 

• Only authorized traffic, as defined by the local security policy, will be allowed to pass. 

Various types of firewalls are used, which implement various types of security policies. 

• The firewall itself is immune to penetration. This implies the use of a trusted system with 

a secure operating system. 

The Capabilities of Firewall Configurations 

• A firewall defines a single choke point that keeps unauthorized users out of the protected 

network, prohibits potentially vulnerable services from entering or leaving the network, 

and provides protection from various kinds of IP spoofing and routing attacks. The use of 

a single choke point simplifies security management because security capabilities are 

consolidated on a single system or set of systems. 

• A firewall provides allocation for monitoring security-related events. Audits and alarms 

can be implemented on the firewall system. 

• A firewall is a convenient platform for several Internet functions that are not security 

protected. These include a network address translator, which maps local address, internet 

addresses, and a network management function that audits or jogs Internet usage. 

The limitations 

• The firewall cannot protect against the things that bypass it. Internet systems may have 

dial-out capability to connect to an ISP. An internal LAN may support a modem pool that 

provides dial-up capability for traveling employees and telecommuters. 

• The firewall does not protect against internal threats, such as a disgruntled employee or 

an employee who unwittingly cooperates with an external attacker. 

• The firewall cannot protect against the transfer of virus-infected programs or files. 

Because of the variety of operating systems and applications supported inside the 

perimeter, it would be impractical and perhaps impossible for the firewall to scan all 

incoming files, e-mail, and messages for viruses. 



34 
 

Types of Firewalls: 

The three common types of firewalls are: 

(i) Packet-filters 

(ii) Application-level gateways 

(iii) Circuit-level gateways. 

(i) Packet-filtering Routers: A packet filtering router applies a set of rules to each incoming IP 

packet and then forwards or discards the packet. The router is typically configured to filter 

packets going in both directions (from and to the internal network). Filtering rules are based on 

fields in IP and transport (for example, TCP or UDP) header, including source and destination 

IP address, IP protocol filed and TCP port number. 

The packet filter is typically set-up as a list of rules based on matches to fields in the IP or TCP 

header. If there is no match to one of the rules, that rule is invoked to determine whether to 

forward or discard the packet. If there is no match to any rule, then a default action is taken. 

(ii) Application-level Gateway: Also called a proxy server, it acts as a relay. The user contacts 

the gateway using a TCP/IP application, such as Telnet or FTP, and the gateway asks the user 

for the name of the remote host to be accessed. When the user responds and provides a valid 

user ID and authentication information, the gateway contacts the application on the remote host 

and relays TCP segments containing the application data between the two end points. 

These application-level gateways tend to be more secure than packet filters. 

It is easily to log and audit all incoming traffic at the application level. 

A prime disadvantage of this type of gateway is the additional processing over-head on each 

connection. In effect, there are two spliced connections between the end-users, with the gateway 

at the slice point, and the gateway must examine and forward all traffic in both directions. 

(iii) Circuit-level Gateway: The third type of firewall is the circuit-level gateway. This can be 

a standalone system or a specialized function performed by an application-level gateway for 

certain applications. A circuit-level gateway does not permit an end-to-end TCP connection; 

rather, the gateway sets up two TCP connections, one between itself and a TCP user on an inner 

host and one between itself and a TCP user on an outside host. Once the two connections are 

established, the gateway typically relays TCP segments from one connection to the other 

without examining the contents. The security function consists of determining which 

connections will be allowed. A typical use of the circuit-level gateways is a situation in which 

the system administrator trusts the internal users. 

2.4.2 Cryptography 
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The process of systematic encoding of data before transmission so that an unauthorized person 

cannot decipher it is called as data encryption. There are different types of encryption 

techniques but each is suitable depending upon the situation. 

In the process of sending a message, the sender sends the encrypted data that is governed by an 

algorithm and has a key, which is changed periodically. At the receiving end that data is 

decrypted using the key. 

Because the key is the only means that can decrypt the encoded message there is very little or 

no chance for the hackers to decrypt. And there is no compulsion that the sender and the 

receiver should be at standard spots. 

Approaches that Use Conventional Encryption 

It is possible to perform authentication simply by the use of conventional encryption. If we 

assume that only the sender and the receiver share a key (which is as it should be), then only the 

genuine sender would be able to encrypt a message successfully for the other participant. 

Furthermore, if the message includes an error-detection code and a sequence number, the 

receiver is assured that no alterations have been made and that sequencing is proper. If the 

message also includes a timestamp, the receiver is assured that the message has not been 

delayed beyond what is normally expected for network transit. 

Encryption Techniques 

The Internet is a public network and raw data transmitted over it is liable to be intercepted by 

unauthorized persons (called eavesdropping). Such eavesdropping can be avoided if by some 

means one is able to send the data in a 'secret' or 'coded' fashion over the Internet. Encryption 

techniques seek to do this thereby ensuring secure transmission of data (like the payment related 

data in payment gateways) on the Internet. 

Encryption is the transformation of data into a form that is nearly impossible to decipher 

without the use of one or more keys (specialized data chunks). 

Decryption is the reverse of encryption; it is the transformation of encrypted data back into an 

intelligible form. The two most commonly used techniques of encryption are described as 

follows: 

Secret key or Private Key or Symmetric Key Cryptography : In this encryption technique, 

there is a single key, called the secret key or private key or symmetric key, which is used for 

both encryption and decryption of the data. Hence, the sender and the retriever both must posses 

the same secret key. Secret key cryptography is not useful in large networks like the Internet. 

In the online world, both the Secure Sockets Layer and Secure Electronic Transaction 

technologies combine secret key cryptography as well as public key cryptography. Public key 

or Asymmetric key Cryptography: In this encryption technique, there are two keys, one a 

private or secret and the other a public key. The two keys form a pair such that the message 
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encrypted by one key can be decrypted by the other. Generally the user confidentially retains 

the private key with himself while the public key is displayed publicly. For example, an online 

shopping mall can generate a public-private key pair and publish the public key on its website. 

A consumer can use the public'key to send encrypted messages to the online shopping mall 

which only the mall can decrypt since it alone possesses the private or secret key to decrypt it. 

Thus, the consumer can be assured that the data will travel securely over the Internet and that 

only the online shopping mall would be able to receive and decrypt it. Clearly, public key 

cryptography is useful for large public networks like the Internet. The most popular 

cryptography algorithm used in case of public key cryptography is the RSA algorithm 

(developed in 1977), named after its developers Ronald Rivest, Adi Shamir, and Len Adleman, 

then professors at the Massachusetts Institute of Technology. Public key cryptography uses 

more computer resources than the private key cryptography. However, with the technological 

improvements in computers this difference is narrowing down and these days the speeds of 

public key cryptography are quite acceptable. At the same time, the use of public key 

cryptography on the Internet results in more secure messaging as compared to private key 

cryptography. 

2.4.3 Disaster Recovery, Contingency and Emergency Plans 

The disaster recovery plan is a document containing procedures for emergency response, 

extended back-up operations, and recovery, should a computer installation experience a partial 

or total loss of computing resources or physical facilities (or of access to such facilities). The 

primary objective of this plan, used in conjunction with the contingency plans, is to provide 

reasonable assurance that a computing installation can recover from disasters, continue to 

process critical applications in a degraded mode, and return to a normal mode of operation 

within a reasonable time. To provide for processing at an alternative site during the time that the 

original facility is unavailable is a key part of disaster recovery planning. Contingency and 

emergency plans establish recovery procedures that address specific threats. These plans help 

prevent minor incidents from escalating into disasters. For example, a contingency plan might 

provide a set of procedures that defines the condition and response required to return a 

computing capability to nominal operation. An emergency plan might be a specific procedure 

for shutting down equipment in the event of a fire or for evacuating a facility in the event of an 

earthquake.  

2.5 Self Assessment Tests 

1. Explain in detail Banking and Corporate Clients. 

2. Explain Need for Security in detail. 

3. Explain in detail System Level Control in your own words. 
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2.6 Further Readings  

1 Article on 'Mobile Banking Facilities in Indian Banks' - Prof. Aithal. 

2 Article on 'Insurance Management' — With specific reference to bank assurance - Mr. 

Sudhindra Bhat. 

3 Article on 'Money Laundering in Banking' by Prof. J.D.Agarwal Professor of Finance & 

Founder Chairman & Director, Indian Institute of Finance Chief Editor, Finance India  
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UNIT 3: SECURITY AND LEGAL FRAMEWORK, MONEY  

  LAUNDERING 

              
Learning Objectives 

After studying this unit, you will be able to: 

• Describe the applications of technology in banking. 

• Discuss the need for security in a technology-savvy bank. 

• Explain the control measures that have to be taken at a systems and network level. 

• Mention the steps involved in the development of security policy of banks. 

• Know the Need for Security 

• Study the Network Level Controls 

• Understand the Money Laundering 

Structure 

3.1 Security and Legal Framework 

3.1.1 Security Policy  

3.1.2 Developing a Security Policy 

3.1.3 Identifying the Organizational Assets 

3.1.4 Assessing the Risk 

3.1.5 Defining a Policy for Acceptable Use 

3.1.6 Auditing and Review 

3.1.7 Communicating to Users 

3.1.8 Violation Response 

3.1.9 Violation Discovery 

3.2 Money Laundering 

3.2.1 What is Money Laundering? 

3.2.2 Money Laundering: How is it Done? 

3.2.3 Anti Money Laundering Controls 

3.3 Self Assessment Tests 

3.4 Further Readings  
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3.1 Security and Legal Framework  

Connectivity via the Internet has greatly abridged geographical distances and made communication 

even more rapid. The law governing commercial transactions has to be consistent irrespective of the 

jurisdiction in which the trading partners reside. A security policy framework is necessary to 

support the security infrastructure required for the secure movement of sensitive information across 

and within national boundaries. To ensure the secure operation of this kind of infrastructure, it is 

necessary to have some well-founded practice for the identification of security risks (as well as the 

application of appropriate controls to manage risks). 

This practice can be formalized and (semi-) automated by the use of formal methods and tools, 

which increase the reliability of the system specification (and• therefore users' confidence in it). 

This is important since the security of a system is largely dependent upon the accuracy of its 

specification. To be truly beneficial, the risk analysis framework must be granular enough to 

produce a customizable roadmap of the kind of problems that exist, and to rank them in order of 

severity, which facilitates making decisions about the ones that should be dealt with first. Its main 

objective is to develop a practical.(the word practical emphasized) framework for a precise, 

unambiguous and efficient risk analysis, by exploiting the synthesis Notes of risk analysis methods 

with object-oriented modeling, (semi-) formal methods and tools, in order to improve the security 

risk analysis and security policy implementation of security-critical systems. 

Since the critical infrastructures of, for example, medical services, banking and finance, gas and 

electricity industries, transportation, water, and telecommunications are making use of the public 

Internet for communication, and not in the least for the exchange of business, administrative and 

research information, it must be our aim to make these critical infrastructures totally secure and 

unassailable. 

What kind of legal provisions support Internet banking in our country? India, as on date, does not 

have a specific law on Internet banking. The Reserve Bank of India, being the apex banking 

regulatory body, has recently formulated guidelines for Internet banking to be implemented in a 

phased manner by banks all over the county. Earlier, the RBI had constituted a 'Working Group on 

Internet Banking', which focused largely on three areas, namely technology, security, and legal 

issues as also regulatory and supervisory issues. Under the new guidelines, the technology and 

security standards set by the RBI include: 

• Designation of a network and database administrator with clearly defined roles. 

• Banks are also required to have a security policy duly approved by the board of directors. 

• It is further required that banks segregate the duty of the security officer/ group dealing 

exclusively with the IT division which actually implements the computer system. 

Information systems will be audited by information systems auditor. 

• Banks are also directed to introduce logical access control techniques for which they may 

have user-IDs, passwords, smart cards or biometric techniques. 
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• In order to avoid any direct link with the Internet, banks should use a proxy server type of 

firewall at least. For sensitive systems, an inspection firewall has been recommended. These 

include real time security alert. 

• In order to avoid intrusions into networks by-passing the proxy server, the guidelines 

recommend that systems supporting dial-up services through modem on the same LAN as 

application server should be isolated. 

• Public Key Infrastructure is the most favored technology. However, until it is put in place, 

banks may use at least a 128-bit SSL (Secured Socket Layer). All unnecessary services on 

application server should be disabled. 

• It is also important to log all Internet accesses including messages received. 

• Security violations (suspected or attempted) should be reported and follow-up action to be 

taken should be kept in mind while framing future policies. 

• Banks are required to review their security infrastructure and policies regularly. 

• The information security officer and the information system auditor should undertake period 

penetration tests, including attempts to guess passwords, search for backdoor traps and 

commonly known holes in software, etc. Banks may also employ outside experts or 'ethical 

hackers' for the same. 

• The RBI guidelines use the term 'ethical hackers'. It is surprising that the RBI guidelines 

encourage banks to employ ethical hackers despite, the fact that the IT Act, 2000 has 

declared hacking as a penal offence punishable with imprisonment of three years and fine up 

to Rs.2 lakh, and that the new cyber law does not make any distinction between ethical and 

unethical hacking. 

• The RBI guidelines further stipulate that there should be a proper system for storage of 

back-up data which should be tested time and again to ensure recovery without loss of 

transactions. 

• Disaster recovery sites should be constituted in order to ensure continuity of business. 

Systems should be upgraded by installing patches released by developers to remove bugs 

and loopholes. 

• In the light of the prevailing legal position, banks are obligated to establish identity and 

make enquiries about the potential customer. Accounts should be opened only after proper 

introduction and physical verification of the identity of the potential customer. 

• Also, banks should adopt only the asymmetric crypto system for digital authentication as 

provided under Section 3(2) IT Act, 2000. 

• Banks are also required to maintain secrecy and confidentiality of customers' accounts under 

the present legal system. However, there is a possibility that banks may not be able to meet 

this requirement. 

• Banks are, therefore, directed to institute adequate risk control measures to manage the 

same. They must also notify their customers the timeframe and circumstances in which any 

stop payment instructions could be accepted. 

• Banks should also insure themselves against unauthorized transfer of funds from customers 

account through hacking, and denial of service due to technological failure. 
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• It is important to note that there has not been any determination so far of the rights and 

liabilities of customers availing Internet banking services. 

• Under the head of Regulatory and Supervisory Issues, the RBI guidelines recommend that 

the existing regulatory framework for banks shall be extended to Internet banking also. 

• It has been further advised that only banks with licenses supervised in India and with a 

physical presence in India shall be allowed Internet banking with residents of India. 

• The products should be made available only to account holders and should not be offered in 

other jurisdictions. The service offered should only pertain to local currency products. 

• The 'out-in' and 'in-out' scenarios whereby banks offer cross-border jurisdiction are 

generally not permitted and the same approach shall be applicable to Internet banking also. 

• However, these exceptions shall not be applicable to customers permitted to maintain their 

accounts with overseas banks. Indian banks will be allowed to offer Internet banking 

services to overseas customers if they satisfy both host and home supervisors. 

• The RBI guidelines have also issued various other instructions to be followed by the banks. 

For instance, banks must seek prior permission from Notes the RBI before offering Internet 

banking services. 

• The application for such permission should indicate a business plan, analysis of cost and 

benefit, operational arrangements, third party service providers, and systems and control 

procedures, which the bank proposes to adopt. 

• Any breach/failure of security systems and procedures must he reported to the RBI. The. 

RBI guidelines; on "Risks and Controls in Computers and Telecommunications" will also be 

applicable, to Internet banking. 

• Banks should develop outsourcing guidelines' to manage risks arising out of third party 

service providers. Only institutions that are members of cheque clearing systems in the 

country will be permitted to participate in inter-ban— payment gateways for Internet 

payment. 

• All intra-bank payments, credit card transactions and payments arising from cross-border e-

commerce transactions shall be excluded from inter-bank payment gateways. 

• In order to access the gateway through the computer system, the bank should use a least line 

network. A PKI system should be followed once it is implemented. 

• The rights and liabilities of the payee, the payee's bank, participating banks, the service 

provider and banks themselves should be clearly defined. 

• Banks must disclose risks, responsibilities and liabilities of customers through a disclosure 

template. Hyperlinks from bank's web sites should be allowed only to those portals with 

which they have payment arrangement. 

The aforesaid guidelines also are applicable to all forms of electronic banking. With the 

implementation of the RBI's guidelines, Internet banking is likely to get the required boost in our 

country. 

Information Technology bill was enacted in Parliament, which deals with some of the issues 

mentioned above. The Act provides legal framework so that the information is not denied legal 
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effect, validity or enforceability solely on the ground that it is in electronic form. This is done by 

validating and authorizing the use of Electronic Data Interchange (EDI), Electronic Records, and 

Electronic Signatures. The Information Technology Act, 2000, should escort the new era of e-

commerce and e-governance as it provides rules for validation and recognition of contracts formed 

through electronic means and also supports the admissibility of computer evidence in the courts of 

law. The Act will also facilitate electronic filing of documents with the Government agencies. The 

Act treats the following as offences related to the field of Information Technology. 

• Failure to comply with CCA under the provisions of the Act, rules and regulations made there 

under. 

• Any misinterpretation or suppression of facts for the purpose of obtaining any license or 

Digital Signature Certificate. 

• Breach of confidentiality and privacy, i.e., disclosure of any electronic record, book, register, 

information, document or other material accessed/obtained without the consent of the person 

concerned. 

• Hacking, i.e., destroying, or altering any information residing in a computer resource that is 

declared to be a protected system by Government of India, from time to time. 

• Knowingly creating, publish or otherwise making available a Digital Signature Certificate for 

any fraudulent or unlawful purpose. 

There were many amendments made to the Acts formulated earlier. However, there is an urgent 

need to amend certain laws so as to make them in consonance with the Internet and so that 

electronic fund transfers are legal. 

3.1.1 Security Policy 

Everything discussed above involves specific things you can do, tools 'and techniques to 

implement, to address a particular area or hole in security. 

Security policy is what ties all into a cohesive and effective security program. A security policy is a 

formal specification of the rules by which people are given access to a computer and its resources. 

3.1.2 Developing a Security Policy 

The first rule of network security is easily stated: That which is not expressly permitted is 

prohibited. Simply, a security policy should start by denying all access to all network resources, and 

then expressly add back access on a specific basis. 

The goal in developing a policy on computer security is to define the organization's expectations of 

proper computer network use and to define procedures to prevent and respond to security incidents. 

In order to do this, aspects of the particular organization must be considered and agreed upon by the 

policy making group. 

• The goals and direction of the organization should be considered. For example, a military 

base may have very different security concerns from those of a university. For that matter, 
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departments within the organization will have different requirements, and these should be 

considered as well. 

• The security policy developed must conform to existing policies, rules, regulations, and laws 

that the organization is subject to. Therefore, it will be necessary to identify these and take 

them into consideration while developing the policy. 

• Unless the local network is completely isolated and stand-alone, it is necessary to consider 

security implications in a more global context. The policy should address the issues when 

local security problems develop as a result of a remote site as well as when problems occur on 

remote systems as a result of a local host or user. 

• It is important to consider who will make the network security policy. Policy creation must be 

a joint effort by a representative group of decision makers, technical personnel, and day-to-

day users from different levels within the organization. Decision makers must have the power 

to enforce the policy; technical personnel will advise on the ramifications of the policy, and 

day-to-day users will have a say in how "usable" the policy is. A security policy, which is 

unusable, un implement able, or unenforceable, is useless. 

Developing a security policy involves identifying the organizational assets, and the threats, 

evaluating the risk, evaluating and implementing the tools and technologies available to meet the 

risks, and developing a usage policy. In addition, an auditing procedure must be created which 

reviews network and server usage on a timely basis. A response should be in place before any 

violation or breakdown occurs. Finally, the policy should be communicated to everyone who uses 

the computer network, whether employee or contractor, and the policy should be reviewed on a 

regular basis. 

3.1.3 Identifying the Organizational Assets 

The first step in creating a security policy is creating a list of all the things (assets) that need to be 

protected. The list needs to be regularly updated, as most organizations add and subtract equipnient 

all the time. Items to be considered include: 

• Hardware: CPUs, boards, keyboards, terminals, workstations, personal computers, 

printers, disk drives, communication lines, terminal servers and routers. 

• Software: Source programs, object programs, utilities, diagnostic programs, operating 

systems and communication programs. 

• Data: During execution, stored on-line, archived off-line, back-ups, audit logs, databases, 

in transit over communication media. 

• People: Users, people needed to run systems. 

• Documentation: Of programs, hardware, systems and local administrative procedures. 

• Supplies: Paper, forms, ribbons and magnetic media. 

3.1.4 Assessing the Risk 

While there is a great deal of discussion about intruders on computer networks, most surveys show 

that the actual loss from people within the organization is significantly greater. Risk analysis 
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involves determining what you need to protect, what you need to protect it from, and how to protect 

it. It is the process of examining all risks, and ranking them as per the level of severity. This process 

involves making cost-effective decisions on what you want to protect. Possible risks to your 

network include, apart from those already discussed above: 

• Unauthorized access. 

• Unavailable service, which can include some or all network services, corruption of data, or a 

slowdown due to a virus. 

• Disclosure of sensitive information, especially that which gives someone else a particular 

advantage, or theft of information such as credit card information. 

• Once the list has been prepared, the risk should be weighed against the importance of the 

resource. This will allow the policy makers to determine how much effort should be put in 

protecting the resource. 

3.1.5 Defining a Policy for Acceptable Use 

The tools and applications discussed in the previous section will form the technical foundation of a 

security policy. But this is only part of the solution, and how users interact with the network is just 

as important. The creation of a policy for acceptable use should consider the following: 

• Who is allowed to use the resources? 

• What is the proper use of the resources? 

• Who is authorized to grant access and approve usage?  

• Who may have system administration privileges? 

• What are the users' rights and responsibilities? 

• What are the rights and responsibilities of the system administrator vs. those of the user? 

• What do you do with sensitive information? 

• When defining the users' rights and responsibilities, you may want to cover several issues 

as: 

• The guidelines regarding resource consumption, whether users are restricted, and if so, what 

the restrictions are. 

• What constitutes abuse in terms of system performance? 

• Whether users are permitted to share accounts or let others use their accounts. 

• How "secret" users should keep their passwords? 

• How often users should change their passwords and any other password restrictions or 

requirements? 

• Whether you provide back-ups or expect the users to create their own. 

• Disclosure of information that may be proprietary. 

• Statement on Electronic Mail Privacy (Electronic Communications Privacy Act). 

Specifically, does the company consider electronic mail private to each employee, or the 

property of the organization? 

• Your policy concerning mail or postings to mailing lists or discussion groups (obscenity, 

harassment, etc.), and on representing the organization to these areas. 
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• Policy on electronic communications: mail forging, etc. 

• It is important to define who will interpret the policy. This could be an individual or a 

committee. No matter how well-written, the policy will require interpretation from time to 

time and this body would serve to review, interpret, and revise the policy as needed. 

3.1.6 Auditing and Review 

To help determine if there is a violation of your security policy, take advantage of the tools that are 

included with your computer and network. Most operating systems store numerous bits of 

information in log files. Examination of these log files on a regular basis is often the first line of 

defense in detecting unauthorized use of the system. 

Compare lists of currently logged-in users and past login histories. Most users typically login and 

out at roughly the same time each day. An account logged in outside the "normal" time for the 

account may be in use by an intruder. 

Many systems maintain accounting records for billing purposes. These records can also be used to 

determine usage patterns for the system; unusual accounting records may indicate unauthorized use 

of the system. 

System logging facilities, such as the UNIX "syslog" utility, should be checked for unusual error 

messages from system software. For example, a large number of failed login attempts in a short 

period of time may indicate someone trying to guess passwords. 

Operating system commands which list currently executing processes can be use to detect users 

running programs they are not authorized to use, as well as to Notes delete unauthorized programs 

which have been started by an intruder. 

By running various monitoring commands at different times throughout the day, you make it hard 

for an intruder to predict your actions. 

Reviews are imperative due to today's changing computing environments. Internet is getting 

astoundingly easy to break into networks through available user-friendly point-and-click packages. 

Security is a dynamic process. Only by assembling the core team or a representative subset, and 

reviewing how well things are working knowing about the latest threats and security tools, and 

assessing the risk against new assets and business practices, can an organization stay secure and 

productive. 

3.1.7 Communicating to Users 

The security policy should include a formalized process, which communicates the security policy to 

all users. In addition, an educational campaign should make users aware of how computer and 

network systems are expected to be used and how to protect themselves from unauthorized users. 

All users should be informed about what is considered "proper" use of their account or workstation. 

This can most easily be done at the time a user receives his account, by sending him a policy 
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statement. Proper use of policies typically dictate things such as whether or not the account or 

workstation may be used for personal activities (such as checkbook balancing or letter writing), 

whether profit-making activities are allowed, whether game playing is permitted, etc. 

Users should be told how to detect unauthorized access to their account. If the system prints the last 

login time when a user logs in, he or she should be told to check that time and note whether or not it 

agrees with the last time he or she actually logged in. Ideally, the security policy should strike a 

balance between protection and productivity. 

3.1.8 Violation Response 

There are a number of responses, both good and sub-optimal, which an organization may choose 

upon realizing a site security violation. Planning responses for different scenarios well in advance - 

without the burden of an actual event - is a good practice. Not only do you need to define actions 

based on the type of violation, you also need to have a clearly defined series of actions based on the 

kind of user violating your computer security policy. When a policy violation has been detected, the 

immediate course of action should be pre-defined to ensure prompt and proper enforcement. An 

investigation should be performed to determine how and why the violation occurred. Then, the 

appropriate corrective action should be executed. The type and severity of action taken varies 

depending on the type of violation that occurred. 

3.1.9 Violation Discovery 

Once a violation has been discovered, and is determined that it is being perpetrated by someone 

outside the organization, there are a number of aspects of your security plan that should be put in 

motion. Your security plan should be prepared to answer the following questions: 

• Which outside agencies should be contacted, and who should contact them? 

• Who may talk to the press? 

• When do you contact law enforcement and investigative agencies? 

• If ;:_ connection is made from a remote site, is the system manager .-thorized to contact 

that site? 

• What are our responsibilities to our neighbors and other Internet sites? 

• Whenever a network suffers an incident, which may compromise computer security, the 

strategies for reacting may be influenced by two opposing pressures. 

If the management fears that the network is sufficiently vulnerable, it may choose a Proceed 

strategy. This approach will have as its primary goal the protection and preservation of the 

facilities and to provide normalcy for its users as quickly as possible. Attempts will be made to 

actively interfere with the intruder's processes, prevent further access, and begin immediate 

damage assessment and recovery. This process may involve shutting down the facilities, closing 

off access to the network, or other drastic measures. 

The drawback is that unless the intruder is identified directly, he may come back via a different 

path or may attack another site. 
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The alternate approach, pursue and Prosecute, adopts the opposite philosophy and goal. The 

primary goal is to allow intruders to continue their activities in the system until the responsible 

persons can be identified. Law enforcement agencies and prosecutors endorse this approach. 

Prosecution is not the only outcome possible if the intruder is identified. If the culprit is an 

employee or a student, the organization may choose to take disciplinary action. The computer 

security policy needs to spell out the choices and how and which will be selected if an intruder is 

caught. 

The management a strategy that must adopt might depend upon each circumstance. Or there may be 

a. global policy, which mandates one approach in all circumstances. The pros and cons must be 

examined thoroughly and the users of the facilities must be made aware of the policy so that they 

understand their vulnerabilities no matter which approach is taken.  

3.2 Money Laundering  

It is estimated that the size of money laundering worldwide through the banking sector, is more 

than US$ 500 billion to One trillion annually. A recent estimate has projected that worldwide 

money-laundering not only economically destabilizes a country but also exposes it to terrorist 

attacks, threatening its integrity and sovereignty. It conceals the huge, illegal profits generated by 

unscrupulous, organized criminal groups in various fields of crime. The culture of these groups is 

"criminogenic" and are "regulatory resistant". The speed and case of modern electronic finance 

have contributed a lot to the growth of this crime. Given the staggering volume of this crime, broad 

international cooperation between law enforcement and regulatory agencies is essential in order to 

identify the source of illegal proceeds, trace the fund to specific criminal activities and confiscate 

criminal's financial assets. 

Money laundering involves bankers, lawyers, car dealers, real estate builders, accountants and also 

others, who allow their businesses to be used by someone to launder the proceeds of a crime. Every 

country has its criminal underworld. The biggest organizations and the ones that have been active 

and have long standings can be found in the hubs of capitalism: the United States (Cosa Nostra), 

Europe (the Sicilian Mafia) and Asia (the Chinese Lriads and Japanese Yakusas). 

3.2.1 What is Money Laundering? 

The term money-laundering brings to our mind those nefarious activities of the criminals who 

provide an envelope to "slush funds" in order to exhibit those as genuine money. In other words, 

money-laundering is a process by which criminals give the color of legality and legitimacy to slush 

funds. Ignoring economic vandalism, most crime is economic crime. In Black's Law of Lexicon the 

term laundering is being referred to as investment or other transfer of money flowing from 

racketeering, drug transactions and other sources (illegal sources) into legitimate channels so hat its 

original source cannot be raced. Apart from the traditional activities of drugs, racketeering, 

kidnapping, gambling, procuring women and children, smuggling (alcohol, tobacco, medicines), 

armed robbery, counterfeiting and bogus invoicing, tax evasion and misappropriation f public 
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funds, new markets are also flowering. These include smuggling, illegal labor and refugees, 

computer piracy, trafficking in works of art and antiquities, in stolen cars and parks, in protected 

species and human organs, forgery in arms, toxic and nuclear products etc. 

As per IMF reports the turnover of this industry could be somewhere around $1.5 trillion. However 

common man does not pay attention because primarily it seems to be a victimless crime. It has none 

of the issues associated with a vanishing of the money from economy or performance of the 

government or organizations involved in the same and yet, money laundering can only take place 

after a predicate crime (such as a Drug trafficking or the stock market frauds) has taken place. If the 

person on the street is the banker he might throw the three letters "KYC" to express his knowledge. 

Money laundering is the process by which large amounts of illegally obtained money (from drug 

trafficking, terrorist activity or other serious crimes) is given the appearance of having originated 

from a legitimate source. 

Money laundering generally involves a series of multiple transactions used to disguise the source of 

financial assets so that these assets may be used without compromising the criminals who are 

seeking to use the funds. These transactions fall into three stages: 

• Placement: Dirty money being inserted into the financial system through a process through 

deposits wire, transfers, or other means, unlawful proceeds into financial institutions. 

• Layering: Separating the proceeds from their criminal origin by moving them though a series of 

financial transactions. This makes it harder to establish a connection between them. 

• Integration: Creating a legitimate explanation for the source of funds, allowing them to be 

retained, invested or used to acquire goods or assets. The characteristics of organized crime are 

quite evident in money laundering as it is a group activity which is long-term and continuing; a 

criminal activity which is carried out often by more than one person; anactivity which is carried out 

irrespective of national boundaries at large scale; and generates proceeds, which are often made 

available for illicit use. 

Criminals involved in money laundering commit three basic types of crimes i.e. Crimes of passion 

or honor; Crimes of violence or vandalism; and Economic crimes - crime committed to make 

money. Most often crimes are commitl--- for two reasons; for kicks (to prove that they can get 

away with it and for unscrupulous greed for quick money (they think that they can make more 

money from the crime than they can from the same amount of legitimate endeavors). 

3.2.2 Money Laundering: How is lit Done? 

Some current estimates are that of USS 500 billion to US$ 1 trillion in criminal proceeds are 

laundered through banks worldwide each year with about half of that is circulated through US 

banks. As the banks are widely used for money laundering they have a central role to play in 

curbing the menace. 
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Accordingly, the money 1 aundering activities have been subject of eight prior investigations in U 

.S. There are five major factors which create money laundering vulnerabilities: the role of private 

bankers, private banks as client advocates, powerful customers, and a corporate culture of secrecy, 

a corporate culture of lax controls and the competitive nature of the industry. 

1. Private Bankers as Client Advocates 

Private bankers are the linchpin of the private bank system. They are trained to service their clients 

and to set up accounts and move money around the world using sophisticated financial systems and 

secrecy tools. Private banks encourage their bankers to develop personal relationships with their 

clients, visiting the client's homes, attending weddings and graduations, and arranging their 

financial affairs. The result is that private bankers may feel loyalty to their clients for both 

professional and personal reasons, leading them to miss or minimize warning signs. In addition, 

private bankers use their expertise in bank systems to evade what they may perceive as unnecessary 

"red tape "hampering the services their clients want, thereby evading controls designed to detect or 

prevent money laundering. 

2. Powerful Clients 

Private bank clients are, by definition, wealthy. Many also exert political or economic influence 

which may make banks anxious to satisfy their requests and reluctant to ask hard questions. If a 

client is a government official with influence over the banks in country operations, the bank has 

added reason to avoid offence. Moreover verifying information about a foreign client's assets, 

business dealings, and community standing can be difficult for US banks. The Federal Reserve 

board found in its private banking review that foreign clients were particularly difficult for private 

banks to assess due to a lack of independent data bases of information, suit as credit reports. While 

private banks routinely claim that their private bankers gain intimate knowledge of their clients, the 

case histoties demonstrate that too often is not true. For example, in one case, a private banker was 

unaware for more than three years that he was handling the accounts of the some of the an African 

head of state. 

3. Culture of Secrecy 

A culture of secrecy pervades the private banking industry. Numbered accounts at Swiss banks are 

but one example. There are other layers of secrecy that private banks and clients routinely use to 

mask accounts and transactions. For example, private banks routinely create shell companies and 

trusts to shield the identity of the beneficial owner of a bank account. Private banks also open 

accounts under code names and will, when asked, refer to clients by code names of encode account 

transactions. 

4. Secrecy Jurisdictions 

In additions to shell corporations and codes, a number of private banks alsoconduct business in 

secrecy jurisdictions such as Switzerland and Cayman Islands, which impose criminal sanctions on 

the disclosure of bank information, related to clients and restrict US bank oversight. 
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5. Culture of Lax Controls 

In addition to secrecy, private banking operates in a corporate culture that is at times indifferent or 

resistant to anti-money laundering controls, such as due diligence requirements and accounts 

monitoring. The problem begins with the private banker, who, in most private banks, is responsible 

for the initial enforcement of anti-money laundering controls. It is the private banker who is 

charged with researching the background of prospective clients, and it is the private banker who is, 

asked in the first instance to monitor existing accounts for suspicious activity. But it is also the job 

of the private banker to open accounts and expand client deposits. 

The fundamental problem is that private bankers are being asked to fill contradictory roles-to 

develop a personal relationship with a client and increase their deposits with the bank, while also 

monitoring their accounts for suspicious activity and questioning specific transactions. Human 

nature makes these contradictory roles difficult to perform, and anti-money laundering duties often 

suffer. 

Private Banks have dealt with this problem by setting up systems to ensure that private banker 

activities are reviewed by third parties, such as supervisors, compliance personnel or auditors. The 

subcommittee staff investigation has found, however, that while strong oversight procedures exist 

on paper, in practice private bank oversight is often absent, weak or ignored. 

6. Cut throat Competition 

Another factor creating money laundering concerns is the ongoing competition among private 

banks for clients, due to profitability of the business. A Federal Report on private banking states. 

1. Multiple Accounts: A striking feature of the private bank accounts is their complexity. Private 

bank clients often have many accounts in many locations. Some are personal checking, money 

market or credit card accounts. Others are in the name of one or more shell companies and multiple 

investment accounts are common, including mutual funds, stock, bonds and time deposits. The 

reality right now is that private banks allow clients to have multiple accounts in multiple locations 

under multiple names and do not aggregate the information. This approach creates vulnerabilities to 

money laundering by making it difficult for banks to have a comprehensive understanding of their 

own client's accounts. In addition, it complicates regulatory oversight and law enforcement, by 

making it difficult for banks to have a comprehensive understanding of their own clients' accounts. 

It also complicates regulatory oversight and law enforcement, by making it nearly impossible for an 

outside reviewer to be sure that all private bank accounts belonging to an individual have been 

identified. 

2. Secrecy Products: Most private banks offer a number of products and services that shield a 

client's ownership of funds. They include offshore trusts and shell corporations, special name 

accounts, and codes used to refer to clients or fund transfers. 

3. Movements of Funds: Current account transactions at private banks routinely involve large 

sums of money. The size of client transaction increases the banks vulnerability to money laundering 
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by providing an attractive venue for money launderers who want to move large sums without 

attracting notice. In addition, most private banks provide products and services that facilitate the 

quick, confidential and hard-to-trace movement of money across jurisdictional lines. 

4. Credit: Another common private bank ,service involves the extension of credit to clients. 

Several private bankers told the sub-committee that private banks urge their private bankers to 

convince clients to leave their deposits in the bank and use them as collateral for large loans. This 

practice enables a bank to earn a free not only on the deposits under their management, but also on 

the loans. This practice also however, creates vulnerability for money laundering by allowing a 

client to deposit questionable funds and replace them with "clean" money from a loan. Moreover, as 

the client loans are fully collaborative by assets on deposits with the bank, the bank may not 

scrutinize the loan purpose and repayment prospects as carefully as for a conventional loan, and 

may unwittingly further a money launderer's efforts to hide illicit proceeds behind seemingly 

legitimate transactions. 

5. Development of Off -Shore Banking: Originally, off-shore centers were quite literally islands, 

hence the expression. Today the term is used rather loosely for financial centers, which operate 

within a low tax regime; this enables international transfers of money to take place with a great deal 

of facility and with no hindrance to capital flows. 

3.2.3 Anti Money Laundering Controls 

International banking continues to grow, developing worldwide connections among banks, as well 

as the increasing sophistication of banking methods. The constant challenge is to ensure that every 

bank can account for its customers. Every government has laws which ensure the prosecution of 

financial crimes, and that every society sets moral and ethical standards for the conduct of 

commerce. Many important financial centers have now adopted legislation to curb drug related 

money laundering, and the number of governments which have ratified the 1988 UN Convention 

continued to increase. But the race between criminals seeking new ventures, and oversight bodies 

seeking more widespread • compliance, still goes to the crooks. 

Money Laundering is the biggest Fear for Finance Industry. The entire industry in the world or any 

separate country must understand that financial crime needs to be understood, analyzed and fought 

proactively. Banking 

Industry needs to be one step ahead of money launderers in order to control the menace of money 

laundering and financial crimes. Concern regarding financial crime is growing to unprecedented 

levels amongst 

One of the best control techniques for the banks to control money laundering is to know their 

customer. There are two important anti-money laundering controls: One, issues relating to 

obtaining and using customer information for anti-money laundering purposes, and secondly on 

Anti-money laundering monitoring, assessing customer's use of firms' products and services and 

how possible money laundering activities can be identified from this. 
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Eleven world money centre banks agreed in October 2000, to a set of anti-money laundering 

guidelines - for private banking activities. These guidelines state at the outset that "bank policy will 

be to prevent the use of its worldwide operations for criminal purposes."SWIFT is the principal 

international service for wire transfer message trafficking that can initiate funds transfers. In Russia 

and some East 

European states, banks can be readily purchased for very little money -though few of them have 

electronic banking access to SWIFT. SWIFT is a co-operative society located in Belgium having 

2600 institutions in 65 countries. It provides services to security bankers and dealers; clearing 

institutions; and recognized security exchanges. 

This is what the future nightmare envisioned by the authorities will be like —with organized crime 

in control of banks and able to launder huge sums of money not only for themselves but also for 

other criminal organizations. 

Already in Russia it is said that criminal groups control over 400 banks and 47 exchanges. This is 

worrying bank chairmen in Russia as between 1994 to July 1995, there were thirty assassination 

attempts against top bank officials, sixteen of who were killed. These killings along with earlier 

ones were important indicators of the efforts by criminal organizations to infiltrate the Russian 

banking system. Infiltration of the banking system offers significant advantages for criminal 

organizations, not least the opportunity it gives to facilitate money laundering for both Russian and 

foreign criminal organizations. Russian officials have worked with FATF and us government 

agencies to put into place more effective regulations and proceedings to combat money laundering, 

in accordance with international standards. 

Government of India has issued anti-money laundering guidelines before introduction of the 

Prevention of Money Laundering gill in Parliament. Indian Bill embraces money laundering from 

drug-trafficking, terrorism, profits from prostitution, extortion, smuggled items 1 ike gold, diamond 

etc. India s security is threatened by the spread of international crime control, free trade, 

globalization and advances in telecommunications leading to the increased reach of crime 

syndicates. The Bill in Section 3 deals with the offense of money laundering which states that 

whenever a person acquires, owns, possesses or transfers any proceeds of crime or knowingly 

enters into any transactions or deals or aids the concealment of the "proceeds of crime". 

Means any property derived or obtained, directly or indirectly, by any person as a result of criminal 

activity relating to a scheduled offence or the value of such property. The Bill has the schedule 

offence which lists 16 sections of 

Indian Penal Code, 6 Sections of Arms Act, 9 sections of Narcotic Drugs Act and 4 sections of the 

Prevention of Corruption Act. Thus the Bill covers all activities which are capable of producing 

illegal money. 

The Reserve Bank of India's panel has recommended rules against money laundering. According to 

the RBI's panel "The existing framework against money laundering activities in India needs further 
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strengthening." This can be done by improving procedures and policies for preparing appropriate 

(banks) customer profiles and coordination and cooperation with regulatory and other authorities. 

The panel said banks operating in India should ascertain the source of funds in deposit schemes 

offered to expatriate Indians as part of their drive to prevent money laundering. It also suggested 

each bank appointed an anti-money laundering compliance officer and create profiles of customers. 

It called for creation of a data bank of suspicious transactions, which could then be circulated to 

banks to help them defect patterns of suspicious behaviors. However, the RBI did not say when it 

intends to implement the recommendations. But technological initiatives in the Indian banking 

space have gradually gathered momentum ever since RBI announced the policy of privatization of 

banking in 1993. 

The United States has desired India to play a more aggressive role in its global campaign against 

terrorism and terrorist financing by joining groups striving to curb money laundering. The Indian 

Parliament is yet to pass The Prevention of Money Laundering Bill, 1999, and the country is yet to 

join the Paris based Financial Action Task Force consisting of 29 nations which was set up in 1989 

to prevent international money laundering. Since the September 11 attack, cutting off money to 

terrorists has topped the agenda of FATF, which includes the United States, Britain, Canada, 

France, Brazil and Switzerland. The panel has used FATF rules as a guideline, Alarmed with 

reports of money from global terrorist organizations flowing into their account, banks across the 

globe are implementing special anti-money laundering software to detect unusual flow of money.  

3.3 Self Assessment Tests 

1 Explain Security and Legal Framework in detail. 

2 What is Money Laundering? Explain its Process in detail. 

3 Explain in detail the Controls of Money Laundering. 

3.4 Further Readings  

1. Article on 'Mobile Banking Facilities in Indian Banks' - Prof. Aithal. 

2. Article on 'Insurance Management' — With specific reference to bank assurance - Mr. 

Sudhindra Bhat. 

3. Article on 'Money Laundering in Banking' by Prof. J.D.Agarwal Professor of Finance & 

Founder Chairman & Director, Indian Institute of Finance Chief Editor, Finance India  

 


